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WIRELESS TE C H N O L O G I E S F O R E-HE A LT H C A R E

INTRODUCTION
Advances in wireless communications and com-
puting technologies have lent great forces to the
migration of healthcare systems from paper-
based to electronic health record (EHR)-based,
giving rise to increased efficiency in human
operations, reduced storage costs and medical
errors, improved data availability and sharing,
and so on.

Electronic healthcare (e-healthcare) offers
great convenience to patients and healthcare
providers, and improves the quality of life. One
such example is the home care application based
on wireless body sensor networks (WBSNs),
where healthcare professionals remotely monitor
patients and provide consultation services. Home
care enables patients to retain their living style
and causes minimal interruption of their daily
activities. In addition, it significantly reduces

hospital occupancy rates, allowing more critical
patients and patients needing in-hospital treat-
ment to be admitted.

Despite the tremendous benefits, e-health-
care easily incurs threats that are impossible or
very rare in paper-based systems. In particular,
privacy and security breaches have already pene-
trated e-healthcare systems, including EHR theft
and the selling of EHRs for monetary gain [1].
Thus, there is an urgent need for the develop-
ment of security architectures/mechanisms that
are imperative for safeguarding confidential or
sensitive information wherever it digitally
resides.

The design of e-healthcare systems is envi-
sioned to be complex, in that highly confidential
medical data are the basis for almost all opera-
tions. The creation, modification, deletion, stor-
age, access, and sharing of such data need strict
regulations. Moreover, the training and educa-
tion of medical personnel are equally important
to ensure compliance with regulations and priva-
cy policies.

Due to the various and stringent requirements
of e-healthcare systems, cautions must be taken
in the design and development to prevent sacri-
ficing any requirement(s) in the realization of
another. Privacy is the foremost issue concerning
patients in e-healthcare. Without privacy guaran-
tees, patients’ EHRs may be leaked to cause life-
changing consequences such as difficulties in
obtaining insurance or employment, or being dis-
criminated against for having certain diseases.
Most important, e-healthcare systems lacking pri-
vacy guarantees cannot be psychologically accept-
ed by the public and hence are not likely to be
advocated and implemented. However, in certain
special circumstances, such as emergencies, pri-
vacy requirements must be overridden by the
functional requirement (i.e., saving lives).

In the remaining sections we discuss the pri-
vacy and security requirements in e-healthcare
systems, elaborate on the techniques to fulfill
these requirements, address the challenge of
conflicting goals, and propose a solution based
on WBSNs to overcome the challenge.
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ABSTRACT
Electronic healthcare is becoming a vital part

of our living environment and exhibits advan-
tages over paper-based legacy systems. Privacy is
the foremost concern of patients and the biggest
impediment to  e-healthcare deployment. In
addressing privacy issues, conflicts from the func-
tional requirements must be taken into account.
One such requirement is efficient and effective
response to medical emergencies. In this article,
we provide detailed discussions on the privacy
and security issues in e-healthcare systems and
viable techniques for these issues. Furthermore,
we demonstrate the design challenge in the ful-
fillment of conflicting goals through an exem-
plary scenario, where the wireless body sensor
network is leveraged, and a sound solution is
proposed to overcome the conflict.

PRIVACY AND EMERGENCY RESPONSE IN
E-HEALTHCARE LEVERAGING
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This work was partially supported by the U.S. National
Science Foundation under grants CNS-0916391, CNS-
0716450 and CNS-0626881. The work of Zhu and Fang
was also partially supported by the 111 Project under
Grant B08038.

The authors provide
detailed discussions
on the privacy and
security issues in 
e-healthcare systems
and the viable 
techniques for these
issues. They also
demonstrate the
design challenge in
the fulfillment of
conflicting goals.

FANG LAYOUT  2/9/10  1:46 PM  Page 66

Authorized licensed use limited to: University of Florida. Downloaded on May 07,2010 at 22:05:50 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Wireless Communications • February 2010 67

WBSNS
As wireless technology and e-healthcare evolve,
patients increasingly opt for home care and
remote monitoring services offered by healthcare
providers. Body sensor networks (BSNs) are
indispensable for home monitoring applications,
which reduce the hospital occupancy rate. BSNs
are also of paramount importance for monitor-
ing patients in the waiting area of the emergency
room (ER) [2], where the deterioration of health
conditions is detected, and life-endangered
patients are admitted correspondingly. The net-
work architecture of home monitoring is illus-
trated in Fig. 1. Body sensors serving different
monitoring purposes (e.g., pulse oximetry sensor,
ECG sensor, blood pressure sensor, motion sen-
sor) are attached to or embedded into the
human body. In order to provide freeness and
flexibility for patients’ daily activities, WBSNs
are desired where the controller (i.e., the PDA
in Fig. 1) wirelessly delivers monitored data to
the monitor center. WBSNs are also necessary
when the patient is away, and hence the home
PC cannot be relied on. WBSNs feature very
short-range communications between the sensor
and controller, as well as between sensors (not
shown in Fig. 1), using Bluetooth and Zigbee
radio technologies. Outside the WBSN, the PDA
can communicate with the home PC through
Bluetooth connection when the patient is home.
The wireless links between the PDA or home
PC and the remote servers are in general based
on Wi-Fi or WiMAX radio. The home PC can
also access the Internet using wired connection.

WBSNs resemble wireless sensor networks
(WSNs) in many aspects such as the constrained
resources of sensor nodes. On the other hand,
WBSNs bear unique features and challenges in
terms of sensor selection, sensing technology,
networking and security design issues, and so on.
For instance, body sensors should be easy, com-
fortable to wear, and non-obstructive; the relia-
bility of sensor nodes is critical in emergency
situations and thus is required to be very high;
the communication range is extremely short,
rendering most attacks impossible or very diffi-
cult. A thorough survey on the challenges and
opportunities of BSNs is provided in [3]. In this
article we focus on the unique privacy and secu-
rity issues introduced by incorporating WBSNs
as a vital component of the e-healthcare system.
Specifically, the incorporation necessitates an
additional privacy requirement, location privacy,
besides anonymity and unlinkability, described
later, for general e-healthcare privacy. It also
demands the employment of suitable mecha-
nisms for authentication and encryption within
WBSNs. It is clear in later sections that WBSNs
serve as a building block in addressing emergen-
cy response issues in the proposed solution.

Location privacy should be guaranteed in the
home care scenario whenever emergency
response is not needed. In this scenario the
WBSN deployed to monitor a patient can be
exploited to track the patient’s whereabouts
through the IP address of the PDA when it wire-
lessly transfers data to the server. The most
attractive feature of home care is that patients
can enjoy ease and comfort of living with mini-

mal changes while being treated. The wireless
nature of the WBSN enables the patient to
engage in daily activities without much con-
straint. The aggregator/controller (e.g., PDA,
smartphone) collecting data from body sensors
may send the monitored data periodically and
critical data in real time for health evaluation
(either upon detecting abnormal conditions or
upon a physician’s query). When the patient is in
normal health condition (i.e., emergency
response is not needed), he/she should be con-
sidered a regular user leveraging wireless net-
works to transfer the monitored data. In this
case location privacy of the patient should be
preserved as is required for regular network
users. To satisfy this requirement, an anonymous
communication substrate such as [4] will be
needed where the origin (the IP address) of the
transmitted data is obfuscated. However,
patients’ location information is indispensable
for emergency response; hence, the location pri-
vacy requirement should be overridden.

Authentication and encryption within WBSNs
require mechanisms different from those for
general e-healthcare systems, due to the very
limited resources of body sensors and the com-
plexity of public-key-based operations typically
present in e-healthcare systems. Although many
5 attacks become impossible (e.g., physical tam-
pering) or extremely difficult (e.g., interception,
modification, injecting bogus messages) due to
the attachment/embedment of body sensors and
the short communication range, security schemes
should be in place as long as possibilities for
attacks still exist. Recently, efficient authentica-
tion and encryption schemes leveraging the
unique functionalities of BSNs have been pro-
posed. These schemes rely on the physiological

Figure 1. Home monitoring based on wireless body sensor networks.

Wireless link
Wired link

Home PC

Wireless body sensor
network

PDA
Body
sensor

Internet

Remote server

FANG LAYOUT  2/9/10  1:46 PM  Page 67

Authorized licensed use limited to: University of Florida. Downloaded on May 07,2010 at 22:05:50 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Wireless Communications • February 201068

values (e.g., inter-pulse interval, heart rate vari-
ability) derived from sensor-collected biological
signals (e.g., ECG or EKG, PPG), to generate
symmetric keys for encryption. The encryption
may in turn be needed for authentication, such
as the challenge-response authentication pro-
posed in [5]. This line of research explores the
uniqueness of an individual’s biological signals
readily available in BSNs, and points out a
promising direction for applying cryptography to
solving security problems.

ELECTRONIC HEALTH RECORD

EHR refers to a patient’s medical record creat-
ed, stored, transferred, and accessed digitally, as
opposed to the traditional paper-based health
record. EHR is the central piece of information
in realizing e-healthcare. It may record medical
data such as radiology images (CAT, MRI, X-
ray), laboratory test results, medication, allergy,
disease history, billing information, as well as
some processed or aggregated medical data
(inter-pulse interval, abnormal condition indica-
tor, etc.) monitored by WBSNs.

EHR systems are used in lieu of paper sys-
tems to increase physician efficiency, reduce
storage costs and medical errors, and so on. An
example of successful implementation of EHR
systems in the United States is the Veterans
Administration healthcare system, with over 155
hospitals and 800 clinics. It is one of the largest
integrated healthcare information systems in the
world and has been using a single EHR system
for years. Despite all the promising factors,
EHR systems are not adopted by the majority of
healthcare systems. Statistical results [6, 7] show
a very low actual adoption rate of EHR in U.S.
medical systems.

Among all the barriers to the implementation
of EHR systems, privacy and security concerns
are arguably the most predominant. EHRs will
inevitably be stored in remote servers (e.g., pri-
mary healthcare provider, monitoring center)
and exchanged over the Internet for cooperative
treatment, emergency response, clinical research,
and so on, and thus are subject to theft and
security breaches. The Health Insurance Porta-
bility and Accountability Act (HIPAA) in the
United States was established to regulate EHR
related operations. Privacy issues particularly are
not addressed adequately at the technical level.
Therefore, in addition to governmental regula-
tions, standardization and an overall strategy are
needed to ensure that privacy protections are
built into computer networks linking insurers,
doctors, hospitals, and other healthcare pro-
viders [8]. The implementation of the standard-
ization or strategy will undoubtedly rely on
technical details rarely studied in the research
realm and open numerous research opportuni-
ties.

As the need for technical details (i.e., the
cryptographic realization of secure EHR sys-
tems) becomes more clear and urgent, a few
recent works followed this line of research,
including cryptographic key management
schemes, role-based access control schemes, and
anonymous authentication scheme. These works
mostly focus on a single problem or aspect of

the system, and thus would fail when taking
other aspects and objectives into consideration.
Technical solutions for ensuring privacy and
security while causing no further vulnerabilities
in e-healthcare systems are yet to come.

PRIVACY AND SECURITY IN E-HEALTHCARE:
REQUIREMENTS AND TECHNIQUES

We provide a non-exhaustive list of privacy and
security issues that concern patients and will
serve as requirements/objectives in future e-
healthcare system design. We also discuss the
suitable cryptographic techniques for solving
these issues.

PRIVACY
Privacy is of paramount importance in e-health-
care, since the illegal disclosure and improper
use of EHRs can cause legal disputes and unde-
sirable or damaging consequences in people’s
lives. For example, an employer may decide not
to hire people with psychological disorders, an
insurance company may refuse to provide life
insurance knowing a patient’s disease history,
people with certain types of disease may be dis-
criminated against by the healthcare provider, or
unusual health conditions of a patient could be
revealed to the family disobeying his/her will.

Privacy in the e-healthcare environment com-
prises anonymity and unlinkability requirements.
Anonymity is required when the identifying
information in the EHRs must be hidden from
certain parties; that is, the EHRs cannot be
associated with a particular patient by these par-
ties, including insurance providers, researchers,
management staff, and any other related person-
nel who have no appropriate access privileges.
On the other hand, primary healthcare providers
(physicians, nurses), delegated healthcare pro-
viders, emergency medical technicians (EMTs),
cashiers, and others should be able to view such
information in order to perform treatment and
billing. In addition, the patient’s device (e.g.,
home PC, PDA), which can be used to deduce
the patient’s identity in WBSNs, should not be
identifiable.

Unlinkability indicates that multiple EHRs
cannot be linked to the same owner. This
requirement is necessary because it prevents the
profiling of a patient (e.g., by insurance compa-
nies or central servers that store patient data).
The insurance companies may attempt to learn
more information than is allowed by the patient
through exploiting the linkage among EHRs.
Monitor centers, either independent or within a
hospital, offer storage services to patients under
home or critical care and retrieval services to
authorized healthcare providers. The storage
servers are assumed to be curious but honest,
meaning that they will attempt to learn the pri-
vate EHRs of the patient but will not launch
attacks on the stored EHRs (e.g., deletion, mod-
ification, bogus injection, irresponsive to retrieval
requests). It is apparent that anonymity is a pre-
requisite for unlinkability, since identifying infor-
mation renders EHRs linkable.

To fulfill the anonymity requirement, one can
employ data anonymization techniques to
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remove identifying information and achieve the
anonymity of EHRs. The anonymization can be
performed by the patient or authorized health-
care providers to allow sharing of the
anonymized EHRs. However, data anonymiza-
tion techniques fail to ensure anonymity when
(the IP address of) the device transmitting data
in WBSNs can be identified. As a result, the
aforementioned anonymous communication sub-
strate for location privacy will be necessary in
addition to anonymization. Furthermore, the
device will be required to authenticate with the
storage servers at the monitor center to prevent
users who are unsubscribed to the services from
abusing the servers. Since such authentication
should be privacy preserving, the public key of
the device must be anonymous, which can be
realized by adopting pseudonyms or anonymous
credentials. At this point, it is clear that the
anonymity objective in e-healthcare systems is
multifaceted and may require multiple tech-
niques to achieve. Negligence in this area will
cause failures in the anonymity guarantee. For
unlinkability assurance, anonymization is a viable
technique in that the removal of common identi-
fiers in the EHRs results in ambiguity. Encryp-
tion can also be leveraged to encrypt EHRs and
produce ciphertexts that appear random and
hence unlinkable. More discussion on suitable
encryption schemes for e-healthcare can be
found later.

ACCESS CONTROL
Access control is in charge of who can access
patients’ EHRs and which part(s) can be
accessed, to ensure that only authorized parties
can gain access to authorized data. This require-
ment is in accordance with the HIPAA regula-
tion that patient authorizations will be required
to use and disclose EHR information for pur-
poses other than treatment and payment [9].
Basically, the identifying information (or pro-
tected health information [PHI]) is necessary for
treatment and payment where authorization can
be exempted. In all other cases, patients have
the right to permit the use and disclosure of
their EHRs, indicating that access control should
be patient-centric. Access control is an intrinsic
issue due to the various types of personnel
involved in e-healthcare systems.

Role-based access control is the de facto
mechanism to deal with authorizations in e-
healthcare, where the roles (e.g., physician,
nurse, emergency medical technician [EMT],
insurance provider, pharmacist, cashier) and
their associated access rights can be defined and
specified. It greatly simplifies the control task in
that access is determined and granted for each
role group but not individually. Translating to
cryptographic details, the public key used for
authentication and secure communications will
be constructed from the descriptive string of a
role, as opposed to that of an identity (e.g., in an
ID-based public key cryptosystem). Fairly often,
patients need to be referred to specialists for
examination and treatment. The specialists will
therefore have temporary access to the entire or
partial EHRs during the course of examination
and treatment. Temporary access implies the
need for potentially frequent assignment/revoca-

tion of the roles, which can be fulfilled by means
of delegation. Delegation refers to primary
healthcare providers delegating access rights to
other healthcare providers and specifying the
associated validity period. Most commonly, dele-
gation is role-based where a primary healthcare
provider delegates his/her role to another
provider, and revokes the role upon termination
of the delegation period or task. Depending on
the policies and applications, onward delegation
may be allowed in which the delegated health-
care provider can further delegate another
provider. The depth of the delegation chain will
normally be defined by the initial delegator (i.e.,
the primary healthcare provider). Technically
speaking, delegation can be realized through
proxy signature/certificate and XML-based
approaches.

The role-based approach solves the problem
of who has access to the EHRs. However, it
alone cannot provide granularity in EHR access
(i.e., the portion(s) of the EHRs to which a par-
ticular role has access), which requires addition-
al mechanisms such as anonymization and
encryption. Anonymization has been mentioned
earlier as a privacy preservation technique and
may also be leveraged for access control. For
example, it is convenient to employ anonymiza-
tion in data mining performed by related parties,
such as researchers and insurance providers who
possess access rights only to the non-identifying
information of the EHRs. Encryption is another
option and is more precise in restricting access.
The patient and primary healthcare providers
can simply encrypt the EHR portion(s) to be
accessed by a role using role-based encryption
(i.e., the public key used for encryption describes
a role). This manifests another merit of the role-
based technique: the encryption can be per-
formed in advance even if the potential
recipients are unknown.

AUTHENTICATION
Authentication is a prerequisite for secure oper-
ations since the communicating parties must
ascertain the legitimacy and authenticity of each
other. Hence, an authentication procedure
should be executed as the first step of all com-
munications in secure e-healthcare systems. For
instance, authentication takes place as patients
transfer data to the monitor center or request
test results from their physicians, physicians
retrieve EHRs for treatment, the primary physi-
cian delegates access rights to other physicians,
researchers request EHRs for statistical studies,
and so on.

Authentication in the e-healthcare context
relies on public key infrastructure (PKI), where
a cryptographic public/private key pair is indis-
pensable. Assigning key pairs for authentication
in e-healthcare systems is challenging, in that
most of the aforementioned communications
occur in an interdomain fashion. The domain is
defined such that a trusted authority can easily
be established to assign key pairs for every entity
in this (trust) domain, facilitating intradomain
authentication. In general, organizations such as
hospitals, clinics, insurance companies, research
institutes, monitor centers, and ambulatory treat-
ment centers can be considered individual trust
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domains, where a server may be designated in
each trust domain to assign key pairs for the
employees in the corresponding organization.
Moreover, patients will possess a key pair for
each domain (or organization) with which they
have a business or research relationship. In
interdomain authentication, communications
involve two independent domains, the key pairs
of which cannot mutually authenticate. As a
result, a common certificate authority (CA)
needs to be found in certificate-based PKI, or
the hierarchical identity-based cryptosystem
(HIDC) must be adopted in identity-based PKI,
to establish a point of trust for the communicat-
ing parties. Nevertheless, the certificate-based
PKI is inappropriate in the e-healthcare context
since it renders the role-based techniques for
access control infeasible. In what follows we
demonstrate a possibility of establishing com-
mon trust for interdomain authentication lever-
aging HIDC.

The United States has one of the largest inte-
grated healthcare delivery systems, based on an
EHR information system VistA. This healthcare
delivery system is administered by the Veterans
Health Administration (VHA), the healthcare/
medical organization of the U.S. Department of
Veterans Affairs (VA). Consequently, the feder-
al VA can act as the common ancestor of all VA
healthcare providers (VA hospitals, VA clinics,
etc.), forming a hierarchy for enabling interdo-
main authentication among these providers.
Outside the VA system, the Office of the Nation-
al Coordinator was established within the U.S.
Department of Health and Human Services
(HHS) striving to build the Nationwide Health
Information Network (NHIN), which will con-
nect diverse entities that need to exchange health
information. NHIN is intended for state and
regional health information exchange, integrated
delivery systems, health plans that provide care,
personally controlled health records, federal
agencies, and other networks as well as the sys-
tems they, in turn, connect [10]. Within the
NHIN, regional health information organizations
(RHIOs) have been established in many states in
order to promote the sharing of health informa-
tion. It provides a platform for interdomain
authentication among non-VA healthcare pro-
viders, as well as between VA and non-VA pro-
viders, possibly by incorporating VA as a
participant in the NHIN [10]. Let the NHIN be
located at level 0 of the hierarchy. VHA and
RHIOs, and their affiliated healthcare providers,
are located at levels 1 and 2, respectively, as
shown in Fig. 2. Employees of the healthcare
provider organization and associated patients
reside at level 3. The existence of the hierarchi-
cal relationship renders HIDC an ideal candi-
date for interdomain authentication, in that a
point of trust can always be found in the hierar-
chy by any pair of communicating parties.

CONFIDENTIALITY AND INTEGRITY
Confidentiality and integrity are vital in EHRs.
In particular, confidentiality ensures that the
(entire or partial) EHR is viewable only to par-
ties with proper authorizations (i.e., decryption
keys), and is achieved by encryption primitives.
Encryption was mentioned earlier as one of the

techniques (another being anonymization) to be
used with role-based approaches for fine-grained
access control. The major difference between
encryption and anonymization lies in the assur-
ance of confidentiality, as the remaining portion
of an EHR after anonymization is still viewable.
Confidentiality is required when the disclosure
of some sensitive information in the EHRs is
undesirable, even when such information is not
identifying. For example, patients with certain
types of disease may feel uncomfortable about
releasing related EHR portions for any use
other than necessary treatment.

Symmetric or public key encryption can be
employed, where the former requires a shared
secret key between the encryptor and decryptor,
and the latter can utilize the public/private key
pairs assigned for authentication. Apparently,
public key encryption suits e-healthcare applica-
tions since it provides an avenue for role-based
techniques. The traditional encryption schemes
are most suitable for cases in which the encryp-
tor learns the public key(s) of the decryptor(s)
prior to carrying out the encryption. Frequently
in e-healthcare applications, the encryption of
EHRs will take place without the encryptor’s
knowledge of the specific decryptor(s). For
instance, patients’ EHRs are stored in ciphertext
for future treatment by healthcare providers; the
encrypted monitored data from WBSNs are out-
sourced to storage servers for potential emer-
gency use by EMTs. Furthermore, the retrieval
of the encrypted EHRs should be precise and
efficient, in that only the most relevant EHRs or
EHR portions should be obtained. Considering
these features of e-healthcare systems, additional
techniques must be incorporated into the tradi-
tional public key encryption schemes. To elabo-
rate, the encryption should be role-based which
eliminates the knowledge of specific future
decryptor(s). In addition, public key encryption
with keyword search (PEKS), or simply search-
able public key encryption, is a desirable candi-
date for precise and efficient retrieval.
Consequently, role-based PEKS should serve as
a building block for confidentiality and access
control in secure e-healthcare systems.

Integrity of EHRs must be ensured so that
illegal alteration of the original EHRs can be
detected by future reviewers. It is critical to sat-
isfy the integrity requirement in e-healthcare sys-
tems, since illegal modification of the EHRs
(either maliciously or erroneously) may result in
life-threatening consequences. Integrity can be
achieved by public-key-based digital signature or
symmetric-key-based message authentication
code. The former is expected to be the dominant
technique for e-healthcare applications, and the
latter is useful when there is a shared secret key
(e.g., between a patient and his/her family or pri-
mary physician) for EHR access. Another popu-
lar (non-cryptographic) approach to integrity
guarantee is the watermarking technique applied
in medical information security. This technique
ensures both integrity and authenticity of the
EHRs (e.g., images, texts, videos, audio) in
which the watermark is embedded. The chal-
lenge in watermarking is to yield minimal impact
on the quality of the original EHRs. As a result,
watermarking can be employed for integrity
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assurance so long as the distortion is acceptable
for the purpose of the application (e.g., diagno-
sis). Otherwise, the cryptographic approaches
mentioned above should be leveraged to avoid
medical incidents caused by inaccurate or wrong
diagnosis.

OTHERS
Other security requirements, including availabili-
ty and accountability, must also be satisfied. The
most common attack on availability is denial of
service (DoS) or distributed DoS (DDoS). The
attacker may flood the servers storing EHRs
with continuous bogus authentication requests
(recall that authentication is required prior to
secure communications) to cause irresponsive-
ness at the server, hindering critical data
retrieval. When monitored data are transmitted
from WBSNs to the monitor center, the attacker
can launch a jamming attack, rendering the wire-
less channel saturated and unavailable, and thus
cause delay in the delivery of critical data. DoS
(or DDoS) and jamming attacks remain difficult
to thwart. The best solution so far is to alleviate
the impact of such attacks by means of signal
processing.

Accountability, consisting of traceability and
non-repudiation, provides the possibility to trace
and identify the party that misbehaves, and sub-
sequently hold this party responsible. The defini-
tion of misbehavior is application-specific, and
comprises a wide range of activities violating
regulatory, policy, or security requirements. Mis-
behavior may include illegal disclosure of EHRs,
abuse of access rights for illegitimate purposes,
unauthorized modification of EHRs, and collu-
sion (e.g., between physicians and insurance
companies) for monetary gain. To enable
accountability and discourage misbehavior, audit
trails and digital signatures should be used in
combination. Audit trails are available in many
systems as the data logger to record transactions
and events for statistics, quality of service, or
security purposes. In e-healthcare systems audit
trails should be in place to trace the sources that
break the rules and cause damages. Moreover,
digital signatures on transactions and events
should be mandatory and also recorded, pre-
venting the signer’s repudiation of misbehavior
detected in the audit trails.

THE PROPOSED SOLUTION FOR
PRIVACY AND EMERGENCY RESPONSE

Generally speaking, the security requirements in
e-healthcare systems can easily be fulfilled indi-
vidually, by either cryptographic techniques or
other approaches (e.g., anonymization, water-
marking). The complication and challenges arise
from taking several, and possibly conflicting
requirements into consideration. In this article
we identify one such challenge, which is due to
the requirements for preserving patient privacy
and for efficient response to emergency situa-
tions in the home care applications leveraging
WBSNs. We explicitly consider the scenario
where the home PC or PDA of a patient trans-
mits monitored medical data to a monitor cen-
ter, facilitating emergency treatment carried out

by an emergency medical technician (EMT). In
the following descriptions we use monitored data
to refer to the EHRs produced by the WBSN in
our scenario, in order to distinguish from the
general EHRs in e-healthcare systems.

As mentioned previously, the privacy require-
ments of the patient and his/her EHRs should
be overridden in emergency care, where the
patient’s consent on the use and disclosure of
EHRs can be waived. However, such emergency
situations should not create a backdoor for
attacks and misbehavior. Therefore, patient pri-
vacy must still be guaranteed against the EMT
whenever it is not needed for emergency care. A
potential privacy breach in the emergency sce-
nario is the linkability of monitored data by the
EMT. In particular, the role and access rights of
the EMT differ from those of the primary health-
care providers, in that the EMT is interested in
the most relevant data for efficient and effective
emergency response. These data are typically
recorded within the past few days (e.g., 3–5
days) and indicate the cause of the emergency.
The primary healthcare providers, nonetheless,
will demand more data for evaluating the
patient’s health condition and performing rou-
tine medical care. Ensuring unlinkability in
emergency responses is a highly challenging task.
On one hand, the EMT should be able to obtain
the relevant data for successful medical aid. On
the other hand, irrelevant data stored in the
same server but access to which is not granted to
the EMT should not be linked by the EMT to
have originated from the same patient. We sub-
sequently propose a solution to address the con-
flicting goals of unlinkability and emergency
response. Note that the anonymity and location
privacy requirements are overridden in emergen-
cy situations due to the need for effective and
timely medical aid by the EMT. However, all
privacy requirements (anonymity, unlinkability,
and location privacy) should be fulfilled in the
patient’s interactions with the storage server,
which has no right to access the monitored data
or any other EHRs.

Our solution is mainly based on anonymous
credential, pseudorandom number generator
(PRNG), and proof of knowledge. We describe
the basic technical procedure as follows:

1) The patient registers at the credential

Figure 2. Logic diagram of e-healthcare hierarchy in the U.S.
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authority, located at the monitor center where
the patient is serviced. The registration is essen-
tially a procedure in which the patient obtains an
anonymous credential from the credential
authority for future authentication with the stor-
age server at the monitor center. This procedure
is constituted by a commitment phase, a signa-
ture phase, and a credential derivation phase. In
the commitment phase the patient (i.e., his/her
PDA) sends (C, PK) to the authority, where C is
a commitment on patient-chosen secrets (α,β)
and PK is a proof of knowledge for the correct
formation of C. In the signature phase the
authority signs C, and returns the signature and
other information for forming the credential to
the patient. In the derivation phase the patient
derives his/her credential using both the infor-
mation returned by the authority and his/her
own secrets. Note that this credential will never
be revealed after the derivation. The patient
only needs to prove the possession of such a cre-
dential in the authentication with the storage
server. The anonymous credential guarantees
patient anonymity during the data storage in 2),
even if the storage server is allowed to collude
with the credential authority.

2) The PDA randomly selects a secret seed η
to feed into the PRNG, which generates pseudo-
random serial numbers (s1…sn) at the output,
each for an update interval (e.g., every other
day) of the monitored data. The number of sis
generated in time period j, denoted lj, is also
recorded by the PDA. The PDA then compute
tags based on the serial numbers as ti = (H(si))α
for i =1…n, such that tis appear random and
unlinkable, where H denotes a cryptographic
hash function. The PDA attaches ti to the moni-
tored data sent in the ith update interval (which
falls into a time period, say j) and stores them in
the server. The monitored data contain two
parts: the outcome of anonymization (i.e., de-
identifying information), and the remaining por-
tion encrypted under the EMT’s role-based
public key using PEKS. After delivery to the
storage site, the monitored data, tis, and sis are
erased from the PDA. All the sis and tis can be
efficiently regenerated by η, ljs, and α. If the
data are to be accessed by other roles (e.g., pri-
mary healthcare providers), only the identifying
portion of the monitored data need be re-
encrypted for each different role. This reduces
the extra communication and storage overhead
incurred in encrypting the entire data.

3) When the body sensors detect abnormal
signals indicating a possible emergency, the PDA
immediately contacts the primary physician who
will evaluate the situation and request emergen-
cy services if necessary. If the primary physician
is irresponsive in a predefined (short) time, the
PDA will automatically place an emergency call
and seek rescue. The EMT at the emergency
scene will demand relevant data to assist in the
recovery of the patient. Specifically, the EMT
sends the date range of the monitored data
he/she is interested in to the PDA. The PDA
may only accept a reasonable range of recent
dates that can contain several time periods.
Based on the date range and ljs, the sis for the
desired data can easily be reproduced by
inputting η into the PRNG. The serial numbers

are in turn leveraged to reconstruct the corre-
sponding tis, which will be returned to the EMT
for retrieving the relevant data from the storage
site. Since tis are unlinkable and only necessary
tis are returned, the EMT cannot arbitrarily
review patient data that are irrelevant to emer-
gency care.

The proposed solution achieves the conflict-
ing goals of unlinkability and emergency
response. The solution can be considered a strin-
gent access control mechanism the patient exer-
cises on the EMT, enabling the EMT to properly
perform medical care while restricting the access
to only necessary data. Due to space limitations,
the design rationale, detailed descriptions, secu-
rity and efficiency analysis, and possible enhance-
ments are covered in our technical paper.

CONCLUSION

Timely availability of critical medical data can
save people’s lives in emergency situations and
thus has become an important issue to the medi-
cal community. E-healthcare strives to achieve
this goal by handling patients’ data electronical-
ly, rendering them ubiquitously available. This
article addresses patient privacy, one of the most
serious concerns of patients and the biggest
impediment to e-healthcare deployment. In
designing secure e-healthcare systems, we must
also consider the conflicts from various function-
al requirements, one of which is efficient and
effective response to medical emergencies. In
this article we provide detailed discussions on
the privacy and security issues in e-healthcare
systems and corresponding viable solutions. We
also point out the design challenges in the fulfill-
ment of conflicting goals through an exemplary
scenario where wireless body sensor networks
are leveraged, and a sound solution is proposed
to overcome the conflict. This article is intended
to provide a starting point for developing secure
and feasible e-healthcare systems.
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