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Abstract—Microeconomics-inspired spectrum auctions can
dramatically improve the spectrum utilization for wireless networks to satisfy the ever increasing service demands. However,
the back-room dealing (i.e., the frauds of the insincere auctioneer and the bid-rigging between the greedy bidders and
the auctioneer) poses significant security challenges, and fails
all existing secure auction designs to allocate spectrum bands
when considering the frequency reuse in wireless networks. In
this paper, we propose THEMIS, a secure spectrum auction
leveraging the Paillier cryptosystem to prevent the frauds of
the insincere auctioneer as well as the bid-rigging between the
bidders and the auctioneer. THEMIS incorporates cryptographic
technique into spectrum auction to address the challenges of
back-room dealing. It computes and reveals the results of
spectrum auction while the actual bidding values of bidders
are kept confidential. THEMIS also provides a novel procedure
for implementing secure spectrum auction under interference
constraints. It has been shown that THEMIS can effectively
purge the back-room dealing with limited communication and
computational complexity, and achieve similar performance compared with existing insecure spectrum auction designs in terms
of spectrum utilization, revenue of the auctioneer, and bidders’
satisfaction.
Index Terms—Secure Spectrum Auctions, Paillier Cryptosystem, Auction Procedure, Homomorphic Addition

I. I NTRODUCTION
URING the last decade, the dilemma between the rapid
growth of wireless services and the limited radio spectrum has shoved the fixed spectrum allocation of Federal Communications Commission (FCC) off the edge, and resulted
in numerous new techniques, which allow the opportunistic
access to the under-utilized spectrum bands [1]–[4]. Inspired
by the mechanisms in microeconomics [5]–[7], auction seems
to be one of the most promising solutions to the problem
of vacant spectrum allocation to the potential unlicensed
users [8]–[11].
In general, conventional auctions can be classified into
several categories by different criteria [12], [13], i.e., open
or sealed auction according to the bidding manner, first price
auction, secondary price auction, Vickery auction [14], or
Vickrey-Clarke-Groves (VCG) auction (also known as Generalized Vickrey Auction, i.e., GVA) according to the pricing
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manner, and single item or combinatorial auction according
to the number of auctioned goods [15], [16]. According to
the requirements, these auction mechanisms can be applied
to different scenarios. For instance, the most widely used
auctioneer-favored auction, English auction [12], [13], is an
open first price auction, where the bidder with the highest
bid wins the auction and pays at the price of his bid. This
kind of open auction enables the auctioneer to maximize
his monetary gains, but it is not strategy-proof in the sense
that each bidder has to strategize delicately to win, which
inevitably leads to great complexity and a long auction time.
On the contrary, the sealed secondary price auction can
make sure the bidders submit their bids with true evaluation
values and save the auction time. However, it often results in
unsatisfactory revenue for the auctioneer. Equivalent to sealed
secondary price auction for single item auction, VCG auction
has been proved to be incentive compatible, Pareto efficient,
and individual rational [12]. Under certain assumptions, VCG
auction is the only mechanism that can satisfy all the above
three properties while maximizing the expected revenue of the
auctioneer [17]. With respect to the security issues, there has
been considerable work on designing electronic auction with
different features, such as fairness [18], [19], confidentiality,
anonymity and so on [20].
Despite the desirable characteristics, traditional auction cannot be hammered into the spectrum auction design directly.
Unlike common goods in conventional auctions, spectrum is
reusable among bidders subject to the spatial interference
constraints, i.e., bidders geographically far apart can use
the same frequency simultaneously while bidders in close
proximity cannot. Even though interference is only a local
effect, the spatial reuse of frequency makes the problem of
finding the optimal spectrum allocation NP-complete [21],
[22], which fails all the optimal allocation based conventional
auction mechanisms [8]. Besides, these unique properties of
spectrum butterfly the effect of the local back-room dealing
(i.e., untruthful bidding, collusion among the bidders, frauds
of the auctioneer, and bid-rigging between bidders and auctioneer) to the whole network within the coverage of the
auctioneer. Therefore, the task of designing a secure spectrum
auction is highly challenging but imperative.
To deal with the mutual interference between neighboring
bidders, Gandhi et al. [21] has proposed the conflict graph and
a general framework for wireless spectrum auctions. Based on
these concepts, a truthfully bidding spectrum auction, VERITAS, is proposed by Zhou et al. in [8]. The notion of critical
neighbor/value is proposed and employed to guarantee the
auction strategy-proof. However, the bidders in VERITAS must
be risk-seeking. Otherwise, if the bidders are only greedy, but
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still rational and risk neutral, bidders do not have incentive to
bid arbitrarily high or low with the concern of overpayment or
losing in an auction [17]. In the sealed secondary price/VCG
auction, if a risk neutral bidder has no information about the
bids of the other bidders, the dominant strategy for him is to
bid with his true evaluation values [12], [23]. Zhou et al. [8]
also provide an efficient allocation algorithm, which assigns
bidders with spectrum bands sequentially from the bidder with
the highest bid to the one with the lowest bid by considering
the complex heterogeneous interference constraints. However,
the validity of this algorithm is challenged by a special
scenario in [11], which shows that it is not always right to
allocate the spectrum bands to the bidder with the highest
bid in case that the sum of the neighboring bids is much
higher than the highest bid. In addition, the collusion among
the bidders is described in [11]. As a possible solution, they
group the nodes with negligible interference together as virtual
bidders, trim the multi-winner spectrum auction [11] into a
traditional single-winner auction, and then split the payment
or revenue among the participating bidders using game theory.
However, it should be noted that the issue of group partition
itself is NP-complete in terms of the spatial reuse [22].
Aside from truthfully bidding and collusion among the
bidders, a secure spectrum auction design should also consider
the frauds of the insincere auctioneer (i.e., the auctioneer
overcharges the winning bidders with the forged price) and
the bid-rigging between the bidders and the auctioneer (i.e.,
the auctioneer colludes with greedy bidders to manipulate the
auction)1. A combination of interference consideration and
cryptographic techniques allows us to provide a novel secure
spectrum auction scheme, THEMIS2 , to purge these possible
back-room dealing. The major contributions of the proposed
auction are listed as follows:
1) THEMIS supports spectrum bands with diverse characteristics other than the bands only with uniform characteristics in previous works [8], [11], [21].
2) THEMIS provides an effective procedure to auction the
spectrum bands with consideration of the interference
constraints. To counter the NP-completeness of spectrum
allocation in view of the frequency reuse, THEMIS
divides the whole network into small subnetworks according to the number of bidders and auctions the
spectrum bands in subnetworks one by one. Meanwhile,
each bidder maintains a local conflict-table, and a bidder
is able to update his conflict-table and broadcast the
spectrum occupancy information to his neighbors when
detecting changes of the environment.
3) THEMIS leverages Paillier cryptosystem [24], [25] to
mask the bidding values of each bidder with a vector
of ciphertexts, which enables the auctioneer to find the
maximum value, randomize the bids, and charge the bid1 In this paper, greedy bidders and insincere auctioneer are different from
malicious attackers, though all of them may impair the performance of
the spectrum auction. Greedy bidders and insincere auctioneer are rational
because they do not attempt to attack others on sacrificing their own profits.
Malicious attackers always try to degrade the performance of the auction even
with huge cost. In addition, the fraud and big-rigging are formally defined in
Sec. II-B.
2 THEMIS is an ancient Greek goddess who is a blind-folded lady holding
a sword and a set of scales as shown in Fig. 1. THEMIS is world-widely
referred as the symbol of truth and justice.
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ders securely. In this way, the auctioneer could compute
and reveal the results of spectrum auction, while the
actual bidding values of the bidders are kept secret from
the other bidders and even from the auctioneer himself.
4) THEMIS secures the spectrum auction effectively
against the back-room dealing with limited communication and computational complexity. Our simulation
results show that THEMIS achieves similar performance
compared with existing insecure auction designs in
terms of spectrum utilization, the revenue of the auctioneer, and bidders’ satisfactory degree.
The remainder of the paper is organized as follows. In
Section II, system model is outlined and design challenges
are described. VCG auction and Paillier cryptosystem are introduced as the fundamentals in Section III. In Section IV, the
procedure and encryption design of THEMIS are illustrated.
The performance analysis is presented in Section V. Finally,
concluding remarks are drawn in Section VI.

A. Overview

II. S YSTEM M ODEL

We consider a typical spectrum auction setting, where one
auctioneer auctions his unutilized spectrum bands S = {1,
2, ..., s} to N = {1, 2, ..., n} nodes/bidders located in the
geographic region. The available S spectrum bands are supposed to have different characteristics to different nodes (in the
sequel, we use the words nodes and bidders interchangeably)
in terms of the frequency of the available band, the segment
type of the band (i.e., contiguous segment or discontinuous
one), the location of the bidders, etc. [26]–[28], so that bidders
may submit different bids for different combinations of the
spectrum bands. Considering the frequency reuse [21], [22],
i.e., adjacent nodes must not use the same bands simultaneously while geographically well-separated ones can, we
represent the interference relationship among bidders by a
conflict graph, which can be constructed from either physical
model [29] or protocol model [30] as described in [8], [9],
[11], [21]. As shown in Fig. 1, the edges stand for mutual interference between corresponding nodes. Moreover, we assume
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that spectrum auctions take place periodically3, the bidders
are static in each period, and there is a common channel4 for
necessary information exchanges between the auctioneer and
bidders.
The main notations and definitions related to the spectrum
auction are summarized as follows.
• Bidder Set (N ) – N = {1, 2, ..., n} represents the set of
n bidders.
• Spectrum Band Set (S) – S = {1, 2, ..., s} is the set of s
available spectrum bands.
S
S
• Allocation Set (N ) – N = {λ : S → N } denotes the
set of allocations of spectrum bands S to bidders N . For
instance, for N = {1, 2} and S = {1}, N S = {λ1 =
({1}, {}), λ2 = ({}, {1})}, e.g., ({1}, {}) denotes that
spectrum band 1 is allocated to bidder 1 and nothing to
bidder 2.
• Bidding Values (bi ) – bi indicates the bidding values of
node i for certain allocation set, e.g., for N S = {λ1 =
({1}, {}), λ2 = ({}, {1})}, b1 = (1, 0) and b2 = (0, 2)
indicate that node 1 bids 1 for the allocation λ1 and 0
for λ2 , and node 2 bids 2 for the allocation λ2 and 0 for
λ1 .
• Evaluation Values (vi ) – vi represents the true evaluation
values of node i for certain allocation set. In case that
the auction is incentive compatible, vi equals to bi .
• Charging Price (pi ) – pi is the price charged by the
auctioneer for allocating the spectrum bands to winning
bidder i. This charging price might be different among
bidders, and the charging mechanisms are different over
various allocations as well.
• Bidder’s Utility (ui ) – ui stands for the budget balance
of bidder i. It is defined as ui (λ) = vi (λ) − pi for the
specific allocation λ.
• Auctioneer’s Revenue (R) – R denotes the monetary gains

of the auctioneer. It is simply expressed as R = n1 pi .
B. Design Challenges
To preclude the threats from untruthful spectrum auction
bidders, sealed secondary price auction or VCG auction seems
to be the most favorite choice, as mentioned in the introduction. However, based on trusted auctioneer, this type of auction
is vulnerable to the frauds of the auctioneer and not bid-rigging
resistant.
Definition 1: A fraud is a deception made by the insincere
auctioneer. The auctioneer commits frauds by overcharging
the winning bidders with the forged price for his personal
monetary gain, which damages the utility of the corresponding
winners in the spectrum auction.
Definition 2: Bid-rigging in the spectrum auction is a form
of collusion between the auctioneer and the bidders, where
insincere auctioneer conspires with greedy bidders to illegally
fix the price, share the spoils, and manipulate the auctions.
3 The auction period should not be too long (e.g., months or years) to make
dynamic spectrum allocation infeasible, and it should not be too short (e.g.,
seconds or minutes) to incur overwhelming overhead in spectrum trading. The
typical duration is hours or days as shown in [31]. In the rest of paper, we
assume that all the spectrum auctions are of fixed duration, so that the time
parameter is not included, and we only need to focus on a specific period for
the design of secure spectrum auction.
4 It is like the common control channel (CCC) proposed in [2], or the
common pilot channel (CPC) in [32].
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Challenges to secure spectrum auction design

To be specific, we take the scenario shown in Fig. 2
for example, where only one spectrum band is available for
auction5 . In Fig. 2(a), the winning bid (i.e., the highest bid) is 7
and the charging price (i.e. the second highest bid) should be 6
for the winner C. However, by fabricating a dummy bid close
to the highest bid at 6.9, the insincere auctioneer can obtain
higher revenue. Since the auction is sealed and no bidders
are able to check the bids of others during the auction, the
auctioneer may abuse his unsupervised authority by carrying
out frauds, which would not be exposed by the bidders unless
the winning bidders can verify each bid from their interfering
neighbors later after the spectrum auction.
In Fig. 2(b), we show an example of bid-rigging between the
auctioneer and the bidders. Suppose node A is a greedy bidder
who can collude with the auctioneer. Since all the bidding
values are open to the auctioneer for appropriately sorting the
bids and allocating the bands, the auctioneer can conspire with
A by revealing the winning bid of C to A. Node A may bid
far more than his true evaluation value so that the auctioneer
is able to charge more from winner C, and shares the spoils
with A. In this way, no flaws can be found by the winners,
even if they take the trouble in verifying each bid after the
auction.
Therefore, to purge these potential back-room dealing, an
ideal spectrum auction should allow the auctioneer to make
the appropriate decision of allocating spectrum bands and
publish only the results of the auction, i.e., winners and their
payments, while the bidding values must be kept secret even
from the auctioneer.
III. P RELIMINARIES
A. VCG Auction
As one of the most widely used auction schemes, VCG
auction is proved to be individual rational, Pareto efficient, and
incentive compatible [14]. In VCG, the dominant strategy for a
bidder to win the auction and maximize his utility is to declare
his true evaluation values regardless of the bidding actions
of the other bidders. Details of VCG auction are as follows.
5 VCG is equivalent to the sealed secondary price auction for the single
spectrum band auction.
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To distinguish from the notations in THEMIS, we substitute
S = {1, 2, 3, ..., s} with G = {1, 2, 3, ..., g} for illustrative
purposes in this subsection.
Bidding: Each bidder i submits his sealed bidding vector bi
for all the possible allocations λ ∈ N G .
Allocation: The auctioneer selects a Pareto efficient allocation
λ∗ ∈ N G based on the truthful bidding values. That is


bi (λ) .
(1)
λ∗ = argmax
λ∈N G

i

Then, the goods are assigned according to λ∗ .
Charging: Assume λ∗∼i is an allocation without node i
satisfying the following inequality


bj (λ∗∼i ) ≥
bj (λ).
(2)
j=i

j=i

Then, the payment of bidder i is defined as


pi =
bj (λ∗∼i ) −
bj (λ∗ ).
j=i

(3)

j=i

So, the utility of bidder i is ui (λ∗ ) = vi (λ∗ ) − pi . It can also
be expressed as



ui (λ∗ ) = vi (λ∗ ) −
bj (λ∗∼i ) −
bj (λ∗ )
j=i

j=i




= vi (λ∗ ) +
bj (λ∗ ) −
bj (λ∗∼i ),
j=i

(4)

j=i

where the last term is determined independently of bidder i’s
bidding values, so that bidder i can maximize his utility by
maximizing the two terms within the square bracket. Since


bi (λ∗ ) ≥
bi (λ), ∀λ ∈ N G ,
(5)
i

i

to maximize his utility, the dominant strategy of bidder i is to
submit bi (λ∗ ) = vi (λ∗ ), i.e., to bid with his true evaluation
values.
Even though VCG auction has several good properties, it
cannot be directly extended to spectrum auction because of
the following two issues:
1) VCG requires the solution to the optimal allocation,
which is NP-complete in spectrum auction w.r.t. the
spatial reuse.
2) VCG is vulnerable to the frauds of the insincere auctioneer and the bid-rigging between the bidders and the
auctioneer.
B. Paillier Cryptosystem
In order to thwart the back-room dealing and allocate the
spectrum bands, bidding values should be kept secret. On the
other hand, the auctioneer has to find the maximum bid and
charge the corresponding bidder. Therefore, a cryptosystem is
needed for spectrum auction, which enables the auctioneer to
properly execute the auction and reveal nothing more than the
resultant payments and allocation of spectrum bands.
Paillier cryptosystem is such a probabilistic6 asymmetric
public key encryption system that satisfies these requirements.
6 The term “probabilistic encryption” is typically used in reference to public
key encryption algorithms. Probabilistic encryption uses the randomness in an
encryption algorithm, so that when encrypting the same plaintext for several
times, it will yield different ciphertexts.
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The special features of Paillier cryptosystem includes homomorphic addition, indistinguishability, and self-blinding [24],
[25], [33]:
• Homomorphic addition. Given E is the Paillier’s encryption of a message M , E (·) is additive homomorphic,
i.e., E (M1 + M2 ) = E (M1 )E (M2 ).
• Indistinguishability. E (·) is considered indistinguishable
if the same plaintext M is encrypted twice, these two
ciphertexts are totally different, and no one can succeed in
distinguishing the corresponding original plaintexts with
a probability significantly greater than 1/2 (i.e., random
guessing) unless he decrypts the ciphertexts.
• Self-blinding. Any ciphertext can be publicly changed
into another one without affecting the plaintext, which

means a different randomized ciphertext E (M ) can be
computed from the ciphertext E (M ) without knowing
either the decryption key or the original plaintext.
These desired properties of Paillier cryptosystem are essential for our secure spectrum auction design as described in
Section IV-B.
IV. AUCTION D ESIGN OF THEMIS
Since spatial reuse of spectrum bands makes finding the optimal spectrum allocation NP-complete [8], [22], researchers
resort to greedy algorithms for possible solutions [8], [11]. In
order to sort the bidders for the allocation of spectrum bands,
the auctioneer has to know the global information of bids in
these schemes, rendering them vulnerable to frauds and bidrigging.
In order to deal with the back-room dealing, the proposed THEMIS leverages Paillier cryptosystem to encrypt
the bidding values and enable the auctioneer to charge the
winners without leaking any information about the bidding
values. In parallel with the encryption design, THEMIS also
provides a supporting conflict-table-driven auction procedure
to implement the spectrum auction. Thus, in this section, we
first describe the implementation procedure of THEMIS to
give an overall impression. Then, we dwell on the encryption
design details of the proposed auction.
A. THEMIS: Spectrum Auction Procedure
Similar to the table-driven routing algorithms, we allow
each bidder to maintain a local conflict-table reflecting the
interference constraints. The local conflict-table can be constructed based on the conflict-matrix derived from the conflict
graph as demonstrated in [11]. A bidder needs to update his
bids if any of his neighboring nodes in the conflict-table wins
spectrum bands or the number of available bands for auction
with his interference range has changed.
Considering spatial reuse, the whole network is divided
into small subnetworks based on the interference range and
the location of the bidders, i.e., subnetwork i consists of
all the nodes within the circle area centered at the location
of bidder i with the radius of bidder i’s interference range.
Auction is executed in one subnetwork after another until
each node has been the center. The spectrum band allocation
and price charged for the winning bidders depend both on
the results of the subnetwork auctions and on the location of
the winning bidders (especially for the nodes in the crossing
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area of different subnetworks) when taking the interference
constraints into account.
The detailed procedure of THEMIS is presented as follows.
Step 1. Preparation:
Let N = {1, 2, · · · , i, · · · , n} be the set of n bidders,
S = {1, 2, · · · , j, · · · , s} be the set of s spectrum bands, and
N S = {λ : S → N } be the set of possible allocations of
spectrum bands to bidders. Each bidder sets up two tables, a
conflict-table for storing the nodes causing mutual interference
and a price-charged table for storing a series of charging prices
for the spectrum bands he won. Bidders fill in the conflicttable with current interfering neighbors and initialize the pricecharged table with zeros. For any bidder i, he encloses his
identity, location information and his own bidding values
bi for N S allocations into his bid, where the identity and
location information of bidder i are public to the auctioneer for
subnetwork division, allocating spectrum bands and charging
prices, but bi is encrypted using Paillier cryptosystem (How to
encrypt bi is elaborated in the next subsection). Then, bidders
submit their bids to the auctioneer.
Step 2. Start-up:
Due to the NP-completeness of spectrum allocation, there
is no optimal choice for the auctioneer to start the subnetwork spectrum auctions with a designated bidder in order to
maximize his revenue. Therefore, the auctioneer can initiate
the subnetwork auctions with a randomly chosen bidder, say
node i, where bidder i is regarded as the center of the current
subnetwork, and his interference range is set to be the radius
of the subnetwork.
Step 3. Bidder Indexing:
The auctioneer sorts the bidders within the subnetwork
according to their Euclidean distances from the center i. The
closer to the center, the smaller index the bidder is labeled. The
auctioneer stores the index information in a distance vector D,
whose element dj denotes the j-th node away from the center
i in terms of distance.
Step 4. Subnetwork Auction:
After indexing the bidders, the auctioneer collects the
bids and carries out the secure spectrum auction within the
subnetwork using Paillier cryptosystem. The results of the
subnetwork auction, i.e., the set of winners and the set
of corresponding charging prices, are published. Details of
encryption design for the secure subnetwork spectrum auction
are elaborated in Section IV-B.
Step 5. Allocation & Payment:
Depending on both subnetwork auction results and location
of the winners, the allocation of spectrum bands and the
payment vary in the following three cases:
•

Case 1: If the current center, bidder i, is not one of
the winners, the auctioneer needs to check the elements
in the winner set W, choose the winning bidder with
the smallest index to be the next center, and set his
interference range as the radius of the next subnetwork.
According to the results of current subnetwork auction,
all the winning bidders store the spectrum bands they won
and the corresponding charging prices into their pricecharged tables. After that, the current center, bidder i,
is deleted from the conflict-tables of his neighbors. The
subnetwork spectrum auction centered at node i ends, and

Algorithm 1 THEMIS - Spectrum Allocation Procedure
1: i = randomch(N )
2: while N ! = φ do
3:
set up the subnetwork centered at i
4:
D = sorted N by distance to i
5:
auction S securely within the subnetwork
6:
if i ∈
/ W then
7:
N = N \ {i}
8:
i = min(D)
9:
continue
10:
else
11:
allocate(i, λ, max(Pλ ))
12:
N = N \ {i}
13:
W = W\ {i}
14:
if W == φ then
15:
i = min(D)
16:
continue
17:
else
18:
i = min(D ∩ W)
19:
end if
20:
end if
21: end while

the auction goes to Bidder Indexing of the next center
for the next subnetwork auction.
• Case 2: If the center, bidder i, is the only winner of
the auction, and he is charged at pi for the allocation
λ, he will compare the current charging price pi with
the previous charging prices, Pλ , stored in his pricecharged table and pay the highest one of all the prices
for the allocation λ. That is to say, the payment for the
center node i is max(Pλ )7 . Then, the center node updates
his spectrum occupancy information and his neighbors
eliminate him from their conflict-tables. After that, the
auctioneer sets the node with the smallest index as the
next center. The auction goes to Bidder Indexing for the
next subnetwork auction.
• Case 3: Provided that there are more winners than the
current center i, the process is the same as in Case 2,
except that the auctioneer would rather take the node with
the smallest index in the winning set W as the next center
due to computational efficiency.
The overall spectrum auction procedure of THEMIS is
summarized in Alg. 1.
B. THEMIS : Secure Spectrum Auction Design
Now, the only problem left is how to securely carry out
the spectrum auction in each subnetwork. Since VCG auction
has been proved to be incentive-compatible from the bidder
side, we can modify it with cryptographic tools to prevent
the insincere behaviors from the auctioneer side and apply it
into spectrum auctions of the subnetworks. Assuming the only
information that the auctioneer can exploit is the subnetwork
auction winners and their corresponding payments, there is no
way for him to conduct any frauds or bid-rigging to manipulate
the market. So, in the encryption design part of THEMIS, we
7 Paying max(P ) is to guarantee the center, bidder i, to beat other
λ
competitors in the previous subnetwork auctions, where i is not the center.
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elaborate on how to represent the bidding values, how to entitle
the auctioneer to select the maximum from the encrypted bids,
how to reveal the charging prices for the winners, and how
to establish the subnetwork auction resistant to back-room
dealing.
1) Representation of Bidding Values:
Bidding Value Encryption.
We use Paillier cryptosystem [24], [25] to mask the bidding
values. Assuming k (1 ≤ k ≤ q) is the bidding value for the
spectrum allocation λ (i.e., k = b(λ)), k can be represented
by a vector e(k) of ciphertexts
e(k) = (e1 , · · · , eq ) = (E (x), · · · , E (x), E (0), · · · , E (0)),(6)
k

q−k

where E (0) and E (x) account for the Paillier encryption of
0 and the common public element x (x = 0), respectively.
Here, q is a number large enough to cover all the possible
bidding values for the allocation of available spectrum bands.
For instance, assuming q = 3 and k = 2 for given
spectrum

allocation λ, e(k) = e(2) = E (x), E (x), E (0) .
Because of the self-blinding property of E , k cannot be
determined without decrypting each element in the vector
e(k).
Maximum Bid Selection.
The maximum of encrypted bidding value, e(ki ) =
(e1i , ..., eqi ), can be found without leaking information about
any other bidding value, e(kj ) = (e1j , ..., eqj ), j = i, as follows.
Let us consider the product of all the bidding vectors for
certain spectrum allocation λ,


 q
e(ki ) = ( e1i , · · · ,
ei ).
(7)
i

i

i

Due to the homomorphic addition of Paillier cryptosystem,
the j-th component of the vector above can be denoted as
 j
ei = E c(j) (x) = E (c(j)x),
(8)
yj =
i

where c(j) = |{i|j ≤ ki }| indicates the number of values that
are equal to or greater than j.
It is obvious that c(j) monotonically decreases when j
increases, which gives us some hints to solving the maximum
value selection problem. To find the maximum of these
bidding values, we decrypt yj and check whether decryption
E −1 (yj ) is equal to 0 or not from j = q down to j = 1 until
we find the largest j subject to E −1 (yj ) = 0. This j is equal
to max{ki }, i.e., the maximum of the bidding value for the
spectrum allocation λ.
Bid Randomization.
We can make the auctioneer randomize the elements in
the bidding value vector or add constants to encrypted vector
e(k) = (e1 , ..., eq ) without decrypting e(k) nor learning k.
Shifting e(k) by a constant r and randomizing the rest of
elements, we have






e (k + r) = (E (x), · · · , E (x), e1 , · · · , eq−r ),

(9)

r


where ej is a randomized version of ciphertext ej . No information about the constant r can be obtained from e(k) as well as

e (k + r) w.r.t. self-blinding property of Paillier cryptosystem.

871

Moreover, it should be noted that during randomizing and
constant adding operations, neither e(k) is decrypted nor k is
exposed. That is to say, if we compare e(k) and e(k + r), we
cannot figure out the amount of the shift without decrypting
both of them.
2) Secure Subnetwork Spectrum Auction: Representing
bids by encrypted vectors based on Paillier cryptosystem, we
can easily find the maximum of the given bids and randomize
the bidding values without knowing these values themselves,
which paves the way to the secure computation of the VCG
based spectrum auction in the subnetwork.
For the simplicity of description, we use E(f ) to denote
the encrypted vector of bidding values, where f is a function
from N S to the vector of bidding values. The proposed secure
subnetwork spectrum auction is as follows.
Initial Phase:
The auctioneer8 generates his private and public key of
Paillier cryptosystem, and publishes the public key and public
element x(x = 0) over the common channel.
Bidding Phase:
Step 1: Each bidder z decides his vector of bidding values
bz for N S . Since the subnetwork spectrum auction is VCG
based, bz (λ), ∀λ ∈ N S , is also the true evaluation value of
bidder z for the allocation λ.
Step 2: The auctioneer creates (n + 1) representing vectors
Eξ = E(O), E1 = E(O), · · · , En = E(O), where the size of
vector E is equal to |N S |, and the initial O(λ) is always equal
to 0.
Step 3: Each bidder z adds his encrypted bidding value
vector bz to the representing vectors Eξ , E1 , · · · , Ez−1 ,
Ez+1 , · · · , En except the z-th representing vector Ez to keep
bz secret. When all bidders have finished this process, the
auctioneer obtains
 
 
  


e bi (λ1 ) ,
e bi (λ2 ) , · · · ,
e bi (λ|N S | ) . (10)
Eξ=
i

i

i

According to the homomorphic addition property of Paillier
cryptosystem, the equation above can be rewritten as
 
 



bi (λ1 ) , e
bi (λ2 ) , · · · , e
bi (λ|N S | )
Eξ = e
i
= E(
bi ).

i

i

(11)

i

Similarly, the auctioneer also has

Ez = E(
bi ) z = 1, 2, · · · , n.

(12)

i=z

Opening Phase:
The 5-step opening phase of subnetwork auction consists of
two parts: allocation selection and charging price calculation.
I. Allocation Selection

Step 1: The auctioneer derives E( i bi + R) from Eξ by
adding a random constant function R(λ) = r to mask the
8 In fact, the auctioneer should be implemented by plural servers to prevent
the auctioneer from learning the bidding values. Indeed, the decryption to
find the maximum combination of the bids and the addition of random mask
constant r in the following design are performed in a distributed manner by
these servers. The keys for decrypting bidding values are shared by the plural
servers by using secret sharing technique. A lot of secret sharing or group
decryption mechanisms can be employed to effectively prevent the distributed
servers from colluding with each other to reveal the bids. Please refer to [34]–
[36] for the details about secret sharing designs.
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values. With E( i bi + R), the auctioneer can find masked
maximum sum value of the bids


m = max (
bi (λ) + R(λ)) = max (
bi (λ)) + r. (13)
λ∈N S

i

λ∈N S

i

To be more specific, the auctioneer takes the product of the
 S | n
encrypted elements in Eξ to obtain |N
j=1 e(
i=1 bi (λj )+r),
and makes use of Maximum
Bid
Selection
to
determine the
|N S | n
maximum element of
e(
b
(λ
)
+
r),
whose value
i
j
i=1
 j=1
is m = maxλ∈N S ( i bi (λ) + R(λ)).
Step 2: The 
auctioneer then decrypts the m-th element of
every vector e( i bi (λ) + R(λ)) in Eξ , i.e., for any allocation
λ ∈ N S , and finds out whether the decryption is equal to x
S
or equal to 0. If it is equal to x at allocation λ∗ ∈ N 
, the
auctioneer regards λ∗ as the allocation that maximizes i bi ,
the sum of all bidding values. The allocation λ∗ is the result
of the subnetwork auction. Correspondingly, the winner set is
determined by λ∗ .
II. Charging Price Calculation
The auctioneer then computes the charging price pz of
bidder z as shown in Step 3 to Step
5.

∗
Step 3: The
auctioneer
derives
e(
i=z bi (λ )+r ) from the

element e( i=z bi (λ∗ )) of Ez by adding a random constant

r to mask the value. Then,
the auctioneer decrypts and finds
out the masked value of ( i=z bi (λ∗ ) + r ).


Step 4: The auctioneer derives E( i=z bi + R ) from Ez


by adding random constant function R (λ) = r to mask the
values. Similar to Step 1, the auctioneer
takes the product

of the Paillier encrypted elements in E( i=z bi + R ), and
employs Maximum Bid
 Selection to find out the masked
maximum, maxλ∈N S ( i=z bi (λ) + r ). By the definition of



λ∗∼x , maxλ∈N S ( i=z bi (λ)+r ) is equal to ( i=z bi (λ∗∼z )+

r ).
Step 5: After that, the auctioneer calculates the charging
price by subtracting these masked values.

 



bi (λ∗∼z ) + r −
bi (λ∗ ) + r .
(14)
pz =
i=z

i=z

In consistent with the allocation λ∗ , bidder z should be
charged with pz for spectrum bands he won in this subnetwork
auction.
C. THEMIS: An Example
To make better understanding of the proposed THEMIS,
we illustrate it with an example, where S = {1, 2} and
N = {1, 2, 3, 4}, in a simplified topology reflecting the typical
interference constraints as depicted in Fig. 3(a).
In THEMIS, the overall network in Fig. 3(a) can be substituted with four subnetworks based on the number of the
nodes and their mutual interference. Since Subnetwork 3 and
Subnetwork 4 are symmetric with the same bidding nodes and
available spectrum resource, they can be combined into one
subnetwork. Hence, the network can be decomposed into three
subnetworks and the spectrum auction is executed in these
subnetworks consecutively like the abstract state machine as
shown in Fig. 3(b).
As for Subnetwork 1, node 1 has no conflicts with node
3 and 4 but node 2. The competition for spectrum bands is
between node 1 and 2. Therefore, the set of bidders is N =

3
1

2

4

S = {1, 2}
(a) The topology of the example.
1

3

2
3

1

2

S = {1, 2}
N = {1, 2}

3
4

1

2

3
4

1

S = {1}
N = {2, 3, 4}

2

4
S = {2}
N = {3, 4}

(b) Subnetwork decomposition for spectrum auctions.
Fig. 3.

An illustrative example for THEMIS.

{1, 2}, and the set of available spectrum bands is S = {1, 2}.
So,
N1S = {λ1 = ({1, 2}, {}), λ2 = ({1}, {2}), λ3 = ({2}, {1}),
λ4 = ({}, {1, 2})},
where, e.g., λ2 = ({1}, {2}) indicates that spectrum band
1 is allocated to bidder 1 and band 2 to bidder 2. Assume
the truthful bidding values b1 and b2 of bidder 1 and 2 are
b1 = (3, 2, 2, 0) and b2 = (0, 0, 2, 3), respectively. Then, we
obtain
b1 + b2 = (3, 2, 4, 3).
The auctioneer creates Eξ , E1 , and E2 = E(O) = (e(0), e(0),
e(0), e(0)). Then, bidders use Paillier cryptosystem to encrypt
their bids. Bidder 1 adds his bidding values to Eξ , E2 and
bidder 2 adds his values to Eξ , E1 , i.e.,
Eξ = (e(3), e(2), e(4), e(3)),
E1 = (e(0), e(0), e(2), e(3)),
E2 = (e(3), e(2), e(2), e(0)).
First, the auctioneer should find the allocation of spectrum
bands in Subnetwork 1.
The auctioneer adds random constant function R(λ) = r =
2 to Eξ , which leads to

bi + R) = (e(3 + 2), e(2 + 2), e(4 + 2), e(3 + 2)).
E(
i


The auctioneer takes the product of all elements
 in E( i bi +
R), e(3 + 2) · e(4 + 2) · e(2 + 2) · e(3 + 2) , which can also
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be interpreted as
bidding values b2 , b3 and b4 of bidder 2, 3, and 4 are b2 =

 (3, 0, 0), b3 = (0, 2, 0), and b4 = (0, 0, 1), respectively. The
E (4x), E (4x), E (4x), E (4x), E (3x), E (x), E (0), · · · , E (0) . sum of the bidders is (b + b + b ) = (3, 2, 1).
2
3
4
First, the auctioneer makes Eξ , E2 , E3 , and E4 =
q−(4+2)
(e(0), e(0),
Then, the auctioneer
decrypts this vector to find

e(0)). Bidder 2 adds his bids to Eξ , E3 , and E4 , bidder 3 adds
maxλ∈N1S ( i=1,2 bi (λ)+r) = 4+2. After that, the auctioneer
his bid to Eξ , E2 , and E4 , and bidder 4 adds his bid to Eξ ,
decrypts the (4 + 2)-th element of e(3 + 2), e(2 + 2), e(4 +
E2 and E3 , which leads to
2), e(3 + 2) to determine λ∗ = λ3 .
Eξ = (e(3), e(2), e(1)),
Next, the auctioneer should calculate the charging prices for
the winners in Subnetwork 1.
E2 = (e(0), e(2), e(1)),

The auctioneer adds random constant r = 1 to the 3-rd
E3 = (e(3), e(0), e(1)),
element e(2) of E1 to yield
E4 = (e(3), e(2), e(0)).


e(
bi (λ∗ ) + r ) = e(2 + 1),
Then, the auctioneer adds random constant function R(λ)
i=1
to Eξ , takes the product

 of elements in Eξ and decrypts

∗
S
(
this
to
find
max
and decrypts e(2 + 1) to find
b
(λ
)
+
r
(λ
)
+
=
b
2 3
λ∈N2
i=2,3,4 bi (λ) + R(λ)). After that,
i=1 i

the
auctioneer
decrypts
the
corresponding
of
r = 2 + 1.

 max-th element
∗
e(3
+
R(λ)),
e(2
+
R(λ)),
e(1
+
R(λ))
to
find
λ
=
λ
.
1
Then, the auctioneer adds random constant function




Then, the auctioneer adds random constant R(λ) = r =
R (λ) = r = 1 to E1 to yield

2 to the 1-st component e(0) of E2 to obtain e( i=3,4 bi (λ∗ )


E( (bi ) + R ) = (e(0 + 1), e(0 + 1), e(2 + 1), e(3 + 1)),
+r ) = e(0 + 2), and decrypts e(0 + 2) to find



i=1
∗
= b3 (λ1 ) + b4 (λ1 ) + r = 0 + 2.
i=3,4 bi (λ ) + r


takes
· e(0 + 1) · e(3
+
The auctioneer adds random constant function R (λ) =
 the product of e(0 + 1) · e(2 + 1)



1) , and then decrypts this to find max
= r = 2 to E2 to yield
i=1 (bi ) + R




∗

= b2 (λ4 ) + r = 3 + 1.
i=1 bi (λ∼1 ) + r
E(
bi + R ) = (e(0 + 2), e(2 + 2), e(1 + 2)).
According to Step 5 in opening phase of the subnetwork
i=3,4
spectrum auction, p1 = b2 (λ4 ) − b2 (λ3 ). Thus, the auctioneer



auctioneer
takes
the
product
of
e(0 + 2) · e(2 + 2) · e(1 +
calculates p1 = (b2 (λ4 ) + r ) − (b2 (λ3 ) + r ) = (3 + 1) − (2 + The



1) = 3−2 = 1. The auctioneer can also compute p2 = 3−2 = 2) , and decrypts this vector to find max( i=3,4 bi + R ) =



∗
1 in the same way. Consequently, in terms of spectrum auction
i=2 bi (λ∼2 ) + r = b3 (λ2 ) + b4 (λ2 ) + r = 2 + 2.
in Subnetwork 1, spectrum band 2 is allocated to bidder 1 at
Finally, the auctioneer calculates p2 = [b3 (λ2 ) + b4 (λ2 ) +
the price of 1, and spectrum band 1 is allocated to bidder 2 r ] − [b3 (λ1 ) + b4 (λ1 ) + r ] = (2 + 2) − (0 + 2) = 2 −
at the price of 1.
0 = 2. For Subnetwork 2, spectrum band 1 is allocated to
However, the spectrum allocation of bidder 2 is determined bidder 2, and spectrum band 2 is not vacant. Furthermore,
not only by the interference between node 2 and 1, but also since node 2 lies in the crossing area of Subnetwork 1 and
by the interference between node 2 and node 3, as well as Subnetwork 2, his payment for the spectrum band 1 should
node 4. So, whether available spectrum band 1 should be be p2 = max{p(2,1) , p(2,2) } = max{1, 2} = 2.
allocated to bidder 2 and how much the charging price is
In Subnetwork 3, all these processes are repeated, and node
cannot be determined until the auctioneer finishes the auction 3 and 4 are charged in the same manners.
in Subnetwork 2 centered at node 2. Before the auction in
Subnetwork 2 starts, bidder 1 should update his bid informaV. S IMULATION AND A NALYSIS
tion, i.e., broadcasting his spectrum occupancy and location
Compared with two existing spectrum auction schemes,
information to his neighbors to notify them which bands are
VERITAS [8] and the Multi-Winner spectrum auction (Mtaken within his interference range.
W) [11], THEMIS beats two unsolved challenges of secure
As a result, the nodes within Subnetwork 2 are only able
spectrum auction design, i.e., the frauds of the insincere
to bid for the left spectrum band 1 subject to the interference
auctioneer and the bid-rigging between bidders and auctioneer.
constraints. In this way, bidder 1 and his interference to bidder
Leveraging subnetwork division and Paillier cryptosystem en2 can be ignored, so that node 1 can be deleted both from the
crypted subnetwork auction, the proposed THEMIS is resistant
conflict-table of bidder 2 and from the bidder list of auction
to these two back-room dealing, while it supports spatial
in Subnetwork 2 as shown in Fig. 3(b).
Meanwhile, nodes in Subnetwork 2 have to renew their bids reuse, attracts risk neutral bidders, and guarantees strategyfor the available spectrum band 1. Hence, the set of the bidders proof bidding.
in Subnetwork 2 is N = {2, 3, 4}, the spectrum band set is
In this section, we also show that THEMIS achieves similar
S = {1}, and the allocation set can be represented as
performance to VERITAS and M-W in terms of spectrum
utilization, auctioneer’s revenue, and bidders’ satisfactory deN2S = {λ1 = ({1}, {}, {}), λ2 = ({}, {1}, {}), λ3 = ({}, {}, {1})}.
gree. Besides, we carry out the security analysis of THEMIS
Similar to auction in Subnetwork 1, e.g., λ2 = ({}, {1}, {}) and demonstrate the efficiency of the proposed spectrum
stands for allocating available spectrum band 1 to bidder 3 auction by evaluating its communication and computational
and no spectrum bands to bidder 2 or bidder 4. Suppose the complexity.
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Fig. 4.

where nodes are uniformly distributed and connected [37],
[38]. Suppose the wireless mutual interference is simply
distance-based, and any two bidders within 0.1 distance conflict with each other and cannot be allocated with the same
spectrum bands. The bidding values of different bidders over
different bands are supposed to be i.i.d random variables
uniformly distributed over (0, 10]. To be simple, we let each
bidder request only one spectrum band.
We use the following three performance metrics to compare
THEMIS with VERITAS and M-W.
• Spectrum Utilization: It is the sum of allocated spectrum
bands of all the winning bidders, which is the same as
the definition in [8].
• Auctioneer’s Revenue: It is the sum of payments of all
the winning bidders, as defined in Section II.
• Bidders’ Satisfaction: It is defined as the ratio of


i∈W ui to
i∈N vi , which denotes the percentage of
bidders’ potential monetary gains realized.
2) Results and Analysis: When we compare the performance of THEMIS with that of VERITAS or M-W, we assume
all the auctions are collusion-free, and there are not any frauds
or bid-rigging. In Fig. 4, we plot the spectrum utilization,
auctioneer’s revenue, and bidder’s satisfaction of the three
auction designs with 200 bidders and 300 bidders, respectively.
In Fig. 4(a), as the number of spectrum bands increases, the
spectrum utilization also increases until it saturates (i.e., every
bidder is allocated a band) in all these three auctions. It is not
surprising that the performance results of THEMIS, VERITAS
and M-W are the same in terms of spectrum utilization,
because they mainly differ in their price charging designs if
all the possible back-room dealing could be neglected.
In Fig. 4(b), we find that THEMIS and M-W are almost
the same in terms of the auctioneer’s revenue, and THEMIS
is slightly higher than M-W at only a few points. It makes
sense because THEMIS originates from the VCG auction and
M-W is based on secondary price auction, while VCG is
equivalent to secondary price auction provided that the good
is a single item [12]. Therefore, the performance results of
THEMIS and M-W are quite similar in our simulations. The
bump of THEMIS over M-W is from the payments for the
winning bidders located in the crossing area, as we illustrated
in Section IV-A. In addition, VERITAS is characterized by
charging the winners with their critical neighbor prices [8],
which make it perform a little bit better than the other two
schemes in the auctioneer’s revenue.
On the other hand, in Fig. 4(c), VERITAS loses his advantages correspondingly, and THEMIS and M-W outperform it in
bidders’ satisfactory degree. Actually, the auctioneer’s revenue
and bidders’ satisfactory degree are just two complementary
evaluation metrics.
From the comparison and analysis above, we show that
THEMIS sacrifices nothing in performance when guaranteeing
the spectrum auction secure.

Performance comparison of THEMIS, VERITAS and M-W

B. Security Analysis
A. Performance Comparison
1) Simulation Setup: We assume the spectrum auction
hosted by the auctioneer is deployed in a 1*1 square area,

Before presenting our security analysis of THEMIS, we
must re-emphasize and clarify two properties of Paillier
cryptosystem. First, due to the indistinguishability of this
encryption, no information about the value k can be leaked out

PAN et al.: PURGING THE BACK-ROOM DEALING: SECURE SPECTRUM AUCTION LEVERAGING PAILLIER CRYPTOSYSTEM

875

TABLE I
T HE COMMUNICATION COMPLEXITY OF THEMIS
pattern
the bidder ↔ the auctioneer
the bidder ↔ neighbor bidders

round
O(n log n)
O(log n)

from its representation e(k) without decrypting each element.
Second, self-blinding property makes it impossible to find a

mapping function from e(k) to e (k + r), where r is a random
number.
To prevent an insincere auctioneer from learning the bids
and manipulating the auction by frauds, we embodies the
auctioneer by multiple servers in THEMIS. The decryption
to determine the maximum of truthful bidding values and the
addition of random mask constant r are both performed in
a distributed manner by these servers, so that no insincere
auctioneer can decrypt to learn about the bids or learn random
mask constant r illegally. Hence, THEMIS can keep bids
confidential except the results of the auction, i.e., the winners
and their corresponding payments.
Asides from the frauds, the bid-rigging between the bidders
and the auctioneer becomes meaningless because the auctioneer himself knows nothing more than the winners and their
payments in THEMIS. Even if a certain bidder colludes with
each of servers composing the auctioneer, he is not able to find
out any information about the bids if the auction is carried out
in a distributed manner by these servers.
Obviously, THEMIS satisfies the fairness requirements of
the spectrum auction because it treats all the bidders equally,
selects the bidder with the highest bid to win the spectrum
band in each subnetwork, and makes the multiple winning
bidders pay by predefined rule. Besides, THEMIS also guarantees the confidentiality and anonymity of the spectrum auction
in the sense that it leaks out no more information than the
winning bidders and corresponding price charged during both
the bidding phase and opening phase.
C. Efficiency Analysis
The communication and computational complexity of
THEMIS are determined by several factors, namely, the number of bidders n, the number of available spectrum bands s,
the number of possible bidding values q, and the number
of servers a composing the auctioneer. Here, we assume
the network in the auction area is connected, which implies
that the node density of the subnetworks is on the order of
O(log n) [38].
Table I shows the communication pattern, the order of communication rounds and the communication volume for bidders
in THEMIS. The communication complexity from the bidder
to the auctioneer is linear in terms of the number of possible
bidding values q, so it may incur a heavy cost for a large range
of bidding values. However, this is inevitable cost for purging the back-room dealing. Meanwhile, the communication
complexity are closely related to s. Since spectrum is scare
resource and the available bands cannot be arbitrarily large,
s may only impose limited communication cost. Compared
with conventional secure auction designs [39], [40], there is
also additional communication complexity incurred by the
subnetwork decomposition. But this overhead is unavoidable

volume
`
´
O n log n × (log n)s × q log n
O(log n)
TABLE II
T HE COMPUTATIONAL COMPLEXITY OF THEMIS

the bidder
the auctioneer

`computational complexity
´
s
q log n ´
`O n log n × (log n) ×
s
O a × n log n × (log n) × q log n

when we take frequency reuse into consideration in spectrum
auctions.
Table II shows the computational complexity for the auctioneer and a bidder in THEMIS. Similar to the communication
cost, the complexity of each bidder and the auctioneer is
related to the subnetwork composition, linear in terms of the
number of possible bidding values q and exponential in terms
of available spectrum bands s, which are inevitable but limited.
VI. C ONCLUSION
In this paper, we have incorporated cryptographic technique
into the spectrum auction design and proposed THEMIS, a
secure spectrum auction scheme leveraging Paillier cryptosystem to purge the back-room dealing. Considering spectrum
reuse, we have divided the whole network into small subnetworks and allowed the bidders to maintain and update
their conflict-tables, which facilitate the spectrum allocation.
THEMIS masks the bidding values of a bidder with a vector
of Paillier ciphertexts, whose additive homomorphic property
enables the auctioneer to find the maximum bid and calculate
the charging prices securely in the subnetwork auction, while
the actual bidding values are kept secret. In this case, frauds
and bid-rigging becomes impossible, and manipulation of the
auction is implausible. We have also shown that THEMIS is
a secure spectrum auction with limited communication and
computational complexity, and is as good as other insecure
spectrum auction schemes in terms of spectrum utilization,
the auctioneer’s revenue, and bidders’ satisfaction.
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