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Abstract—Recently, trust-based routing has received much
attention as an effective way to improve security of wireless ad
hoc networks (WANETS). Although various trust metrics have
been designed and incorporated into the routing metrics, as far
as we know, none of the existing works have used mathematical
tools such as routing algebra to analyze the compatibility of
trust related routing metrics and routing protocols in WANETSs.
In this paper, we first identify unique features of trust metrics
compared with QoS-based routing metrics. Then, we provide a
systematic analysis of the relationship between trust metrics and
trust-based routing protocols by identifying the basic algebraic
properties that a trust metric must have in order to work
correctly and optimally with different generalized distance-vector
or link-state routing protocols in WANETSs. Moreover, we extend
our framework to model the interactions between different trust-
based routing protocols. Finally, our results are applied to check
the compatibility of the trust metrics proposed in previous
literature and the popular routing protocols used in WANETS.

I. INTRODUCTION

A wireless ad hoc network (WANET) is a collection of
wireless mobile nodes dynamically forming a temporary net-
work without requiring any centralized authority or fixed
network infrastructure [1]-[3]. Neighboring nodes can directly
communicate through wireless links, while faraway nodes are
connected by distributed routing protocols. Due to their open,
distributed and dynamic nature, WANETS are highly vulnera-
ble to various (external or internal) malicious attacks [2], [3].
To improve security of WANETS, one natural idea is to include
trust relationships between individual nodes, i.e., who trusts
who and how, into route / path selection decisions. To facilitate
the implementation of this idea, various trust metrics, which
quantify trust relationships according to different applications’
security requirements, have been designed and integrated into
routing metrics' in the literature. For example, PGP-style
authentication schemes with certification chains [4], [5] use
a binary trust valuation (e.g., 1-or-0, all-or-none). Reputation-
based schemes [6], [7] employ real numbers to measure the
trustworthiness. In some evidence-based schemes [8], [9], a
two-dimensional vector in [0, 1]? describes the trust opinion.
In [10], trust measurement is even combined with other QoS
requirements to act as the routing metric (cf. Section II-D for
detailed discussions).

While these application-specified trust metrics capture dif-
ferent characteristics of their target scenarios or trust relation-
ships, there is a lack of understanding on the impact of trust
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'In what follows, when the trust metric is utilized as a (part of) routing
metric, we call the later as the trust related routing metric, or just trust metric
for short, and the corresponding routing protocol as trust-based routing.

metrics on the operations of routing protocols. One important
lesson we have learned from Internet routing protocol design
is that in general we cannot arbitrarily change one routing
metric to another without considering the routing protocols
used in the network. If routing metrics are unscrupulously
combined with an incompatible routing protocol, the routing
protocol may fail to find an optimal path or lead to routing
loops [11], [12]. This principle is still applicable here, since
the trust metric is just a special kind of routing metrics, and
routing protocols in WANETS share many common features
with their Internet counterparts [1], [13]. In fact, our case study
shows that some trust metrics mentioned above lead to routing
anomalies when they are combined with a Dijkstra-based
routing algorithm (cf. Section IV for detailed discussions).

In the networking research community, a theoretical frame-
work called routing algebra has been developed for the study
of the compatibility of routing metrics and routing protocols
in the context of QoS routing [11] and BGP protocols [12]
used in the Internet. It has also been extended and applied to
multi-hop wireless networks recently [13], [14]. So why do not
we just use the existing routing algebras mentioned above to
study trust metrics (as a part or total routing metrics)? The key
point here is that trust metrics are significantly different from
normal routing metrics such as the number of hops, data rates
or other QoS requirements. In what follows, we identify four
unique features of trust metrics, which make previous results
unapplicable to trust-based routing.

First of all, the topological structures related to trust metrics
are more complicated. Trust relationships among individual
nodes form a new topological structure called trust graph,
which may have totally different structures compared with
the physical link graph. Trust-based routing is restricted by
the physical conditions as well as trust conditions, and there-
fore requires a new routing algebra built upon both graphs.
Secondly, trust metrics have different algebraic properties
compared with normal routing metrics. For example, in Sec-
tion III-C, we will show that trust metrics in general are non-
distributive, while most of previous routing algebras assume
that distributivity holds [11]-[13]. Thirdly, for traditional
routing metrics, the metric value of one physical link is
independent of that of other links. However, trust can be passed
(propagated) between different users, which means the trust-
based routing metrics of different physical links are dependent.
Obviously, this dependency will complicate the analysis of
trust-based routing. Lastly, different groups of people may
have different rules to establish and handle trust, and therefore,
trust metrics are group dependent and non-uniform. When an
end-to-end communication runs across multiple groups, more
effort needs to be made to model the inter-operation between
different trust-based routing protocols.

To sum up, the diversity and complexity of trust metrics
require a systematic analysis of their properties and the corre-
sponding relationships with routing protocols. By developing
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formal models to describe different trust environment, our
paper identifies the basic algebraic properties that a trust metric
must have in order to work with different generalized distance-
vector or link-state routing protocols in WANETS.

II. ABSTRACT FRAMEWORK AND MOTIVATING EXAMPLES

In this section, we first develop an abstract framework to
facilitate our study on trust-based routing protocols. Then we
utilize some simplified examples to provide our motivation for
developing the formal approach adopted in this paper.

A. System Model for Trust Management

In general, trust management in any communication systems
can be modeled as a procedure with three sequential phases:

Phase 1: direct trust establishment. Direct trust relation-
ships can be obtained from the evidence created by the pre-
vious interactions or inherited from the pre-established social
relationships in the physical world. In the former case, local
monitoring schemes like Watchdog and Pathrater [15] and
physical contact scheme [16] have been proposed to collect
the first-hand trust evidence. In the latter case, participating
node only needs to verify the other side’s identity [5] based
on cryptographic primitives. Trust evaluation module then
transforms the trust evidence or inherent trust relationships
into direct trust metrics (i.e., quantitative descriptions of trust).

Phase 2: indirect trust inference. When the trust relation-
ships are (at least partly) transitive, more trust relationships
(or indirect trust) can be derived from the direct trust. First of
all, direct trust information need be propagated throughout the
network. Any information gossip protocol or broadcast proto-
col can fulfill this task, and no specific path selection scheme
is needed here. We also assume that appropriate cryptographic
primitives are available in WANETSs in order to provide a
secure propagation of direct trust information. Then, based
on these second-hand trust evidence, each node can establish
new indirect trust relationships with its physical neighbors of
which it knows nothing. Trust-based routing is differentiated
from traditional routing by introducing trust inference as
one of important preprocessing for path selection and packet
forwarding, and therefore should be explicitly considered in
our modeling. Note that when direct trust relationships are all
non-transitive, no indirect trust can be derived from phase 2.

We distinguish two kinds of trust in this paper: transitive
and non-transitive trust. For transitive trust, if node v; has trust
t(Z,7) in node v;, and v; has trust ¢(j, k) in node vy, then
v; should have some trust ¢(i, k) in vy that is a function of
t(4,7) and t(34, k). For non-transitive trust, however, we cannot
obtain any conclusion on (i, k), given t(¢,7) and t(j, k). We
note that transitive trust (and consequently, indirect trust) is
important for any trust-based routing to be practical in large-
scale dynamic WANETs. Because of the large number of
nodes and node mobility, it is impossible for one node to
have direct trust with any of its physical neighbors. When the
physical link between two nodes is needed to perform multi-
hop routing, the trust on this link must be derived beforehand.

Phase 3: trust-based operations. Direct and indirect trust
established in previous two phases will be utilized to support
all operations in this phase. For trust-based routing, trust-
related routing metrics will be formed (e.g., combined with
other QoS metrics) and used as the criteria for selecting most
trustworthy paths between any source-destination (S-D) pair.

Phase 1 only concerns with the forming and evaluation of
direct trust with neighboring nodes and has no direct relations
with routing problem, which is orthogonal and complementary

to the research described here and therefore excluded from the
rest discussions of this paper. Based on above discussions, we
can identify two elementary operations, namely, trust inference
and trustworthy path selection for any trust-based routing
protocols, which will be investigated here.

B. Graph Models for WANETs

We utilize graph models to describe physical resources and
trust relationships in a WANET. Therefore, we first review
some basic concepts applicable to any graph model. For a
labeled direct graph G = (V, E,w), V is the vertex set, £ C
V' xV is the edge/link set, and w is a function which assigns
each link e € E' a label w(e). Labels here are the abstraction
of routing metrics or trust metrics on links. We also extend
this concept to a path, i.e., the label w(p) of a path p, which is
the metric measuring the whole path. For edge (i,j) € F, we
say that node v; is an out-neighbor of node v;, and that node
v; is an in-neighbor of node v;. The set of out-neighbors of
node v; is denoted as ;. A path p from v; to v,, is denoted
by p(v1,vn) = (v1,v2,- -+ ,vy) and py ,, for short. If the last
node of path p coincides with the first node of path ¢, the
p o q denotes the path formed by the concatenation of p and
q. A path is simple or loop-free if all nodes from v; to v,, are
distinct. If v; =v,,, we say p; , forms a loop.

The physical resources of a WANET are modeled by physi-
cal graph Gy (V,E,h) where Ey is the set of directed edges
representing wireless links?. The direct trust relationships
are modeled as trust graph Gr(V,Er,t) where Er is the
set of directed edges representing direct trust relationships.
When trust is transitive, we can derive augmented trust graph
Gi{V,Eit) based on G7(V,Er,t) and indirect trust inference
scheme, where F = HxH. For a link (i, j) € Epg, the routing
metric of that link is measured by a function (4, j), i.e.,

Poa) A r (p(Z,J),t(Z,J))
rh3) = { r (o).t )
which converts the combination of physical properties and
trust relationship into a trust related routing metrics. Graph
Gr(V,ERg,r) is called routing graph, because trustworthy path
selection and packet forwarding are actually performed on
it. When trust metrics are directly used as routing metrics,
r(i,j) = t(¢,j). Note that, even in this case, trust/routing
metrics are still constrained by physical graph, because Fr =
FE. Due to the node mobility and limited communication
range of wireless communication techniques, G (V,Er,t)
may have totally different topological structure from that
of Gy (V,E,h). This property distinguishes our study from
previous work on trust inference or trust-based routing in P2P
networks or on-line social networks [17], where the trust graph
and the physical graph are assumed to have the same topology.

for non-transitive trust
for transitive trust ’

C. Formalizing Routing Protocols

Given the routing graph, for any hop-by-hop routing proto-
col, its main task is to find a path between each S-D pair with
the desirable properties (defined by routing metrics). Because
for each destination, i.e., vy, every source will have in its
routing table the next hop to reach that destination, a spanning
tree rooted at each destination is defined implicitly by the set
of routing tables residing in a network. We call this spanning
tree as in-tree with the root node as the given destination

2This wireless link can be generalized as any physical link which can
flow packets between two nodes. For example, in a WANET with partial
infrastructure, this link can also be a wired link. In a delay-tolerant network
(DTN), this link can be two wireless links combined with one node movement.
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vg. Therefore, any routing protocol can be abstracted as the
collection of rules and procedures to generate an in-tree for a
given destination.

To facilitate the comparison between labels (i.e., routing
metrics) of different paths, we define a total pre-order® < over
R, the label set of Gg. For two paths p and ¢ in Gr(V,FEg,r),
if r(p) < r(q), we say that p is weakly preferred to q (e.g.,
path p is at least as trustworthy as path q). If 7(p) <r(q) and
r(¢)<r(p), then we write 7(p) ~7(g) and say that p and g are
equally preferred. Relation r(p) <r(g) means that r(p) <r(q)
and r(p) % r(q), i.e., strictly preferred. Functions max and
min are defined with respect to <.

The existing hop-by-hop routing protocols in WANETS can
be divided into two categories according to their different path
selection approaches: namely, link-state routing and distance-
vector routing: (1) In the link-state approach to routing, each
node broadcasts updates of its local topology information (link
state) to the rest of the network. These broadcasts can be
periodic or event-driven. By putting the updates together, each
node is able to reconstruct the routing graph Ggr(V,Eg,r)
for the entire network. Given Gr(V,ERg,r), a node can then
construct its routing tables appropriately by running Dijkstra’s
shortest path algorithm (when taking the distance as the rout-
ing metric). For the general routing metrics, a generalized Di-
jkstra’s algorithm is used. Given the destination vy, each node
v; will calculate the most preferred path p;, on Gr(V,ER,r),
according to 7(p} ) = min {r(p;,0) | Vpi,0 € Pio}, where P;
is the set of all paths from v; to vyg. When v; is the next-
hop node on path p;,, we have z; = r(i,7) ® x; 4 where
v; € N;. Exemplary routing protocols for WANETS in the
literature which fall into this category include LQSR, HSR,
OLSR and HSLS [1]. (2) In the distance-vector approach
to routing, neighboring nodes exchange (advertise) vectors
of distances with each other. Each entry in a distance-vector
corresponds to a particular destination and contains the current
distance estimate of the shortest path from the source to the
corresponding destination. For the general routing metrics,
it means that each node v; only knows its out-neighbors,
its out-going links, and its out-neighbors’ node labels. Node
v; will calculate its own node label xz; (which has one-to-
one mapping with the entry in routing table for vy and the
selected path p; o) using a generalized Bellman-Ford algo-
rithm: z; = min {r(4, j) ® z; | Vv; € N;}. Exemplary routing
protocols for WANETS in the literature which fall into this
category include AODV and DSDV [1].

Based on above discussions, we can naturally introduce our
definitions on the correctness and optimality of any routing
protocol R as follows:

Definition 1: [R-Correctness] A (trust-based) routing pro-
tocol R is correct if given any Gr(V,ERr,r) and destination
node v, the next-hop nodes calculated by R form an in-tree.

Definition 2: [R-Optimality] A (trust-based) routing pro-
tocol R is optimal if given any Gr(V,Eg,r) and destination

3Recall that a pre-order is a reflexive and transitive relation.
4Operator ® represents combination operation of serial labels along a path.
Please refer to Section III for a detailed discussion.
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Fig. 2. Algebraic path formulation for indirect trust inference problems.

node vy, (1) the next-hop calculated by R form an in-tree and
(2) for every node v; (i#0), packets will be forwarded along
the most preferred path pj , among all existing physical paths
from v; to vg. '

D. Motivating Examples

Example 1: diversity of trust metrics. Consider a reputa-
tion system based on direct interactions. A node’s experience
with another node is modeled as a binary event: positive or
negative. Evidence (r,s) is conceptualized in terms of the
numbers of positive () and negative (s) experiences. Based on
this simple evidence space, various trust metrics are proposed
in the literature, according to different design rationale:

« a trust value in the real interval [0, 1]; [6]

e a pair (t,c) in [0,1]?, where ¢ and c represent trust and

confidence value (see Fig. 1 (a)); [8]

o a triple (b,d,u) in [0,1]3, where b, d and u represent
belief, disbelief and uncertainty value, respectively, and
b+ d+u =1 (see Fig. 1 (b)). [9]

Even for the simplest trust value, when it is combined with
other QoS requirements [10], routing anomalies will emerge.
Consider the routing graph given in Fig. 1 (c). Let routing
metric be of the form (t,d), where ¢ is trust value and d
is delay. The label for a path p will be (t,,d,), where t,
is the minimal trust value of links along the path and d,, is
the delay addition along the path. Order < is defined as a
lexicographic order: (t1,d1) < (t2,d2) < t1 >t2 or (t1 =12
and dy <ds), where trustworthy paths are preferred, with small
delays breaking ties. The in-tree for the destination vy found
by any routing protocol consists of link /; and path p;. For
node v; path p; is optimal; however, for node vy path [; o p;
is not better than [; o pa, because r(l; o p;) = (0.5,11) and
r(l1 o p2) = (0.5,6). Obviously, (0.5,6) =< (0.5,11). This
simple example demonstrates that for the routing metric of the
form (t, d) defined above, no routing protocol will be optimal.

Example 2: diversity of operations on trust metrics.
Consider an indirect trust inference problem like the one given
in Fig. 2 (a). Here solid lines represent direct trust. The number
on each link represents the trust value. We want to infer the
indirect trust value it(vy,vg) from vy to vy based on direct
trust values. There also exist various ways in the literature to
fulfil this task (refer to [8] and [17] and the references therein):

e We could choose the strongest path, determined by the
path with the highest minimum value, and take the
lowest value on that path as it(vy,vp). Based on this
inferring scheme, the strongest path is (v1,vs, vs,vo)
with it(vy,vg) = 0.7.

o We could choose the strongest path, determined by the
path with the highest product of all values on the path,
and take the product of all values on that path as
it(v1,vp). Based on this inferring scheme, the strongest
path is (v1,v2,v4, vo) With it(vq,vg) = 0.49.

o Trust value it(vy,vg) can be calculated as the weighted
average of the minima of the trust values along the
disjoint paths. The weights in the average are given by
v1’s trust in its direct out-neighbors. According to this
inferring scheme, #t(v1,vg) = 0.66.
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Every indirect trust inference scheme mentioned above has
its own pros and cons. Here, we are not interested in judging
their usefulness according to different application scenarios,
instead, we are focusing on developing an abstract framework
so that we can reason about their behavior as a whole. For trust
inference problem, we know that we can apply a mathematical
tool called path algebra [18]-[20]. We can define an operator
® to concatenate trust metrics along a path, then we introduce
another operator @ to aggregate trust metrics across paths (see
Fig. 2 (b) for an illustration). When & and ® satisfy certain
properties, using path algebra, the problem of calculating
it(vy,vg) can be formulated uniformly as the one given in
Fig. 2 (b). From Fig. 2 (c), we observe that all trust inference
algorithm mentioned above can be included in this formulation
with different interpretations of ® and .

These two examples suggest that, instead of examining
every possible trust metrics and operations one by one, we
can study their behaviors as a whole by developing an al-
gebraic formalism that abstracts trust relationships and also
link resources as labels, and models the routing operations as
certain operators on the labels. What related to the correctness
and optimality of routing protocols are not the contents (the
meaning of these trust metrics), but their algebraic properties.
Therefore, we need describe, classify and analyze different
trust metrics and operators based on their algebraic structures.

III. PATH ALGEBRA FOR INDIRECT TRUST INFERENCE

In this section, we develop a non-classical path algebra
based on bi-monoid to study indirect trust inference problems.

A. Algebraic Foundations

The general frameworks used in this and next sections are
based on the algebraic structure of semigroups and monoids.
Thus, we first briefly review some relevant results.’

A semigroup (S,®) is a non-empty set S with a binary
operator @ such that (for all a,b,c€S)

e a®be S (p-Closure),

e (®b)Bc=ad (bPc) (P-Associativity).

Moreover, a semigroup (S, ®) is called (for all a,b€.S)

o commutative when a @ b = b @ a (©-Commutativity),

e idempotent when a & a = a (p-Idempotency),

o selective when a @ b = a or b (®-Selectivity).

Note that a selective semigroup must be idempotent, but the
converse is not true.

A semigroup (S, @) may have some special elements:

o ¢ € Sisan identityifVae S:e®a=ade=na,

e o € S is an annihilator if Va € S: 0 ®a=a®o =0,

e a”l € Sisaninverseofa € S,if a®a ! =a '@a =¢.
Note that &, o and o' defined above are unique if they exist.
A semigroup is a monoid if it has an identity. A monoid is a
group if Va € S : a1 exists.

For a commutative monoid (S, ®), it is always possible to
introduce a pre-order relation over .S, denoted <g, as:

Va,be S:a<xgbsdceS:a=bdec
We call this relation as canonical pre-order, since the identity
and associativity of @ ensure that < is indeed a pre-
order. Note that @-commutativity ensures that the following
definition of <g are equivalent:
deeS:a=b®dceIceS:a=cDb.

The canonical pre-order <g, has the following properties:

o If € (@-identity) exists, then Va € S : a <g €.

o If o (®-annihilator) exists, then Va € S : 0 X4 a.

5See [18]-[21] for a more complete survey of the issues exposed here.

B. Formalizing Indirect Trust Inference Problem

After trust propagation subphase, every node will know the
trust graph. If the trust is transitive, the functionality of trust
inference is to calculate the indirect trust based on the trust
graph. Here, we first formalize this procedure as follows.

Given the trust graph G (V,Er,t), where ¢ : Ex — T is
a function which assigns each edge e € Er a label t(e) € T
(i.e., the direct trust metric on e), we need to compute the
indirect trust metric it(v;,v;) for every (v;,v;) € VxV. We
first introduce two operations over the labels:

o Concatenation of serial labels with operator ®,

o Aggregation of parallel labels with operator .
Mathematically, ®,@ : TxT — T are two functions which
combine two labels into a new one. Therefore, the label of a
nontrivial path p; = (v1,ve, -+ ,vk) (ie., the trust metric
of path pq 1) of Gr, denoted t(p; 1), is given by

tlpr) (- (L2 ®taz) @t34) ) @ tp1,k,°
and t(p;) £ 1 for trivial path p; = (v;).

A solution to an indirect trust inference problem is a
function it : VxV + T such that it(v;,v;) = 1 and for
all i # 7, it(vi,v;) & @ t(p), where P(i, ) is the set

pEP(i,5)
of all paths from v; to v;. Given all it(v;,v;), we can obtain
augmented trust graph G7.(V,E,it).

In this paper, we solve this problem within the following
algebraic structure, called bi-monoid:

Definition 3: [Bi-Monoid] Given a trust graph Gr, we
define the non-classic path algebra over G as an algebraic
structure (T, ®, ®,0,1), where

e (T,®,0) is a commutative monoid with 0 as its identity,

e (T,®,1) is a monoid with 1 as its identity,

e @-identity 0 is also an annihilator for ®.

We call this algebraic structure (7', ®, ®) as bi-monoid.

From Section III-A, we know that there exists a canonical
pre-order < over 7. We indicate it as < for short.

In previous work like [8], trust inference problems are
solved within the algebraic structure called semiring:

Definition 4: [Semiring] A bi-monoid (T, ®,®,0,1) is a
semiring if @ distributes over @, i.e., for all a,b,c € T"

e (a®b)®@c=(a®c)® (b® c) (Left Distributivity),

e c®(a®b)=(c®a)® (c®b) (Right Distributivity).

C. Verifying Bi-Monoid Properties

Here we give the physical meanings of the properties we
impose on the algebraic structure of trust metrics in Def. 3
and explain why these properties should hold for trust metrics
in practice. Remember that we need to keep the property set
as minimal as possible in order to leave more room for trust
metric design.

The associativity for both ® and & operators allows the
incremental calculation of trust metrics: If one more label
needs to be aggregated into the current “total,” then it can
be done in one step, without having to recall all labels
that were aggregated for the current total. The same goes
for concatenation. Commutativity for aggregation & makes
irrelevant the order in which labels are taken into account
(i.e., which one is first, which one is second, etc.).

The 0 element (identity for @, annihilator for ®) cor-
responds to nonexistent trust relations between nodes. The
rationale is that if 0 is encountered along a path, then the
whole path “through” this relation should have label equal to

0. Also, such paths should be ignored in &-aggregation.

®When ® is commutative, it equals to t(py 1) e t1,2Qt2,30 - Qlg_1 k-
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Fig. 3. Distributivity of trust metrics.

The 1 element (identity for ®) corresponds to the most
trustworthy relations between nodes. This can also be seen
as the trust relation of a node with itself (i.e., trivial path in
G). If a path is extended with a link of label 1, the path label
should remain the same.

The key difference between our work and previous work is
that our model does not impose distributivity on trust metrics.
Here we illustrate our reason with an example. Consider two
trust graphs given in Fig. 3 (a) and (b). In both graphs, #(p1)
and t(po) are path labels for two disjoint paths p; and po,
respectively; t(I3) and ¢(l4) are link labels for link /3 and l4,
respectively, with ¢(I3) = t(l4). Now, we are trying to infer the
indirect trust t(vy, v4). Using path algebra, t(vy, v4) in Fig. 3
(a) and (b) can be expressed as (t(p1) @ t(p2)) ® t(l3) and
(t(p1) @ t(l3)) @ (¢t(p2) ®t(I3)), respectively. The question is
whether these two expressions are equal for trust metrics?

We answer this question by examining the physical mean-
ings of two trust graphs, respectively. For Fig. 3 (a), v4 has
only one in-neighbor, i.e. v2, which means that only vy has
direct interactions (direct trust) with v4 before. Therefore, vo
will act as witness to provide report about v4’s trustworthiness
based on its own experience, which is measured by ¢(l3). Node
v1 will obtain two reports from two independent paths p; and
p2, with both reports claiming that the trustworthiness of vy
is t(l3). The trustworthiness for the first report itself (from
path py) is ¢(py), while for the second report (from path py)
is t(p2). For Fig. 3 (b), vy also obtain two reports stating
the trustworthiness of vy is t(l3), and the trustworthiness
for reports themselves are t(p;) and t(pa), respectively. It
seems that from the view point of vq, there is no difference
between two situations. Unfortunately, this is not true. One
key observation is that, in Fig. 3 (a), these two reports are
issued by the same nodes vy, while in Fig. 3 (b) these two
reports are issued by two different nodes vo and v3 separately.
Therefore, although node v; collects the same second-hand
evidence (two reports) on vy in two situations, in Fig. 3 (a) all
theses evidence come from a single source vy while in Fig. 3
(b) they come from independent sources v, and vs. Therefore,
vy is more trustworthy for v; in Fig. 3 (b). This example shows
that distributivity may not hold for trust metrics.

Next, we introduce a new property of trust metrics, which
is not included in our bi-monoid model (i.e., Def. 3), but we
believe it should hold in practice, since any path with label 1
is most preferred.

Definition 5: [Absorptivity] A trust graph Gr(V,Er,t) is
said to be absorptive if for every simple directed cycle ¢ =
{vi,v2, -+ ,vk,v1) in G, we have 1 < t(c).

Absorptive graph is a generalization of the absence of a
negative cycle in a graph with real numbers as edge weights.
It plays an important role to make sure the solution of trust
inference problem exists.

D. Solving Path Algebraic Problems

1) Solving the Problem with Semirings: We first recall how
to solve a trust inference problem within the framework of
semiring. The operations @ and ® can be extended in the
usual way to matrices built from the elements of the set 7.
Let M,,(T") denote the set of all nxn matrices over T', and

for A e M, (T) let A;; denote the (i, j)-entry of A. For all
A, BeM,(T), we define A®B and A®B by (A@B)ij £

Aij®A;; and (A®B); = @ (Ax@Byy).
k=1

The @-identity matrix 0 and ®-identity matrix 1 are given by:
= an = a1 ifi=y,
0 =0 and 1;; = { 0 otherwise.
Then (M., (T),®,®) form another semiring.
The adjacency matrix A of the trust graph G (V,Ep,t) is
Y10 otherwise.
Define A*) as
AP L1PAD- - ®AF, where A2 ARA®---®A (k times).
Let P(i,5), P*(i,7) and P*) (i, j) be the set of all paths
in G from ¢ to j, the set of paths from ¢ to j with length
k and the set of paths from ¢ to j with length at most k,
respectively. Obviously, P*(i,j) € P®)(i,j) C P(i,j). The
following connection between matrix powers and paths of a
certain length is well known:

k —
(AN, = D i), $))
PEPF(4,5)
Note that the proof of (1) relies on the (left) distribution rule.
From (1), we directly obtain

( AR —
pEP X (i,5)

i

If the trust graph G (V,Ep,t) is absorptive, then we only
need to consider simple paths (i.e., no repetitions of nodes
along the path is allowed). In the graph G with |V| = n,
no path length is larger than n — 1, which means that
P=1(4i,5)="P(i, 7). Therefore A»~1) = A(=1+F) for any
k>0. From (2), we obtain the solution

it o) = P ) =(A") L)
PEP (i) N
Many efficient algorithms are available in the literature to
compute AP, see [18]-[21] and the references therein.

2) Eliminating Distributivity: Our way to solve the trust
inference problem without distributivity is based on the group-
ing function g introduced in [22]. The basic idea is that by
utilizing the grouping function g, we first convert the problem
in a bi-monoid BM into the problem in a semiring C. Then,
we mapping back labels computed in C to labels in BM.

Let M(T) be the set of all countable multisets that are
composed of elements in 7. Mathematically the grouping
function ¢g : M(T') — M(T) has the following properties:

1) For My, My € M(T), let M; ® M, be the multiset
such that MM, £ {tl ® to | t1 € My and t5 € ]\/fg}
Then, g(M; ® M>) = g(g(Mi1) ® g(M2));

2) For all M; € M(T), where ¢ € I and [ is a countable

index set, we have g4 | M; y =¢g4 U Q(JVL‘)};

i€l icl
3) If M € M(T) then (M) = ©g(M).
Intuitively, if M is a set of path labels, then g groups labels
together as long as this does not violate the distributivity.
Property 1) states that the grouping process is compatible with
®, i.e., grouping before a trust evaluation does not change the
result of the evaluation. Property 2) requires a natural com-
mutativity property of the grouping process. Finally, Property
3) states that the grouping process is compatible with .
Based on the grouping function g, we can always turn a
BM = (T,®,®,0,1) into C = (T,®,®,0',1") as follows:

t(p)- (@)
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T Sg(M(T)): o
« VN, My €T : NhNy 2 g (M1 @Mg);
« VM e M(T): M2 g {UM};
e 0/ =g(0) and 1’ = g(1).
Then, it has been proved in [22] that the solution in BM is:

it(?]i7 Uj) = @

Note that the computation of @(p) in (4) can be performed
like in semirings, i.e. (3).

It is easy to show that the trust inference problem has
a solution in BM if and only if it has a solution in C
defined above and G (V,Er,t) is absorptive if and only if
Gr(V,Er,t) is absorptive. Therefore, the condition that there
exists a solution for BM is that Gr(V,Er,t) is absorptive.

D i “

PEP(i,5)

IV. ROUTING ALGEBRA FOR UNIFORM TRUST
ENVIRONMENT

In this section we develop a non-classic routing algebra to
study the correctness and optimality of routing protocols under
the uniform trust environment, i.e., all nodes in a WANET
establish and handle trust in the same way (using the same
protocol). We will relax this assumption in Section V.

A. Non-Classic Routing Algebra for Trust-Based Routing

In the physical graph Gy (V,Eg, h), function h : Eg— H
assigns each edge (i,j) € Eg a physical label h(i,j) € H
describing the physical properties of that link. We define a
special physical label ¢ € H, corresponding to “no physical
link” in Gyy. After trust inference process, we can combine the
physical graph with the augmented trust graph G%.(V,E,it) to
obtain the routing graph Gr(V,ERr,r). Then, the main task
of trust-based routing is to find a path from each node v; €
V—{uvp} to the destination vg. In what follows, we develop a
non-classical routing algebra to formalize this procedure.

Definition 6: [Routing Algebra] Given the routing graph
GRr(V,ER,r), we define the non-classic routing algebra over
Gr as an algebraic structure A = (R, ®,®,0,1,5), where
(R, ®,0) is a commutative monoid with 0 as its identity;
(R,®,1) is a monoid with 1 as its identity;
®-identity 0 is also an annihilator for ®;

0 : RxR — R is a function which combines labels on
the flow graph of a physical path in G into a new one.
Before we proceed, some comments on Def.6 seems in order.

« We should not confuse 0 and 1 in A with the ones in BM
of Def. 3. Here 0 and 1 are special elements in R, not in
T'. Also note that the operands of & and ® are elements in
R, and therefore & and ® here may have totally different
meanings compared with their counterparts in BM.

¢ We can also introduce a canonical pre-order <g over R,
as what we have done for BM. We also denote it as <
for short from now on. 0 is also called the least preferred
label because Va € R—{0} : a < 0 and 1 is called the
most preferred label because Yac R—{1} : 1 < a.

« Function § can be interpreted as a combined operator of
¢ and ®, and its operand is a special structure called
flow graph, which will be explained in details as follows.

For a physical path py 1 = (vg, Vk—1,- -+ ,V2,v1) in Gg, we

define the flow graph Fj, ; of that path as a labeled directed
graph (see Fig. 4 (c) for an illustration) such that

o The vertex set of Fy 1 is Vi, = {v1, v, -+ , v}

)‘(¢,iT(VA.Vk 7)) - T T T T~ \r(¢,it(vk.v,))
~

©6(p)-®F  eBEooo~_l >~

Orra®.
Prtsti=(Vict, Vi, ++5V1) >@

Ik 1=(VisVic1)

(@): Pea =g © Prcia @

(b): 5([’A—1.1 ) =@/

feby

mi
©
\
!
.
\
&
©

—_— - ’r(?,iz(vk,l,\q))
Fig. 4. Flow graphs, 0 function and trust evaluation on paths.
o The edge set of F 1 is Er(Fk,1) U E(F,1), where
- Er(Fia) = {(vk,vka), (Vha, v62), -+, (v2,01)}
(denoted by solid lines in Fig. 4 (c)).
- E(Fr1) & {(vks vi-2), (v, v6-3), -, (v, v1)} (de-
noted by dashed lines in Fig. 4 (c)).
o The label on each edge of F} i is defined by
- for edge (v;,v;) € Er(Fi,1), the label will be r; ;,
i.e., the same as that in the routing graph;
- for edge (v, v;) € E(Fi1) (i =1, -+, k—2), the la-
bel will be r(¢, it(vg, v;)), which is the combination
of “no physical link” with the indirect trust it (v, v;)
between two nodes.
Obviously, Er(Fi,1) C Er and E(Fy1) C E.

Flow graph Fj i for the physical path p; ; includes all
information needed for evaluating the path pj; from the
source node vy’s point of view. It includes the qualities of
physical links which consist of path p; ; as well as the trust
relationships of the source v, with intermediate nodes on that
path. For traditional routing metrics (i.e., h(4, j) in G ), a path
metric can be simply calculated from the physical link metrics.
For example, for path py 1 = (vg, Vg—1,- -+, U2, v1) in G, we
have h(pr,1) = h(lg k-1 0pr—11) = h(lkk-1) @ h(pr—1,1),
where [ ,_1 represents link (k,k — 1). For trust related
metrics, we can observe from Fig. 4 that in general, § (Pk,l) =
0(lkk—1 ©Pr—1,1) 7# 0(lk,k—1) ® (pr—1,1). However, we can
utilize BM introduced in Section III to calculate §(py,1). Note
that for flow graph Fj, 1, (R,®,®,0,1) forms a bi-monoid
over R. Let F}, | be the set of all paths from vy to vy in F 1,
0(pk,1) can be calculated as §(px1) = @ f.

fE€FK1
B. Conditions for Correct and Optimal Routing

We consider the following properties of function §, which
play an important role in guaranteeing the correctness and
optimality of trust-based routing protocols.
Given a routing graph Gg(V,ERg,r), if a path p (or a link 1)
exists in Gr, we write p € Gg (or I € Gg) with a slight abuse
of notation. We define:
1) Routing algebra A is strictly §-left-monotonic, if for all
link [ € Gg and path p € Gg satisfying [ o p € Gg,
8(1) # 0 and &(p) # 0, we have §(p) < §(1 o p).

2) Routing algebra A is strictly §-right-monotonic, if for
all link [ € Ggr and path p € Gy satistfying pol € Gg,
5(1) # 0 and 6(p) # 0, we have §(p) < §(pol).

3) Routing algebra A is d-right-isotonic, if for all link [ €
Gg and paths p, q € Gy satistying [ o p,l o g € Gg and
0(p) < 6(q), we have 6(lop) < 6(loq). A is strictly §-
right-isotonic if we replace < by < in above statement.

4) Routing algebra A is §-left-isotonic, if for all link | € Gr

and paths p,q € Gp satisfying pol,gol € Gr and
0(p) < 0(¢g), we have d(pol) < d(gol). Ais strictly
0-left-isotonic if we replace < by < in above statement.

Based on the properties we defined for § function, we can
summarize our main results as follows:
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Vo Vi Va V3 V4 Vs Vg .

vo | -- fr. fr. fr. fr. fr. fr. I;O,r Vi 1l

vy |fr. - fr. fr. fr. st. en. 19Ps = Ps=hoh o pg
vy Ifr. fr. -- fr. st. en. fr. For v,:

v3 |fr. fr. fr. -- en. fr. st. Lo pg = py<lyoly=ps
Va4 |fr. fr. st. en. -- fr. fT.

Vs [fr. st. en. fr. fr. -- fr. For vy:

Ve fr. en. fr. st. fr. fr. - Ly=ps < ps<ly°l = p,

(a) Routing graph
Fig. 5.

(b) Trust relationships (c) vi-v3's preferences on paths

Example of routing loop in trust-based routing.

Theorem /: A trust-based distance-vector routing protocol
is guaranteed to be correct, if an only if (1) the trust graph is
absorptive; and (2) routing algebra A is J-left-monotonic. A
trust-based distance-vector routing protocol is guaranteed to
be optimal, if and only if (1) the trust graph is absorptive; and
(2) routing algebra A is d-left-isotonic and §-left-monotonic.

Theorem 2: A trust-based link-state routing protocol is
guaranteed to be correct, if an only if (1) the trust graph is
absorptive; and (2) routing algebra A is §-right-monotonic,
d-right-isotonic and strictly d-left-isotonic. A trust-based link-
state routing protocol is guaranteed to be optimal, if and only
if (1) the trust graph is absorptive; and (2) routing algebra A4 is
d-right-monotonic, d-right-isotonic and strictly é-left-isotonic.

The detailed proofs of these results can be found in our
technical report [23]. Here, we just compare our results with
Sobrinho’s classic routing algebra [11], [12]. Although our re-
sults are also characterized by monotonicity and isotonicity of
one operator (§ function here), our J function is totally differ-
ent with its counterpart (i.e., ®) in Sobrinho’s routing algebra.
Our § function is related to monoid endomorphisms [21], and
therefore, is not included in Sobrinho’s routing algebra, which
is based on ordered semirings.

C. Illustrating Examples

Here, we utilize some concrete examples to explain how to
use our abstract results described in previous subsection. We
already give an example in Example 1 in Section II-D where
the routing protocol is not optimal. It is easy to check that it
violates the isotonic property. In what follows, we will give
an example which violates the monotonic property.

In Fig. 5, there are three types of trust relationships: friends,
strangers and enemies. Fig. 5 (a) gives the routing graph with
vo as the destination and Fig. 5 (b) represents trust graph in
the matrix form. Intuitively, each node will prefer to the most
friendly path (we will give the formal definition of this concept
a little later). Based on two graphs given in Fig. 5 (a) and
(b), for each node v;, we can rank all possible paths from
node v; to the destination vy with order relation <. Fig. 5
(c) demonstrates path ranking for nodes vy, v2 and v3. Note
that trust in this example is non-transitive, which means that
a friend’s friend is not necessarily also a friend. Therefore, no
indirect trust inference phase is needed in this example.

We first demonstrate the way to formalize this problem with
the routing algebra proposed in Def. 6. We specify the items
in A as the following:

For the routing algebra A = (R, ®,®,0,1,6), we define

o R={fr, st, en., ¢} with 0 = en. and 1 = fr.,

o fr. < st. <en. < ¢,

o foralla,b € R, a®b= Z XEZEZ-:([;,

a whenb<a

b whena<b"’

e 0: Rx R+~ R is a function which combines labels on
the flow graph of a physical path in G into a new one
with operators ® and & defined above.

o foralla,b€e R, a® b=

(a) For path p;
(ps)=st.

(b) For path /- p, - — —fp -
(1, o p,)="tr. . fr. . @ . ) ) b
(c) For path [ 1, - p === —— === en. -~

=== —fF~ — ~ =<
S(1, 21, pg) =en. Q o @ ; (3) p @ P @

Fig. 6. Flow graphs for the physical paths from node v; to vg in Fig. 5.

Fig. 6 demonstrates flow graphs for three physical paths
from node v; to the destination vg in Fig. 5. Here, we introduce
a new label ¢ to indicate the links which will not affect the
calculation of the trustworthiness of a path. The intuition here
is that the trustworthiness of a path only involves the trust
relationships between the source node and intermediate nodes
on the path, and depends on the least trustworthy intermediate
node. Fig. 7 gives an example of utilizing operators ® and
@ defined above to calculate ¢ function for the physical path
given in Fig. 6 (c).

5(11"12"176): @ f

S € ity
) =LOf,®f®f,
b fo=en.®¢=en.
Calculating § function for the physical path given in Fig. 6 (c).

Fig. 7.

Obviously, the specification given above leads to the path
ranking described in Fig. 5 (c¢). Our formalization guaran-
tees that for each flow graph F, (R, ®,®,0,1) forms a bi-
monoid over R. Therefore, we can utilize BM introduced in
Section III to calculate ¢ functions. Note that, for Sobrinho’s
classic routing algebra [11], [12], only labels on physical links
are involved in the formalization. Therefore, only hop-by-hop
trust relationships are included in Sobrinho’s classic routing
algebra, which are not sufficient for the calculation of the
trustworthiness of a whole physical path. It is easy to check
that this routing algebra violates the monotonic property, and
therefore, it will lead to routing loops. The following analysis
will confirm this conclusion.

For link-state routing, the most preferred paths calculated
by v1, vo and v3 are [ o py, Iz o pg and l3 o ps, respectively.
Therefore, the next-hop for vy is ve, for vy is v3, and for vs
is v1. A loop v; — v9 — vg — v appears, and packets will
be forwarded in this loop forever.

For distance-vector routing, we take v; as an example. v;
has only two choices for the next-hop: ve or vs. In the first
choice, we assume that v; takes vo as the next-hop. Given v;’s
choice, vz will take vg as the next-hop. Given v3’s choice, v
will take vs as the next-hop. Given wvs’s choice, v; should
take v as the next-hop, because §(ps) < §(I1 o lo o Ps). This
contradicts to our assumption that vy takes vy as the next-
hop. In the second choice we then assume that v; takes vs
as the next-hop. Given v;’s choice, vs will take v; as the
next-hop. Given v3’s choice, vy will take vy as the next-hop.
Given v9’s choice, v should take vy as the next-hop, because
0(l1 0 pa) < &(ps). This contradicts to our assumption that
vy takes v as the next-hop. As we can observe that in both
choices, we all end up with contradictions. Therefore, node
v1 keeps changing its routing table’s configuration again and
again, no stable status will be achieved. This is called route
oscillation, another name for forwarding loop within distance-
vector routing.

For both routing approaches, no in-tree can form and there-
fore the correctness of routing protocols cannot be guaranteed.
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V. ROUTING ALGEBRA FOR GROUP-BASED TRUST
ENVIRONMENT

A. Motivating Example

Consider a disaster recovery scenario where the local police
force may need to coordinate with fire fighters, military forces,
and medical crews by sharing information and communicat-
ing with each other regardless of the particular networking
protocols that each group uses. See Fig. 8 for an illustration.

Obviously, different groups (indicated by different colors
in Fig. 8) may have different rules to evaluate and handle
trust. Therefore, different trust metrics may be adopted and
combined with different trust-based routing protocols. Now
node v; as a police wants to communicate with node vy, a
doctor, through the most trustworthy path. Multiple questions
naturally arise for this task. For example, how does node v;
evaluate the trustworthiness of path p; and po, when links
along each path are measured by different trust metrics? How
to compare p; with po? What kinds of operation rules do the
nodes connecting different groups (like vs, vs, vg and wvig
in Fig. 8) need to follow in order to ascertain that there are
no loops in hop-by-hop routing? Or under what conditions is
the path formed by the next-hop selections of all intermediate
nodes the most trustworthy path as defined by the source node
v1? All these questions call for a unified framework to enable
the analysis of end-to-end communications over nonuniform
WANETS governed by distinct trust metrics.

In this section, we consider a group-based trust environment,
where multiple groups coexist in a WANET. Each group 7 can
be modeled as one routing algebra A; = (R;, ®;, ®;,0;, 1;, ;)
defined in Section IV. The problem here is how to perform
end-to-end trust-based routing across multiple groups. To be
more focused, we make the following simplifications here:

1) We assume each group is in a uniform trust envi-
ronment, i.e., there exist uniform rules for the direct
trust establishment and indirect trust inference in each
group, and these procedures are independent among
different groups. Interactions between different groups
only happen in the path selection phase.

2) We assume all groups use the same kind of routing
protocols, either distance-vector or link-state routing
protocols. The problems arise from the inter-operations
between two kinds of routing protocols are irrelevant to
trust metrics, the theme of this paper.

In previous section, we utilize routing algebra to study the
correctness and optimality conditions for trust-based routing
in one group. Our key observation here is that the problems
involved in multi-group communications are all related to
conversions of trust-based routing metrics between different
groups. Therefore, based on previous results, the problems
of correct and optimal routing in multi-group environment
can be more specifically reformulated as the following: what
conditions must the conversions between different routing
algebra satisfy in order to guarantee the correct and optimal
end-to-end trust-based routing?

B. Problem Formalization

We first formalize the notion of conversions between differ-
ent routing algebras.

Definition 7: [Conversion Function] Given k + 1 routing
algebras A; = (R;, ®;,®;,04,1;,6;) for i = 0,1,k as
defined in Def. 6. Routing algebra A, is called the host
algebra, if all paths across multiple groups will be measured
using the labels in Ry. Correspondingly, routing algebra A;

Fig. 8.

Trust-based routing across multiple groups.

(j #0) is called the guest algebra, since the label of a path
p in group A; will be converted to that in the host algebra
before path p can be utilized by other groups. We define two
conversion functions between Ao and A; as:

(1) Bo—j = Ro = Ry; (2) Bj—0: Rj — Ro.

Next, we show how to model basic inter-operations between
host algebra/group Ay and guest algebra .4; by utilizing
conversion functions. We only consider two groups here. It
is straightforward to extend our discussion to more groups.
Refer to Fig. 9 for an illustration. Here, node v,, belongs
to both groups, and acts as bridge router to connect two
groups. Node v,, finds a path, say p,, 1, to the designation
node v; in group A;. Let the label calculated by v, for
path p,, 1 be 61(pm,1). In the distance-vector routing, node
v, needs to advertise the information about path p,, 1 to its
neighbor, say v,,41 in group Ag. The label 61 (py,,1) cannot
be directly used because for v,,11 label d;(py,,1) belongs to
different trust metric set 21, which cannot be understood and
further processed by v.,,1. Therefore, v, need first convert
01(pm,1) into B1-,0(01(pm,1)), i.e., the trust metric used in Ry.
Note that, we assume the trust inference process is performed
in each group independently. Therefore, node v,,+; has no
indirect relationships with nodes in group A; except v,,. The
label of path pp,411 = (Um41,Um) © Pm,1 can be simply
calculated as 9o (Pm+1,1) = Tm+1,m®0B1—0(01(Pm,1)), where
Tm41,m € Ro is the label of link (vy,11, vy, ). For link-state
routing, source node vy need calculate the label (i.e., trust met-
ric) 8o(pk,1) € Ry for the whole path py 1 = pg,m ©Pm,1. This
path can be separated into two parts: subpath py, ., with label
00(pk,m) € Ro and subpath p,, 1 with label 61(pm 1) € Ri.
Since two labels belong to different trust metric sets, they can-
not be directly compared or combined. By utilizing 51—, we

can simply compute o(pk.1) = 60(Pk.m) ©0 f1-0(01(Pm.1))-

6(Pin) 2= =270~ B (8 (P,
0 Ae ‘ \ I o(l( 1)) o
51(17”,\1) :—';.”

Fig. 9. Concatenation of paths from different groups.

Two important observations can be made through this ex-
ample. (1) Although there are three operations defined in each
routing algebra A;, i.e., ®;, ®; and J;, only ®; involves in
path label calculations across multiple groups. Therefore, the
interactions between conversion functions and ®; operators
will play a key role to determine the properties of the whole
system (with multiple groups). (2) If we abstract each path
contained in one group (like paths py, ,,, and py,, 1 in Fig. 9) as a
generalized link, from the view point of group 4, conversion
function (31 assigns each generalized link from other groups
a new (generalized) link label. The principles established for
one group obviously apply here. Conversion functions can
not be arbitrary: in order to guarantee the correctness and
optimality of trust-based routing across multiple groups, some
constraints on them must be imposed. To characterize those
constraints is what we will do next.
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C. Conditions for Correct and Optimal Routing

Conversion function pair (-0, 50—,;) represents relation-
ships between host algebra A and guest algebra A;. Here we
first consider the following properties of conversion function
pair, which will be used to analyze the correctness and
optimality of trust-based routing across multiple groups. Recall
that for every routing algebra A;, a canonical pre-order <; can
be naturally introduced from &;. We define:

(1) Function pair (8;—0, Bo—y;) is guest-order-preserved if

. VTG, Ty ER(), if Tq <0 Ty WE have ﬂo_,j (’I’a) $] ﬂo_,j(rb).

(2) Function pair (80, So—;) is host-order-preserved if

o Vry,rp € R, if 74 <, 7, we have 8;_0(rq) <o Bj—o(rs)-

o VreRo,m <0 Bj—o (Bo—;(r))-

(3) Function pair (3.0, 50— ;) distributes over & if

e fj_o is bijective and By_.; = 3.,

o Vro, 1 €Rj, Bio(ra ®; 1) = Bj—o0(ra) ®o Bj—o(rs)-

e Vry,m € Ry, ﬂo—»j(Ta ®o0 Tb) = 50—»;‘ (Ta) ®j ﬁ()—»j(rb)~

To facilitate our analysis, we define a universal routing
algebra A = (R, ®,®,0, 1,6, <) upon Ay and A;, where

e R=RyUR U -+ URy

e ®: RXR+— Ris a function such that Vac R;,bc R; :
a®;b if 1=,

Bi—j;(a) ®; b otherwise.
As we discussed before, @; and J; never involved in path
calculations across multiple groups, which means operands of
@ or ¢ are always the same. Therefore, we define:

e a®b=a®;bif a,b € R;,

e 0(p) = 6;(p) if the whole path p is in group A;.

For A, < cannot be introduced from @, and therefore should
be defined independently:

e < is an order relation over R such that Va€ R;,be R; :

s a<y;b
asb= { Bi—o(a) <o Bj—o(b)
Given <, 0 and 1 is defined as follows:

o 0 € R such that Vae R—{0},a < 0,

e 1€ R such that Vac R—{1},1 < a.

Based on above discussions, we have the following results:

Lemma /: Order relation < defined in universal routing
algebra A is a total pre-order over R if all pairs (3;_0, 50— )
are host-order-preserved.

In the universal routing algebra .4, the correctness and
optimality conditions for R and ® can be transformed to that
for conversion functions, ®; and R;. Utilizing the properties
of conversion functions characterized above, we can obtain the
following results.

Theorem 3: Given k + 1 routing algebras A; (:=0,---, k)
and conversion function pairs (5;—.0,00—;) (G = 1,---,k),
a distance-vector routing protocol R is guaranteed to be
correct across multiple groups if (1) R is correct in each
routing algebra; and (2) all pairs (3;_.0, B0 ;) are host-order-
preserved. A distance-vector routing protocol R is guaranteed
to be optimal across multiple groups if (1) R is optimal in
each routing algebra; and (2) all pairs (8.0, fo—;) are host-
order-preserved and guest-order-preserved.

Theorem 4: Given k + 1 routing algebras A; (:=0,---, k)
and conversion function pairs (59, 5—;) (j=1,--,k), a
link-state routing protocol R is guaranteed to be correct and
optimal across multiple groups if (1) R is correct and optimal
in each routing algebra; and (2) all pairs (3;_0, 50— ) are
host-order-preserved, guest-order-preserved and distributive.

Due to space constraints, detailed proofs of above results are
omitted here and can be found in our technical report [23].

a®b2

if i=75,
otherwise.

VI. CONCLUDING REMARKS

In this paper, we develop a formal framework and theory
to investigate the correctness, optimality, inter-operativity of
trust-based routing protocols for WANETs. Our results ob-
tained here can be extended in two ways. (1) For indirect
trust inference problems, we only consider the situation when
all trusts in a WANET are transitive. When transitive and non-
transitive trust coexist in a WANET, a new algebraic structure
for a combined trust metric is needed and consequently new
algorithm should be designed to infer indirect trust under non-
transitive trust constraints. (2) From routing’s point of view,
in our framework we only consider topology-based routing
protocols. We can extend our study to location-based routing
like geographic routing, which is popular for WANETSs. Also
in this paper we restrict ourselves to unicast routing. Obvi-
ously, the trust metrics for multicast, broadcast, and anycast
are totally different from that for unicast, and the concept of
path selection will be replaced by tree selection. Therefore,
these topics should be further investigated.
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