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A Trust-based Privacy-Preserving Friend
Recommendation Scheme for Online Social
Networks

Linke Guo, Member, IEEE, Chi Zhang, Member, IEEE and Yuguang Fang, Fellow, IEEE

Abstract —Online Social Networks (OSNSs), which attract thousands of million people to use everyday, greatly extend OSN users’ social
circles by friend recommendations. OSN users’ existing social relationship can be characterized as 1-hop trust relationship, and further
establish a multi-hop trust chain during the recommendation process. As the same as what people usually experience in the daily life,
the social relationship in cyberspaces are potentially formed by OSN users’ shared attributes, e.g., colleagues, family members, or
classmates, which indicates the attribute-based recommendation process would lead to more fine-grained social relationships between
strangers. Unfortunately, privacy concerns raised in the recommendation process impede the expansion of OSN users’ friend circle.
Some OSN users refuse to disclose their identities and their friends’ information to the public domain. In this paper, we propose a trust-
based privacy-preserving friend recommendation scheme for OSNs, where OSN users apply their attributes to find matched friends,
and establish social relationships with strangers via a multi-hop trust chain. Based on trace-driven experimental results and security
analysis, we have shown the feasibility and privacy preservation of our proposed scheme.

Index Terms —Privacy, Online Social Networks, Trust, Social Relationship

O

1 |INTRODUCTION [5], and profile leakage [6].

Online Social Networks (OSNs) provide people with an easy We consider an example that Alice wants to f|n_d a c_ardlol-
way to communicate with each other and make new friends@gist over some professional OSNs, such as PatientLikeMe
the cyberspace. Similar to what people usually do in rea liffor helpful suggestions and preliminary diagnosis. On the o
OSN users always try to expand their social circles in ordBand, directly asking recommendations to strangers or a non
to satisfy various social demands, e.g., business, leisue close friend not only reveals Alice’s identity, but also eals
academia. In such cases, OSN users may ask for the help fiph health condition and medical information. Even wonse, t
their existing friends to obtain useful feedback and valeapditional recommendation approaches [7], [8] applying titgn
recommendations, and further establish new connectiotis wiP récommend strangers will disclose OSN users’ sociat rela
friends of friends (FoFs). As several works [1], [2] indiest tionships to the public, which impede patients from utigit,

the social relationship on the OSNs is an asymmetric conte®?d also decrease the possibility of establishing the rhoji
aware trust relationship between two friends, by which wigust chain if one of OSN users on the chain returns a negat_lve
consider the possibility of establishing a multi-hop traisain  "esult. On the other hand, current approaches cannot &chiev
two strangers by using existing 1-hop trust of existingrfde the fine-grained and context-aware resul_ts automaticailg,

on the OSNs. However, the recommendation process pogéghe fact that OSN users have to determine the recommended
several crucial privacy breaches in the cyberspace, suchffgnds based on their own judgements on the recommendation
OSN users’ privacy concerns regarding their identities af/€ry- As in our example, Alice would like to ask for help from
social relationships, as well as the recommended infoomatin€r friends who work in a hospital, but not a truck driver. To
during the information exchange, all of which should be weffvércome the above issue, we consider the possibility oigusi
addressed. Otherwise, it would be very easy for malicioGSN USers’ social attributes to establish the multi-hopsttru
users to perform serious cyber and physical attacks, suchCh&in based on each context-aware 1-hop trust relationship
identity theft [3], [4], inferring attack on social relatiships where most of trust relatllonshlps are formed and strengtthen
by the shared social attributes.
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identities, attributes, as well as their social relatiapsh ~ Our Contributions: Our major contributions are summa-
Fonget al. [11] propose an access model that formalize antzed as follows:

generalize the privacy preservation mechanism for Fadeboo , We utilize OSN users’ social attributes and trust rela-
Carminati.et al. also propose an access control mechanism for  tionship to develop the friend recommendation scheme in
the information sharing in web-based social networks #a.k. a progressive way while preserving the privacy of OSN
online social networks) in [12], which jointly considerseth users’ identities and attributes.

relationship type, trust metric, and degree of separatidhé  , We use OSN users’ close friends to establish anonymous
policy design. The major difference between their schentk an  communication channels.

the work in [11] and ours is that they use the decentralized, Based on the 1-hop trust relationships, we extend existing
architecture for the access control, which may incur paént friendships to multi-hop trust chains without compromis-
security breaches, like fabricating identity, attribytasd trust ing recommenders’ identity privacy.

information. Along this line of research, Squicciaretial. in « Our trust level derivation scheme enables strangers to
[13], [14] use game theory to model the privacy management obtain an objective trust level on a particular trust chain.
for content sharing, which has the smiler idea as our design, Extensive trace-driven experiment are deployed to verify

in terms of providing privacy for social profile and attribst the performance of our scheme in terms of security,
In particular, their work in [14] can provide automatic asse efficiency, and feasibility.
policy generation for users profile information. Mislos.al. The remainder of this paper is organized as follows. Section

in [15] discuss the possible inference on user profile basgqnoduces our intuitions and preliminaries on the pregbs
on existing relationships, which also could be a very poulerfscheme. We describe the system and security objectives in
attack on identifying real identities using user attrilsute  ggction 3, along with the adversary model of our scheme. The
Trust Management: Comprehensive surveys [16]-[18] onyranased scheme of the trust-based friend recommendation i
trust and reputation systems for online service provisiod 8 esented in Section 4, followed by the scheme evaluation in

mobile ad hoc networks describes the current trends and-dev&, .tion 5 and Section 6. Finally, Section 7 concludes thepap
opment in this area. In the most recent survey [19], Sherchan ’

et al. summarize the trust management in social networks in
three aspects, trust information collection, trust ewidumea PRE_L'M'NAR'ES
and trust dissemination. They also discuss the propagati4d Motivation

property of trust, which can be used to create trust chainge first highlight our motivation on the trust-based multi-
In our scheme, we assume the existence of propagative tiigp recommendation process. To expand their social circles
among OSN users as the same as in [2], [20], [21]. In additiogy find a particular user, they may use their existing trust-
from the same source, we are along the line of discussing #sed friendships to help recommend friends. Traditional
context-specific or context-aware trust between OSN users,approaches, like ID-based recommendation, recommend a
that we can leverage it for establishing multi-hop trustichafriend by returning a binary answer, “yes” or “no”, which
for users with specific attributes. Ligt al. propose a peer-to- jower the possibility of finding friends of friends (FoFs).
peer architecture for heterogeneous social networks i, [2Brom the perspective of social networks, most of this type of
which allow users from different types of social networks tgchemes will fail to extend friendships more than two hops.
communicate. The proposed architecture also highlightst tr To increase the possibility of reaching more FoFs, we may
management in different types of professional social net8/0 have to establish the multi-hop chain for the recommendatio
Friend Recommendation: In terms of discovering friend- |n corresponding with the observation from sociology, the
ships, Daly and Haahr in [23] discuss the establishment gémophily phenomend@1]-[33], OSN users may have social
friendship chains using social attributes. Similarly, Gfend relationship with each other based on their shared atéribut
Fong in [24] use trust factor in collaborative filtering (CF)Contrary to the ID-based recommendation, a viable solution
algorithm to recommend OSN users on Facebook, where thgyo use each user’s social attributes for the recommesnati
analyze the similarity based on users’ interests and ate#h which will help OSN users search friends in a progressive way
One of their following work [25] has the same idea, but tryhus, our scheme is trying to help OSN users recommend FoFs
to use data mining approach to gather users’ information g the increased number of identical attributes hop-by-hop
input to CF algorithm for recommendation. In [8], Dhekangnd establish a multi-hop trust chain between two unknown
and Vibber discuss the friend finding problem on the Feddratgsers after the recommendation.
social networks. However, the above works fail to consider
users’ privacy concerns on both identity and their social
attributes. ' )
Privacy-preserving profile matching: Li. et al. [26] pro- 2.2.1 Central Authority
pose a privacy-preserving personal profile matching scheniéhe central authority (CA) is a fully-trusted infrastructu
for mobile social networks, by using polynomial secret shathat stores users’ social coordinates in its storage. lise a
ing. In [27], Dong et al. design a secure friend discoveryresponsible for system setup and generating public/grivey
scheme based on verifiable secure dot product protocol girs to OSN users in the system. In our scheme, we require
using homomorphic encryption. Due to their distributed agn always-online CA to provide the recommendation service.
proaches, both of the above schemes lack of the ability to
prevent active attacks when users change their attribates2t2.2 Trust Level
satisfy the query requirements. Our previous papers [38}- The trust level in our system is defined as the reliabilitystru
also discuss the private matching schemes in eHealth/rttHegd 6] with propagative property, and it is a numeric value
systems. T € [0,1] between pair-wise OSN users, wheredenotes

2 Definitions and Assumptions
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lowest trust level and represents the highest level with full
trust, respectively. We will us€’,, ,, to denote OSN user
u1's trust level onus. This property denotes that the end-
to-end trust relationship can be derived based on each link
value [34]. Note that the trust level in this work is also
defined as context-aware trust, in the sense that OSN use
will forward recommendation to different friends based on
different context-aware queries. Here, the use of coraesxtre
trust is as the same as our basic motivation by using atéribut
based recommendation, like forwarding request for seagchi
a doctor to someone who is a nurse.

Central
_ Authority

O Querier

A::) Destination User
@ 1-Hop Friends
@ Strangers

———mw Recommending
-4 — » Multi-hop Friends

Fig. 1. System Model.

2.2.3 Roles of OSN users

For the ease of description, OSN users are given differées$ ro
in our scheme.

3.2 Design Obijectives

« Querie(Q): users who initiate the friend recommendatioRUr privacy-preserving friend recommendation schemelshou
process. achieve two main objectives:

« Friend(F): users who are 1-hop away from each other « Trust-based Recommendation
with established friendships. The multi-hop trust chain can be established by 1-hop

« RecommendéR): users who are strangers to the querier trust relationship between pairwise OSN users. Subjec-
and willing to help the querier discover anonymous trust  tive trust levels impact the recommendation performance

chain. between two OSN users.

« Destination usgD): the one that the querier is looking « Privacy Preservation

for.

We note that the roles of friend and recommender will be
interchangeable in different stages of our scheme. However
from the aspect of the querier, he/she has only one 1-hop
friend on one particular trust chain, but may have multi-
ple recommenders depending on the recommendation results,
where they are strangers to the querier. Meanwhile, OSNsuser
can bilaterally communicate with each other only if they are
friends, while they fail to exchange information if they are
strangers.

2.2.4 Social Coordinates

In our system, each user has a unique vegtor {0,1}" to
represent his/her social attributes, e.g., age, gendiigtain,

— Social coordinate privacySince OSN users are rep-

resented as unique sets of social coordinates, directly
revealing one’s social coordinate vector would leak
his/her social privacy and further compromise the
identity privacy. We requires that both the recom-
mendation and trust level derivation process cannot
reveal OSN users’ social coordinates.

Identity and network address privady requires that
the identity and network addresses of both the querier
and recommenders will be hidden from each other.
Trust level privacy We treat the trust level as pri-
vate data since it potentially reveals information on
friendships and personal social circles. It requires
that the trust level between two 1-hop friends cannot

be revealed to others during the recommendation
process.

etc, where we name it as social coordinate, ansl the length
of the vector. The central authority defines a public attetzet
consisting ofd attributes,{A;, Az, ...A4}. In each attribute,
CA assigns a unique vector to represent the attribute val@ez Threat Model
e.g.,0010 denotes the user is a student, whil#)0 a faculty. Th
Then, recommenders can use the results of the dot-prwéc
of two vectors to determine the similarity on attributes. We
assume that users’ social coordinates used for compareng t
similarity would uniquely identify one particular user. the
following sections, we generally usé instead of using4; to
denote an OSN user in our scheme.

threat model defines adversaries and their possiblkatta

he proposed scheme.

L Type | adversary: They compromise OSN users’ identity
information and social relationship, and publish to the
public domain.

- The adversary steal OSN users’ identity information
and further launch attacks to their social relationshigs an
trust levels. To achieve these, they can collect and learn
the information regarding the particular trust chainshsuc
3.1 Network Model as previously used pseudonyms and messages exchanged

We first give a brief introduction to the network model of the ~ PEtween friends. Moreover, adversaries can inject bogus
proposed scheme. As shown in Fig. 1, apart from OSN users, data_or block users’ messages, which tries to prevent the
we have a central authority (CA) which is responsible for ~ dueriers from obtalnlng the correct aggregated trust level
parameter distribution. The basic assumption of our ndtwor 2- Type Il adversary: This type of adversary uses known
model is that there exists secure communication channels MAC and IP addresses to track OSN users during the
between CA and each OSN user. The secure channels can 'écommendation process. _

be set up by some authentication and key exchange schemes - When OSN users recommend friends based on the
[35], or by physically using encrypted phone or email. This ~ dueéry, the type Il adversary tries to obtain their actual
assumption guarantees the confidentiality of the inforomati

distribution from CA.

3 SYSTEM MODEL
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MAC and IP addresses, and it may to further use thisin-_ - _______________________________________.
formation to locate or track the real identity of particular !
OSN users. ; e DR
3. Type lll adversary: They launch impersonation attacks ° p:;m, .
on honest OSN users and deviate the recommendatio: D/””"’“”on
process. :
- Adversaries forward recommendation queries to some- System Iitiation
one that does not satisfy the querier's requirements ort ~~ " "7
even drop the querier's requests. Especially during the]
trust level derivation process, they can prevent querier:
from knowing the correct results.
4. Type IV adversary: Adversaries fabricate their own 3
social coordinates and social relationships, which may
cause the incorrect recommendation.
- They will claim they have some required social co-
ordinates as well as particular social relationships with
some OSN users who are more similar to the query in- :
formation. They can also change their social coordinates;
for malicious purposes, like compromising specific user
or obtaining the requirements of some users. In addition
they will compromise honest OSN users’ social attributes
via their coordinate vectors.
We exclude several attacks according to our design 0'1_3.- 2. System Diagram.

le——Tr

jectives and assumptions. Due to the subjective values oY
trust levels, we prohibit users from changing it depending o
the query and recommendation results. We also exclude 5{15 1 System setup
attack launched by a global observer. For a large-scalalsoci’ ™ ) i )
network, it is infeasible for a particular user to monitoeth 0 Perfectly hide the identity and network address (IP or MAC
whole network except the central authority. Collusioncktis 2ddress) of an OSN user, we a_ssumeceach OSN user has a
also prohibited in our system because the trust relatipssirie Certain number of fully trusted friends;p,, which will not

based on each hop, where users’ identities would be revedig§e@l @ny secret information of a user with the particular |
if 1-hop friends are involved in the attack. The assumption satisfies the circumstance in the real life or

OSNs with secure channels. For example, people may have
several closest friends whom they fully truEfD C Fip. In

4 SYSTEM DESIGN order to hide the network address and identity, users cae rou
4.1 Overview their packets to the destination via a specific trusted drien

We first give a brief introduction to our proposed schemé{‘d thereby hide their identities with the help of their elos
The main design goal of our scheme is to help OSN usdfgnds. ) ) )
securely establish trust relationships with strangersviti- We first list the notations in Table. 1 and describe system
hop recommendation process. By leveraging existing 1-h8Btup of the proposed scheme. Before the scheme runs, CA
trust relationships, the proposed scheme enables OSN u§s&gns the ID-based public/private key pairs to each user
to extend their social circles while maintaining their idgn N the system. The parameter generation procedures are as
privacy. For example, imagine Alice(Q), is looking for gollows, and we adopt the scheme in [36]:
cardiologist on a medical OSN as shown in Fig. 1 and Fig.2. 1. Input the security parametérto the system and output
However, all of her 1-hop friends (Eve and Frank) do not @ public parameter tuplg;, G1, G2, e, g, H).
have the corresponding candidates to recommend. Fortynate 2. Randomly select a domain master segret Z; and
one of her close friends, Bob(F), who worked in a hospital ~ calculate the domain public key @s., = <g.
recently, recommends to Alice his best friend Carol(R) fawhere e is a bilinear mape : G; x G2 — G which
further information. Then, Alice’s unknown stranger, darohas the properties obilinearity, computability and non-
helps her recommend a cardiologist, David(D), who is ategeneracy{36], [37]. CA publishes the domain parameters
acquaintance of Carol. Finally, although Alice and David atuple (¢, G1, G2, e, g, H, gpus) and keeps confidential, where
strangers before the multi-hop recommendation procesy, tiH (-) is defined before ad7(-) : {0,1}* — G1, andg is
are connected and form a trust chain via 1-hop friends. a generator ofG;. Given a specific publidD < {0,1}/,

CA distributes the public/private keypk;p/sk;p) pair as

: : : : . H(ID)/s-H(ID).

4',2 Prlvacy—prese.r\./lng Friendship Establllshm.ent . En o)lfr sch(emé, OSN users enable their close friends to
Different from traditional ways to establish friendshipge ,ce their assigned pseudonyms in the communication instead
design a privacy-preserving approach to set up the trygtreq |Ds. Similar to the approach proposed in [38], [39],
relationships between two OSN users. In,what follows, weych OSN user assigns a set of collision-resistant pseagony
describe our approach by leveraging users’ closest friet&l s, nis/her close friends to guarantee the anonymity during
to enable the communication in a privacy-preserving way. yecommendation process. We continue to use the previous

example to describe the parameter distribution process, an
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TABLE 1

. ) 4.2.3 Privacy-preserving Anonymous Communication
Main Notations

After giving the corresponding pseudonym sets to close
friends, OSN users within 1-hop can initiate the anony-

Notation Description S . .
mous communication. For privacy concerns, we design

Fu, FS Friend set and the closest friend set of a user the following scheme to hide users’ identities during the
U _ recommendation process. Suppose Bob issues Alice sev-

PSu.i Pseudonym set that the userassigns to user eral parameters for Alice to contact Bob in the future:
¢ Epko (PSF.Q), exD, 0skp (Epko (PSE.Q)||exp), where E(-)

K o pkqQ F.Q), €TD, Oskpr \Lpkg F.Q D)
PSus gsns?gr?; hera gs:lf?;?/srz 't|hat the user  genotes the ID-based encryption scheme. Note that the
Pk /ska Useru or pseudonym’s publi'c and private key pseudonyms in the set will be arranged in a random order

pair concatenated with each other, which is denoted|aghe

H, O, H, Cryptographic hash function “exp” represents the expiration time for tHeSr g, in the
S, Su Userw's master secret selected by CA, where Sense that if the expiration time passes, the friends carset
S Su € Z, the original pseudonym set for establishing the anonymous
Tuy .ug Trust level commitment that; evaluatesu: communication. Since the users in the OSNs need to obtain
Wiy oy The certificate that useu; issues tous for  friends’ names for communication, we cannot hide users’
storinguy's encrypted social coordinates IDs when they initiate the friendship establishment. To som
iﬁlg Egzrgz(:ﬁ?gﬁ;tcggfoﬁen%tgu%l:iigu\llector extent, the reason that we implement the social approach
B.. Bus User u invertible matrices used to generate for anonymous communication is to hide the identity and

encrypted social coordinate network address during the recommendation procedure, not
in the initiation step. Thus, exposing the real identity fist
stage does not impair users’ privacy.

for the ease of description, we uggquerier) andF'(1-hop

friend) to represent Alice and Bob, respectively. In adufiti T T Y /4/3",4_ Close Friend

to the scheme in [36], Alice gives to her close friends G 77 7 "1 O () End User

set of collision-resistant pseudonynS.; = {PS§ ;|1 < 3 74 27  ‘<_/| —» Information Exchange
k < [PSq.al,t € ]—‘g} and the corresponding private keys T - <& — = Successful Verification

as Sk'ng_i = {Skj'pgai} = {gQH(PSg)i) S G1|1 < Kk <

[PSq.il,i € FS}'. Note CA distributes the public/privateFig. 3. Anonymous Close Friend Authentication

key pairs of the pseudonym sets to each valid OSN user

andqqp € Z, is the master secret selected by CA for Alice. In the following, we present a pairing-based anonymous
Therefore, the close friend.: selected by Alice stores theclose friend authentication scheme as shown in Fig. 3. Here,
public/private key pairs of a set of pseudonyms for providinwe define a global hash functidi(-) which maps an arbitrary

anonymity for Alice. inputs to a fix-length output. The process is as follows:
_ _ _ 1. Q—Qj: Epg, (PS%.Q”S]CPS%‘Q), exp,oq
4.2.2 Trust-based Friendship Establishment 2. Qj— Psgi . PS$ 0 m1,00.;

Similarly, as a friend of Bob, Alice also obtains a set 5 PSE. Q. PSY. ny, ®p.0 = H(nlne|0]|Ks.)
of pseudonyms to ensure anonymous communication dunng s 3 e PR '
. . . Q.= PSL, : ®o 5 = H(ni||na||1]|Ka,s)
the recommendation process. However, different from CloseNote 0j e 3__C o one of the close friends of Alice
: Q

friends, we require OSN users assign different trust Ievelsd - is the corresponding ID-based signature. TH@

T 1 h one of their 1-hop frien n fineam ; : :
€ [0, 1] to each one of the op friends and define a ses PS¢, as its own pseudonym to authenticate himself

Q* — Z, that maps the reliability trust level to an integer o . X .
Z4. We apply Pederson commitment [40] scheme to prese&:e one Qf the pseudonyrgs tha_t Bc_)b gave to AI!ce during
ine previous step, e.gP’Sy; which is one of Bob's close

the trust level between pair-wise OSN users. CA additignall’’ ) 3
chooses a set parametépsg, h) and distributes them to OSNfriends. When the trusted user which behaves /&8, ;
users, wherep is a large prime and usually is 1024 bitsf€ceives the packets, he/she will derive the session key as
g € Gy, h=g* mod panda is a private parameter selecteds,« = ¢(H(PSf.g), skpge ). Then PS},; sends back the
by CA. Once Bob accepts Alice as his friends, he issues H@lculated®s , which includes the session key. Upon receiv-
a commitmentr, = g’ h* based on the trust level that Bobing the packets().;j derives thek, s and checks whether
evaluates on Alice, wherec Z, is a random number selected®s , = H(n1||n2||0||Kq,5), Since we can determine the
by Bob. Moreover, Bob stores the commitment for respondirggjuation as follows,
gueries or recommendation requests from Alice, in the sense o 5
that Alice or her friends may use pseudonyms to communicate pa = e(H(PSpq) srH(PSE;))
with Bob, but they need to show the commitment so that Bob = e(spH(PS2 ), H(PSY ) = Kap-
can ensure the trust relationship established with his fd-ho
friend, Alice. Besides, the hiding property of the Pedersdhccordingly, Q.j knows thatPSy,, is Bob's friend as well.
commitment scheme guarantee that as a trustee, Alice is hobrder to authenticat€.; to PS?_i, Q.j returns®,, g back.
able to uncover the trust level given by Bob. PSJB” can computeﬁ(n1||n2||1||ICB7a) and check whether it
_ _ o equals to the received packets which incluégss. Therefore,

1. If X is a set,|.X| means its cardinality; ifX" is a number|.X| denotes y5 QSN users are able to mutually authenticate and securely

the length of bits representing the number. . .
communicate with each other.
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4.3 Trust-based Friend Recommendation 1. R— F:Ep,. (Yrr) exp, oskn(Epkr (Yr.F)||exp)

The trust-based friend recommendation includes two major2- I* — C'A: Cert.Req, Vg, ex

subprotocols, secure social coordinate matching anddrien 3. CA — F': Cert.Resp, 351/‘% ,552/‘[13]

recommendation process. Based on the matching resuler (inn

product) of social coordinates and established trustioglat Algorithm 1 Secure kNN Scheme

ships, recommenders determine their recommendation demjl__-

sion on whether continue to query their friends or not. )

4.3.1 Secure social coordinate matching

To achieve the secure social coordinate matching, we apply
the secure kNN scheme in [41] and modify it as shown in_

Randomly choosén + 1) bit vectorS

Randomly choosén + 1) x (n + 1) invertible matrices
Bl; BQ

Extend column vector to (n + 1) dimension

if 1<k <nthen

Algorithm 1. In our scheme, users’ social coordinates can bé: IsetA[k] = Alk]
formed into a set of binary vectod. Binary vectorQ is the - € SseetA K — —0.5/|.42
social coordinate vector that contains query informatwamich e end if [k] = —0.5[|A7]|

can be any possible user’s unique social coordinate in thé. OS
Note thatQ[k] € {0,1} has the same definition a4[k]. _
We define the degree of similarity as the inner product of thJeO:

9: Extend column vecto® to (n + 1) dimension

if 1<k <nthen

above two vectorsP = A - Q. At the beginning of Algorithm _ IsetQ[k;] = QlK]
1, CA selects a secret paramefeand two invertible matrices 12: € set Skl — 1
B, B, for each user as shown in Ln. 1-2. From Ln. 3-15, C Y, en?jeifQ[ =

creates the extended vectass and Q for the user’s social
attributes and the queried vector, and further embeds arand’
numberr to secure the confidentiality of the matching results
‘P. Based onS, By, andB,, CA encrypts extended vectors
as{BT A, BT AP} and Q?} as{B; 'O, B; ' QP!} from
Ln. 16-24. The final matching result can be derived in Ln. 258
Encrypted Social Coordinate Distribution: As an OSN

5. Extend Q to (n + 1) dimension Q, set the (n + 1)

dimension ad, r > 0, scaleQ as(rQ,r)

16: if S[k] = 0 then

set AN (k] :quj], .4[2] [k] = ALk] - -
Random se@!"/[k], QP![k], let Q1 [k]+ QR [k] = QK]

Random set[k], AP (K], let AN [k]+ AP K] = A[k]

19: else

user, he/she needs to obtain his/her 1-hop friends’ soci ~ -
coordinates so that he/she can perform the above matcrg%d en?jeitfgm [k] = Q[k], QPI[x] = QK]
operation to derive the “best” matching friends. We ask CA t6= - . - .

generate and distribute encrypted form of users’ sociatdieo 2% Encrypt{{l%ﬂ, 4[;]]} as{BiJlél[_l[]l,] Bgﬂp%]

nates to OSN users. We suppose both Bob(F) and Carol(R) afe Encrypt{QT *’[1]9 }Ta,s[iBl Q ;[5’2 Q ,}[2]

satisfied with the establishment of friendship, in the sehae 25 feturn {B; A%, B; A%}-{B, Q1. B, QF}=rAQ -
Alice is able to query Bob for the recommendation on Carol 0.5 A%]

in the future. Then, they mutually store each other’s enegyp

social coordinates. Assuming Bob is trying to add Caroldo it o, the other hand, when Alice wants to find a particular

friend list, the distribution process is as follows: (Caaddo gN yser say David, among all users in the system, apart

can follow the same procedure to add Bob as Carol's frienglym knowing the real ID, Alice should know the encrypted
respectively), where thé r 5 is a certificate that Carol gives g g coordinate of David in order to let Alice’s friendslie

to Bob, and it allows CA to issue the Carol's encrypted soCigl giscover and recommend the trust chain. Similar to the

coordinate to Bob. Note tha? will not reveal the specific 5p6ye process, we do not allow Alice to obtain the plaintext
value of trust level. Bob stores the encrypted social comes ¢ payig's social coordinate. So, suppose David(D) agrees
of all his 1-hops, which enables him to help recommenﬂnce(Q) to search himself

friends. TheCert.Req andCert.Resp are the header of each i

of the packets to denote that their purposes are for cetéfica = g% D gerigeq’ Eprp (@) t1; 0skg (Epkp (Q)[11)

request and response, respectively. As we assumed bellore, & 2 7 & Cert.Resp,

the communication between CA and each user of the system L#ke (CD.Q): 12, €2D: Ok, (Epkq (Cp.q)[[L2|lexp)

in secure channels are supposed to be uncompromisableWf}gre f1 and ¢, are timestamps in order to prevent replay

addition, once there is an update for a particular user, fall 8itack.- TheCred.Req and Cred.Resp denote the credential

his/her friends need to periodically update the encrypeeibs r€duest and responsép g is the credential that David issues

coordinate according to the expiration time, and this psecel® Alice, meaning that David allows Alice to obtain David's

can be done before the recommendation process initiates. €ncrypted social coordinate and search over the friendsein t
Query Initiation: Here, we consider two possible searcfyStém and derive the corresponding trust level.

patterns, social coordinate search and ID search, both ishwh , ) ,

can be done via current OSN service. First, we allow OSki3-2 Trust-based Privacy-Preserving Friend Recom-

users to search for a fuzzy identity without a specific 1D rsu¢nendation

as a user-defined social coordinate vector which represeBased on the intuition introduced in Sec. 2.1, we give the

the attributes of the user that they may look for, es., formal definition on our trust-based privacy-preserving-re

cardiologist, male, with more than 20 years work experiencemmendation process on the aspects of trust level and social

However, without involving the destination user’s consengoordinate matching results.

Alice only needs to create the vector and sets the thresholdDefinition 1: Given three users Alice(Q), Bob(F), and Car-

that meets her desired social coordinates. ol(R), Alice and Carol are 1-hop friends of Bob, but they are
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strangers without the existing trust relationship. Thetttevel Algorithm 2 Trust-based privacy-preserving friend recom-

criteria of recommendation process for Bob is mendation (pseudo-code)
1: for ¢ = 1 — max{hop} do
Tr.q = Tr.R, 2: if Pip1 < P then
whereTr g is Bob's trust level on Alice, and’r r is his trust els‘zbo”;

level on Carol, respectively. Note that the trust relatiops

3:

4.

5: R;(F) : Matchi t;
between strangers depends on the 1-hop trust. To extend @ = Ri(F) : Matching reques

7

8:

Ri(F) — Q : Return encryptedl r, (r).q;
Q — CA: CertificateCp.s, encryptedV¥ r, (r).q;
CA — Q : Social CoordinateBI}Lvl1 Q[[l)], ngQ Q[f)];

Definition 1, we require the following inequality is satisfie

Trr 2Tr.D, _ . - -1 5 g=1 2.
) ) ) 9 Q — Ri(F) : Commitmentrg,.0,B%, 95 Br..95;
such that Carol is able to recommend to Alice her friend Davigh. for j =1 — lfR’ﬁF)l do i i
after Bob recgmmends Carol to Alice. 11: M= {BITMJ‘_‘%\]-’ BJTm«‘_\gj}'{BELQ%], BEQQ[;]}
Definition 2: Suppose Alice(Q) has a query vect@rand 12: it Tr,.Ryvy < Thi.r,_, @ndM; < M;y1 then
initiates the recommendation scheme, given = A, - @ 13 Choosemax{M} and deriveP;;
which denotes thé-th recommender (includes 1-hop friend),14: Return R 1 as next recommender;
the criteria on the matching results should satisfy, 15: else ]
] 16: Choose anotheR; with lower M;
P, — Peya, if Poy1 =Py 17: end if
“= Y abort  otherwise 18: end for

_ _ o 1o R; — S : Riy1, pk/sk key pair, Commitmentr, , g, .
in the sense that the inner product of recommended friends): end if

social coordinates and the query vector should increase whei: end for
the recommendation process extends hop-by-hop. Therefore
Alice continues to extend her trust chain only if the next

recommender better match the current candidates. Otlerwisa before the encrypted social coordinate distributionteAf

she will abort the process and initiate the process from hgbb receives Alice’s query, Bob first verifies the autheniof

1-hop friends. the query vector. If the vector cannot be verified, he abbes t
Recommendation ProcessThe trust-based recommendaa|gorithm; otherwise, Bob checks all of his friends’ endeg

tion process should satisfy the above requirements, suth t§ocial coordinates stored in its local storage to compute th

the trust chain could be set up according to the matchindtresihner product of two vectors as follows,

s and the trust requirement. For the completeness, we Hescri

— T pli] gT 72l -131] g-15[2]
the whole algorithm pseudo-code in Algorithm 2. According M = {BpiAg,BrAR} {BrQp, BrQn}
to previous description, Alice is able to use the credetial = flg] . Q%] + A[;] : Q%]
to obtain David’s encrypted social coordinate. Besides;eAl = Ap-Qp =r(Ar-Qp)+L

should specify to CA that her 1-hop friends that she wants to

query, so that CA can issue the corresponding encryptedisotiere, we usedr to denote the social coordinates of all the
coordinate for the matching operation. Assuming the trugossible recommenders within 1-hop friendships with Bob,
relationships among Alice, Bob, and Carol sati€fgfinition e.g., Carol. Then, Bob ranks all of the matching resultaof

1, we give the privacy-preserving recommendation processascording to the linearity on bothand¢. However, based on

follows, the trust levels that Bob gives on his friends, he only regurn
1. Q—CA:FQ.Req,Cp.s,¥4.5,exp,t3 the candidates both have theax{M} and satisfy the trust
2. CA— Q: FQ.Resp, BCS}Q[[l)]v Bc_gé Q[[Q)],M level requirement irDefinition 1 Then, with the knowledge of

1501] pe1 A[2 r andt, Alice is able to deriveP; based on the returned’. If
3. Q@ = F': FM.Req, BQ}Q[D]’ Bos QP 15,00 the results satisfefinition 2 Alice repeats the same process
4. F=Q: FM Resp, PlvéEKF(\IIR‘F”eIp)’ to query Carol and further recommenders until discoverireg t

Eprq (PSk pllpke p/skk pllTr.F) t6, 0F destination user by observing the matching results. Rin#ll
Note thatK is a symmetric key shared between CA and eag) of the social coordinates are matched, the destinatien, u

each recommender’s certificate. After CA decrypts the féerti

cateV¥ encrypted byK, it returns the corresponding encrypte _

social coordil?lates based dnor rejects the guery ifgit expir[(;s.ql'4 Trust I__evel Pe”‘_’a“on

Then, Alice sends the encrypted social coordinates to Bsh4.1 Design Objective

After Bob returns the best matching result on all his friendehe basic requirement of trust level derivation processis s

to Alice, she sends the query to her stranger Carol and repeatrely collect the overall trust level based on each indiaits

the same process until she reaches David. value on the trust chain. According to the the assumptions in
Privacy Preservation Approach: To provide the identity the previous section, OSN users treat their trust levelshen t

and social coordinate privacy, we apply parts of the securéends as privacy and do not want to disclose. To solve this

kNN computation scheme [41]-[43] and implement severdllemma, we apply part of the scheme in [44] to derive an

modifications. We change the + 1)-th entry of every user’s overall value without compromising each user’s privateadat

social coordinate sefl to 1 instead of—0.5||.42|| during the Although there are numerous works discussing how to derive

dimension extension. The extended dimension of each quémg overall trust level based on each individual value, few

vector Q is changed toQ = (rQ,t), wheret is a random of them considers the problem of securely collecting withou

number selected by OSN users, and they need to réport revealing each value. In this work, we give a possible sotuti
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on securely collecting and deriving the average trust I[fM@, method [45] which requires time roughly square root of the

[34] on a particular trust chain. plaintext space. -
Then, Alice can derive the average trust level Bs=
4.4.2 Basic Construction >, Ti/(m + 1), which shows an average trust level on

In the previous recommendation process, to confirm thepecelhe trust chain. Given this approach, we can modify it into
of the next hop’s information and corresponding token, élic& more complex transitive trust metric defined in the literat
sends an acknowledgement packet back to each of the rec@fconsider it in a multi-path scenario, where OSN users ean b
mended strangers. Here, we extend the format of the origifiggched via different trust chains. We can assign parameter
ACK packet into< ACK, sid, 6?[;7@3327 >, where ACK is welght_s on different paths to achieve more reasonabletsesul
the header of the packetjd € Z is an sequence numberon deriving end-to-end trust level.
to guarantee the correctness of packet delivery,@bdis a
commitment used to certify the next hop recommender. For THEORETICAL EVALUATION
example, Bob verifies thelCK' packet from Alice and store 5.1 Security Analysis
€% for a record, in the sense that Bob knows that the reco
corresponds to the next hop OSN user, Carol. When an O
user sends Bob a packet with this record, Bob sends back
trust level back to him/her with privacy-preserving apmtoa
Note that ID should be pseudonyms used for anonymog$§ ;  attacks on Friendship Establishment
communication introduced in previous subsection.

In what follows, we provide a solution to derive the averag
trust level on the trust chain to represent the end-to-eust tr
level.

this subsection, we conduct the security analysis on our
posed scheme and discuss the possible attacks that our
Reme is able to defend against in each step of the scheme.

he identity and network address tracing attacks severely
eteriorate the user privacy and system reliabiliiype | and
Type Il adversaries may can collect OSN users’ pseudonyms
Setup:Alice asks CA to choose and publish a random publi@ _(I?rderl todtrace the real identity and the net\r/\]/ork alqgres_s.
generatorg € G, andm + 1 random secretsg, z1, ..., Ty € f ype t'a \llersoageNsmay agemptrt]o uncoverbtl € rgg'\'l entity ¢
Z, according to the number of hopsi, where}"" ; z; = 0. 0 abpl_arhlcu ar user. ur: ¢ ef“he in‘f" es userzs 0
Then, CA encryptg; based on the pseudonyms provided b stablish anonymous trust chain with their strangers, e/her
gers are assigned a set of collision-resistant pseudottyms

Alice, such that only OSN users who have been given tr lize anonymous communications. Active adversaries can
designated pseudonyms can obtain the secret numbers. H %, y '

we useAgg.Req and Agg. Resp to distinguish the packets, observe all the behaviors of a pseudonym, but OSN users

0 0 involved with in the recommendation scheme will frequently
1. Q —» CA: Agg.Req,{eg, }, {Ri}, HM ACxk, (ep || Ri) change their pseudonyms, which provides the privacy of thei

2. CA— R;: Agg.Resp, a3, HMACk,, (;]|¢%)) real identities.
where0 < i < m — 1, and we useR, to represent Alice’s  Another possible tracing attack can be considered as aldres
1-hop friend (F). Note that HMAC is hash-based messag#iack, where both the MAC and IP address can become the
authentication code. We also ref@&; as the recommenders’targets ofType Il adversaries. We suppose every OSN user in
pseudonyms that the querier used to communicate duripigr system is assigned an uniqgue MAC address and a variable
the recommendation process. Similar to other recommendéfsaddress. Fortunately, our scheme is survived from thmid ki
Alice is given the secret numbey. of attack. Note that our end-to-end communication is based o
Encryption: After receiving the encrypted secret numbethe relay of trusted users. Therefore, hidden by trustedsuse
recommenders can encrypt their trust level if they can yerifhe communication only exposes the trusted friends’ MAC
the authenticity of the packets, addresses instead of their real MAC addresses, which means
Ri—Q: adversaries cannot trace the interacted users by eavedugop
Bk, (ﬁT"'*lHo(Sid)“),UskRi (Bprg (971 Ho(sid)™)), their MAC addresses. Similarly, we implement the sufficient
where the cryptographic hash functiah, is defined as a map Ia}rge. sets of pseudonyms for securing the anonymous commu-
Hy : Z — Gy, and T, is the trust level fromR,_; to R nication, W_here the gddre_ss of the pseudonym helps the real
(we referR_; as the querier). Based on the commitme%t, end user hide from disclosing the real IP address. Furthermo

recommenders are able to find out the next recommender t Q?Iyzmg the IP addresses of trusted users will not helgtéoc

they send to the querier, such that they can locate theirdecothg ;ﬁglnéz Z;j:ri?] Sdse O;nig?w tuisnetcheSIr:)cnelintges:)F;i;dg;?vsvi?EsOf
and generate the encrypted trust level. P '

Aggregation: Then, Alice collects all the results cominggbgn'{r::/e%?gzlﬁ?n tngvli);ngfnf?ise r?(ljlsavr\/(ijllljr;?fetcr:]teivgorld.ng the
from R; and derives the average value in the following way, y rev g the y
the possibility of tracing back the end user, where we use
m

m seudonyms to prevent the ID from being traced.
Va = Ho(sid)™ - g - [[ g™ - Ho(sid)™ = g=imo™,  P2oi0mmeoP ’
i=1

5.1.2 Attacks on Trust-based Recommendation
whereTj is the trust level from the querier to her 1-hop friendin this process, we mainly discuss the possible attacks on
Decryption: To decrypt the sum o} ", T}, it suffices to the social coordinateType IV adversaries may intend to
compute the discrete log &f base withg. Since our plaintext change their social coordinates in order to obtain othexsas
space is relatively small (we can define how fine-grained tlagtributes, which mostly happens if adversary performs as
trust level would be), decryption can be achieved throughaaquerier and initiates multiple queries for recommendatio
brute-force method. We will give an efficiency analysis iffor example, Alice can change the values of two vectors
Section V. A better approach would be the Pollard’s Iambc@;igg and B}, Q[f,], both of which are directly obtained
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from CA. Although they have been encrypted with unknown Type IIl adversaries, performed as malicious recom-
parameters, the adversary is able to change the value of ea@nders, may compromise the trust level on each trust chain.
element in the two vectors, which may result in abnorm&luring the trust derivation process, they impersonate asl go
inner product results. However, for a large dimensionatargc OSN users and want to obtain trust level on a particular
it is still infeasible for the adversary to derive otherstsb trust chain that they do not belong to. To overcome this
coordinates, due to the fact that the original vector has beattack, our scheme requires the sasieduring the derivation
changed if the adversary changes the encrypted vectorspincess. Without sufficient knowledge of botfid and the
the sense, he/she cannot tell the difference according & whborresponding secret nhumbes, the querier cannot derive
he/she has changed. On the other haiyghe IV adversary the correct end-to-end trust level. Since the querier has th
may be recommenders, where they intend to change theirréeommender records during the recommendation process, th
hop friends’ encrypted social coordinates with the purposelversary can be identified during the signature verificatio
of discovering the querier's social coordinates. For thamesa process.
reason, adversaries may fail to find out the true vectors.
One of the design goals is to provide the identity privacy
the querier, because, for example, the behavior of requain )
recommendation of a doctor may potentially leak her privacy-2-1 Storage Cost Analysis
Since we apply the encrypted social coordinate vectors Hbour simulation settings, we use the degree of the curve as 2
query, the privacy of queried information can be preseriFed. Which gives the element of size 512-bit in béth andG.. For
the Type IV adversarieswho intend to obtain the information €ach OSN user, to store their assigned pseudonyms and key
regarding the encrypted social coordinates, they can oi§irs cost2x|G1|. The encrypted social coordinates of each
perform the matching operations among their 1-hop frienélsend may cost 160 bits, and the total storage cost for rsgori
and derive the corresponding results. Although they are aPSN users’ friends depends on the number of their friends.
to rank all the results, they cannot find the matching detddesides, the commitment of trust level for each OSN users’
without the value of- and#, e.g., which one of the attributesfriend costs|G:|. Based on the observation over Facebook
are the same. Moreover, due to the insufficient knowledge [#6], the total cost for storing the above parameters istiess
their 1-hop friends, it also prevents them from knowing geekr 300KB given the fact that the average number of friends is 150
information. Therefore, we preserve the privacy of the guer ands = 200. We also consider the storage cost for CA. In our

%f.z Complexity Analysis

in terms of what she queries and her identity. scheme, the key for each OSN user’s social coordinate densis
of an O(n) x O(n) matrix and anO(n) vector. Assuming
5.1.3 Attacks on Trust Level Derivation there arelV| OSN users in the system, to store all the social

During the trust level derivation process fhgpe | adversary ~coordinates cost9(|V|n) storage resources. In addition to the
will launch active attacks like bogus data injection andspas Social coordinates, CA also needs to store OSN users’ IDs and
attacks during the packet delivery. By implementing the 13he corresponding pseudonyms, which cd@sts)|). Thus, the
based signature scheme on every packet, adding new vali@al storage of CA would b&(|V|n + n?), wheren is a
or maliciously replacing the values will not help enhance d¢nable parameter depending the security level of the syste
decrease the existing trust level. Because every recomenend o )
issues the signature based on the identity, the queriemadll 5-2.2 Communication Cost Analysis
accept the result if the verification fails. For the maligouFirst, we consider the communication cost before the recom-
querier, he/she may want to compromise each recommendemnsndation process. It requirg(1) between CA and each
trust level on the friend chain. However, no user is able ©SN user, whileO(N) for storing friends’ encrypted social
derive theT; from g% - Hy(sid)*" due to the assumption thatcoordinates, wheréV denotes the number of friends of each
Decisional Diffie-Hellman is hard. Note that although we ca®SN user. Second, during the recommendation process, the
utilize brute force or Pollard lambda method to derlv&€l; querier needs to communicate with CA foXx(¢) times. For
from g 7:, we cannot implement the same approaches tioee recommendation on the trust chain, it requigN)
obtain T; from g% - H(sid)*: due to the plaintext space isto discover the destination users. In the trust level dédua
much greater tha)_ T; and the unknown secret;. process, it require®(1) between recommenders and CA, and
Another type of attack launched by tfigpe | adversaryis O(¢) between recommenders and the querier.
by requesting CA to generate multiple sets of secret numbers
on one trust chain to obtain private trust levels. For exampls PERFORMANCE EVALUATION
the adversary first requests the actual number of hops asl6, an . .
fraudulent requests 5 for the second time. Then, by comgarirl Experimental Evaluation
different results with different number of hops, he canadiss To evaluate the performance of our scheme, we use the Face-
the trust level between the recommenders that have bdwok dataset [47] and INFOCOM 2006 dataset [48] to analyze
excluded during the second request. However, our scheméhig proposed scheme in terms of routing performance. Based
able to defend this attack by our anonymous authentication the scheme description, we may consider our scheme as a
scheme. Since most recommenders to the querier are stsangeuting protocol among OSN users, where the routing metric
they use frequently changed pseudonyms during each procggistly considers the trust relationships and social cowte
What the querier obtains during the recommendation procésgtching results. Although the INFOCOM dataset that we use
is a pseudonym that each recommender assigns to hisfisenot a real OSN, we assume that attendees form an OSN
close friends. Therefore, without a clear match betweeh reter their frequent social interactions during the coafiee.
identities and trust relationships, the trust level canhet We also highlight theNumber of Average friendis Table 2
leaked only based on path information. and Number of Average Contact Usens Table 3, both of
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TABLE 2 . —
Facebook Dataset W ]
University Name | Caltech| Reed |Haverford g ;Z
Number of Users | 762 | 962 | 1,446 E -
Length of the Experiment | 1 day | 1 day | 1 day “
Number of Existing Friendshig33,302| 37,624| 119,178 .

Number of Possible FriendsHi$79,884924,482 2,089,470 o e
Number of Average Friend§ 21.9 | 19.5 | 41.2

Haverford

Fig. 4. Reachability Comparison between Existing

Social attributes used / Totdl 7/7 | 7/7 | 717 Friendship and Our Scheme

TABLE 3
INFOCOM 2006 Dataset on each trust chain in the OSN. As shown in Fig. 5, most
of the newly established trust chains require less than 3
Number of Users | 78 . - .
hops for completing the recommendation process, which are
Length of the Experiment | 4 days 75.9%, 71.2%, and 80.8% for Caltech, Reed, and Haverford,
Contact Detection Period | 120 sec respectively. Particularly, we want to point out that themu

bers of ID-based recommendation within 2 hops are 340,332,
477,062, and 1,406,254, which are greater than our scheme
Number of Average Contact User 63.7 212,664, 250,392, and 783,589. The reason for that is our
scheme will first filter out “unqualified” recommenders, and
only forward to friends whose number of identical attritsute
with the destination user is greater than the current magchi
In the experimental evaluation, we mainly focus on an&€sult. In addition, the decision on progressive matchésglts

iyhinl deeoteabieabilisadetheegactabnadait anythesgrapin fontBEUIresPer1 > Pe, which indicates the possibility of the

Average Contact Duration |511.4 sec

Social attributes used / Total| 11 /17

drpEsetendlaaaalysiseachability is defined as follows, equality of identical attributes on two or more consecutive
hops. We can see from Fig. 5, although the compared number

R — 25 € of attributes is 7 in the Facebook dataset, but we may have

" Eotal | multi-hop trust chains including more than 8 recommenders.

where &; is the j-th trust chain between two strangeré"ence’ we increase the possibility of reaching more OSNsuser
involving i recommendersi (- 1 hops to reach the destinationt"at are more than 7 hops away.
user), and,.4; is the total number of possible connections

in the network. In addition, since the INFOCOM 2006 dataset 40& ~B-Cattech

contains contact duration information, we further utilités S - e

to evaluate its impact to the reachability. 3‘2,——"‘: T Reed wio Recommendaton |
For our experiment settings, we use different length of ’ kY 212 Haverford wlo Recommendation

bits to represent the attribute values, egender: maledl,
gender: femaldlO, or nationality: US 000001, nationality:

i
"
"
Py

Reachability (%)
S

15| ‘Q
China100000, where the number of possible values is the 19 e
length of the social coordinates. We further use thesebattri sfrmmmm
sets to represent each OSN user in the experiment. For the L LS
existing relationship and possible relationship, we cdersit Number of Recommenders
as asymmetric pairwise relationships. Fig. 5. Reachability Distribution against the Number of
Recommender

6.1.1 Exprimental Results

« Facebook Dataset « INFOCOM 2006 Dataset

First of all, we carry out the analysis on the reachability To better evaluate the important role of attributes, we take
of our proposed scheme based on the collected Facebaoktep further to investigate the INFOCOM dataset which
data from three universities, California Institute of Teology, contains more than 17 attribute information. Differentnfro
Reed College, and Haverford College. As shown in Fig. he Facebook dataset, the users in the dataset are closely
our scheme greatly increases the reachability between tamnnected according to the contacts. As we can compare from
arbitrary users on Facebook, from 5.74% to 81.56%, 4.07%able 2 and Table 3, the degree of each user in INFOCOM
to 84.54%, and 5.70% to 89.19%, respectively. The resuit aldataset is 63.7 (after removal of incorrect records), which
indicates that the multi-hop trust chains between two eahjt are larger than the numbers in Facebook dataset. However,
users could be established via the progressive matching seme of the contacts either are incorrectly recorded oraann
sults on users’ identical attributes. Note that we consttler reflect real physical contacts. Therefore, we have to etalua
asymmetric friendship chain in our experiment. the impact of the contact duration and the reachability. The

Among all the trust chain established between OSN useggneral contact duration for each interaction is shown @ Fi
we investigate the distribution of the number of recommesndes, and there are more than 140,000 contacts collected by
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Bluetooth devices. However, most of the contact duratiosas af recommenders from Fig. 8, where the number of hops
less than 2 min, where we consider that the involved usess6 if we remove the criterion oefinition 1, while OSN
may not have real interactions, rather, they may just stay uisers create &-hop trust chain if we apply trust levels in
the transmission range of their Bluetooth devices and learscommending strangers. Compared with the performance of
the incorrect records.

x10°
45

Facebook dataset, they share similar decrease trend irs term
of the reachability ratio, but the number of hops and the
corresponding number of possible connections in the Faxiebo

dataset may be larger than that in the INFOCOM dataset,

because Facebook dataset involves more users and possible
connections.

- B~ Without Trust Relationships|
oo

= B = With Trust Relationships

- H - Without Trust Relationships]
0.8

=B = With Trust Relationships

8
Each time of Contact

Fig. 6. Contact durations in INFOCOM 2006.
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Reachability

Reachability
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1
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In the experimental analysis on INFOCOM dataset, we T k..
raise a generally-accepted hypothesis on evaluating trs tr = 2% i @ ‘ g-g
relationships in our scheme, where more number of contacts @

(above certain level of durations) means more trustful .[49] )
Accordingly, if a pair of users frequently contacts with keac 9 B
other, we may consider they mutually trust each other conr "
pared to other users. The following experiment results ammp

the different routing performance given progressive dorat

of contact duration (from 0 min to 10 min) and given trust
levels.

0005

B T 4 5 [ 7 8
Number of Recommenders (Duration = 2 min)

(b)

- B- Without Trust Relationships|

= B = With Trust Relationships
02|

achability
Reachability
41::-

53
o
01

m~

We first evaluate the reachability in terms of establishin¢ E
trust chain between two OSN users via the multi-hop recon
mendation process. Based on the observation in Fig. 7, the
1-hop reachability decreases dramatically when the contac

\“u\
B,

R .
L ETTT WA 8-g--.p
Number of Recommenders (Duration = 5 min) Number of Recommenders (Duration=10min)

©) )
For the case that contact duration is settathe multi-hop pration

§-0--0-0--0--0-0-6-.6..5.
N

\
o
0y

The above observation verifies our motivation on design-
ing the trust-based recommendation scheme, where the trust
relationship can be used to establish multi-hop relatigmsh

but the subjective trust level would lower its possibilityda
further extent the number of hops.
-

B 1-rop Frendsiips E"‘m.,. 6.1.2 Comparison with Other Schemes
oS- s !

25 30

o
.

Reachability

R
-4
.
’

P To further evaluate the performance of our scheme, we use the
Contact Durtion (min) Facebook dataset to compare the reachability of our scheme
) o and other recommendation schemes. In this experimengetti
Fig. 7. Performance Evaluation in INFOCOM 2006. we calculate the accumulated number of connections between
o o ) two arbitrary users in the network. We mainly compare
reachability is as low as 3.5% in Fig. 8(a), which showgyr scheme with non-recommendation performance (as the
most Of the SOC|a| relatlonShIpS are fOI’med US|ng 1-h0FI tr%se"ne)’ ID-based recommendation approach [7]’ angfala
relationship. For the same reason, we can only find less4hagpproach in [8]. As shown in Fig. 9, since traditional ID-
multi-hop trust ChainS W|th at |ea8trecommendel’s. HOWeVer,based recommendation Schemes |ack of ab|||ty Of extend_
with the increment of contact durations, which indicates/oning recommendation Chain, it has the lowest reachabi”ty

longer interactions are taken into consideration, theifmalp a5 41.65%, 31.15%, and 43.21% in three datasets. Talash

social relationships become the major reason that forms thgproach achieves better performance due to their analysis
end-to-end trust relationship. As an example, the realityabion social attributes, which has the same design intuiticth wi

between two strangers increases from 0.08% to 17% orp@ work. However, they did not discuss the possibility of
three-hop trust chain as shown in Fig.8(a) and Fig.8(d). Agulti-hop chains that are 2 hops, which becomes the main
shown in Fig. 8(c), the number of maximum recommendefgason that causes the lower reachability than our schesne. F
on a trust chain achieves fZ)WIth the consideration on trust our Scheme, if we take 1_hop recommendation as successfu'
level, while arbitrary two strangers are able to connechwitryst chain establishment, the accumulative reachalsiitip

each other withini-hop without each other’s requirement onyj|| be 85.71%, 88.62%, and 94.90% for Caltech, Reed, and
trust level. We can clearly see the increase on the numBgiyerford, respectively.
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Fig. 10. Comparison with Other Packet Forwarding

Fig. 9. Comparison with Other Recommendation gchemes

Schemes

6.2.1 Privacy-preserving friendship establishment.

We also compare our reco_mmen(_janon schemt_a with SOHfe major computational cost for OSN users during this
packet forwarding schemes in social networks in order &

analyze the performance against time constraint. We censi
our approach is comparable with these schemes in terms

choosing best relay users to improve reachability and redu ultiplication in .Gl and one e_xponentiation _operation over
cost. In the following experiment, we choose two well known ' The decryption process yields one pairing computation

as well. According to [52], the signing process for genegati

Egﬁ’]matﬁgels,’\lgg'ggmczgggmgat[asgt a;sd OF;F:OSEEeEn-]re[SI%]]’Fqb-based signature costs one exponentiatiordzin and one
g ) ultiplication in G, while the verification incurs one expo-

10(a), we investigate the reachability changes in cormdpg rhe_ntiation operation inGs and two pairing operations. The

\;vtl)tirl}t thint&mi?rggfh:g?:rzgaﬁppggcicmgﬁ EE: EESter:renaeQ/?rification in securing the anonymous communication will
Y, y y P! [Ncur one encryption and one signing. For the trusted user,
lasts for more than 16 hours. The reason for that is USEIS o the burden of one pairing on decryption and one on

. . . . |
will automatically exchange information when they Coma(éerification. Both of the users have to derive the session key

each other. Although it has the best reachability perfocean ;. - .
this approach brings a lot of network traffic_burden. OuVth'Ch costs 1 pairing for each. Therefore, to establish the

. X anonymous communication between two OSN users will cost
approach is obvious better than the PROPHET approach fr%mpa?;ing operations and 3 exponentiations @n for each

the begir_‘”ing of the experiment, where the rea_chability OYhe. Based on our results, the exponentiation operati@stak
scheme is close to 77% by the end of simulation. We al%o3rﬁs while a pairing opération takes 15.2ms

try to explore the efficiency of our proposed scheme on the
aspect of number of hops. For a recommendation schergez 2 Friend recommendation process
less number of hops indicates that queriers would be easiér’ ) o

to establish a multi-hop trust chain. As shown in Fig. 10(b},°" the recommendation process, the querier consiies

the average number of hops of our scheme will reach.jo £XPonentiation operations oveér, and 3¢ + 2 pairing op-

for multi-hop trust chain when the time duration is set t§'alions, wheré is the number of recommenders. As each
30min, while other two schemes have more cost on number'§Fommender, they take 3 exponentiation and 3 pairing epera
recommenders compared to ours. Generally speaking, irstefin'S during this process apart from the matching compartati
of cost, our scheme outperforms the other two schemes wif§" encrypted social coordinates. Since we require thbiB0-
the contact duration is set less than 12min. For the deIive?Fgcu”ty level (same as 1024-bit RSA), we s€t 80 in order

focess is the authentication process. As in [36], our en-
ryption scheme will incur one pairing operations, one acal

ratio, our scheme is better than PROPHET. In correspondiftydefend the attack which tries to compromise the encryptio
to the results in Fig. 7, we use multi-hop trust chain argfeme on the social coordinates.

attribute matching approach to compensate the deficiereey E)h L
reachability given by 1-hop friendship, and efficiently mole  ©-2-3  Trust level derivation.

better reachability in terms of number of recommenders. This process incurs 1 pairing and 2 exponentiation operstio
for each recommender on the trust chain, while the querier
6.2 Efficiency Analysis _consumestf exponentiations gncw _p_airing operations. For

: implementing the brute-force in deriving the average tiesst|
We will discuss the computational cost of our scheme ifom 327 according to [44], it takes only Ou3s to compute
different stages. We use Pairing-based Cryptographyl®)5.a modular exponentiation using high-speed elliptic curse a
Library to implement our simulation. We take Tate pairing.rve25519. The encryption part for the trust level takes
as our basic pairing operation. The elliptic curve we use f@r6ms. Thus, decryption requires a discrete log which takes
our scheme is type A. A curve of such type has the form @bproximately 0.8:s to try each possible plaintext. Based on
y? = 2* + . To achieve the 80-bit security level (same agur simulation settings, we have the following results ig.Fi
1024-bit RSA), the order of the curve is around 160 bits, andi, where we consider the longest trust chain shown in Fig.
the base field ig, where|p| = 512. For the experiments, we g(d).
use a laptop with an Intel processor 2.8GHz and 1GB RAM As we can see from Fig. 11(a), the computational costs in
under the platform Ubuntu 11.10. All the timing reported arghree phases grow nearly linearly when the number of hops
averaged over 100 randomized runs. increases, since the querier mostly repeats the recomitiemda

Copyright (c) 2014 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee



This is the author’s version of an article that has been published in this journal. Changes were made to this version by the publisher prior to publication.

The final version of record is available lattp://dx.doi.org/10.1109/TDSC.2014.2355824

- B~ Friendship Establishment] 1191 [ = E1= Friendship Establishment
Friend Recommendation

-©- Friend Recommendation .
-~ Trust Level Derivation = .

g & &8 8 3

Computational Cost (m:
kY b [y
\
Computational Cost (ms)

=
qén
b

gt o
v-- v

13

L. Backstrom, E. Sun, and C. Marlow, “Find me if you can:praving
geographical prediction with social and spatial proxifhity Proceed-
ings of the 19th international conference on World wide vgaln. WWW
'10, 2010, pp. 61-70.

R. Dey, C. Tang, K. Ross, and N. Saxena, “Estimating ageagy
leakage in online social networks,” IINFOCOM, 2012 Proceedings
IEEE, 2012, pp. 2836-2840.

M. von Arb, M. Bader, M. Kuhn, and R. Wattenhofer, “Veneterver-
less friend-of-friend detection in mobile social netwod’ in Net-

: working and Communications, 2008. WIMOB '08. |IEEE Inteioaal
Conference on Wireless and Mobile Computinagt. 2008, pp. 184 —
189.

[8] R. Dhekane and B. Vibber, “Talash: Friend finding in feated social
networks.” inLDOW, 2011.

[9] C. Dwyer, S. R. Hiltz, and K. Passerini, “Trust and priyaconcern
within social networking sites: A comparison of facebookl amyspace.”
in AMCIS 2007, p. 339.

. - . - [10] C. Zhang, J. Sun, X. Zhu, and Y. Fang, “Privacy and ségtior online

process until helshe finds the destlnatlon user. Especila&y social networks: challenges and opportunitidd¢twork, IEEE vol. 24,

trust level derivation process consists of two computation  no. 4, pp. 13-18, 2010.

parts, one is decrypting the packets from recommendergg whill P- W. L. Fong, M. Anwar, and Z. Zhao, "A privacy preseraat

the other one is decrypting the end-to-end trust level. Hewe model for facebook-style social network systems,”Rroceedings of

. . the 14th European Conference on Research in Computer 8ecser.
comparing to the former part, the computational cost of ESORICS'09. Berlin, Heidelberg: Springer-Verlag, 2009, 03-320.

decrypting the final results consumes negligible time. Tthes [12] B. Carminati, E. Ferrari, and A. Perego, “Enforcing ess control in

. . . . . . web-based social networks{CM Trans. Inf. Syst. Securol. 13, no. 1,
total computational cost in this stage is mainly on decngpti pp. 6:1-6:38, Nov. 2009.

recommenders’ ciphertexts. In general, even if the truatrch [13] A. C. Squicciarini, M. Shehab, and F. Paci, “Collectipevacy man-
is set up to 9 hops, the total costs for the querier is less2Ban agement in social networks,” iRroceedings of the 18th International
For each recommender shown in Fig. 11(b), the computational Sonference on world Wwide Weker. WWW109. New York, NY, USA:

: ; . _ - ACM, 2009, pp. 521-530.
costs in the friendship establishment and trust level ddon [14] A. Squicciarini, F. Paci, and S. Sundareswaran, “Prianeomprehensive

stages remain flat, where the most consuming part takes less ?eﬁgégim tgacgtrgﬁgolpgeﬁtéonl i2n pS;Ci;]I_ ggt\/\gglﬂsite&hnals of
. . . L unicati . 69, no. 1-2, pp. 21-36, .
than 90.ms. Particularly, ong feature m, analyzing the mh [15] A. Mislove, B. Viswanath, K. P. Gummadi, and P. Drusch&ou are
results is that the computational cost in recommendati@s@h who you know: inferring user profiles in online social netwat in
slightly drops when the number of hops increases. It may Proceedings of the third ACM international conference orb\earch
) fre and data mining ACM, 2010, pp. 251-260.
result from the fact that the number of recommenders frmn?w] A. Jgsang, R. Ismail, and C. Boyd, “A survey of trust aegutation
reduces, such that the time in deriving the matching results  systems for online service provisiorijecis. Support Systvol. 43, pp.
may decrease. Therefore, based on the above analysis, w]eglﬁ—ﬁéﬁé M:f%h 50m07éndl R. Chen, *A survey on trustrragement
. . -H. , A. Swami, -~R. , urvey u
show the efﬂmency of each OSN user in our proposed sche (_7; for mobile ad hoc networksCommunications Surveys Tutorials, IEEE
vol. 13, no. 4, pp. 562-583, 2011.

[18] K. Govindan and P. Mohapatra, “Trust computations andttdynamics
7 CONCLUSION in mobile adhoc networks: A surveyCommunications Surveys Tutori-

In this paper, we propose a privacy-preserving trust—baaqg] als, IEEE vol. 14, no. 2, pp. 279 298, quarter 2012.
S,

. . . ; W. Sherchan, S. Nepal, and C. Paris, “A survey of trustsatial
friend recommendation scheme for online social networ networks,” ACM Comput. Sury.vol. 45, no. 4, pp. 47:1-47:33, Aug.

which enable two strangers establish trust relationshésed 2013. L
on the existing 1-hop friendships. For privacy concerns, W&l R: Guha, R-Kumar, P. Raghavan, and A. Tomkins, *Propagaf trust

. . . L and distrust,"Proceedings of the 13th international conference on World
first design the anonymous close friend authenticationraehe  wide web pp. 403-412, 2004.

to secure the communication among OSN users. Then, {88 L. Guo, X. Zhu, C. Zhang, and Y. Fang, “A multi-hop priyapreserving
app|y the secure kNN computation as the running protocol reputation scheme in online social networks,”Ghobal Telecommuni-

. . . . cations Conference (GLOBECOM 2011), 2011 |IEHEEec 2011, pp.
to derive the encrypted social coordinate matching results 1 5

To derive the objective trust level, we propose a solution {@2] P. Lin, P.-C. Chung, and Y. Fang, “P2p-isn: a peer-terparchitecture

calculate the average trust level as the transitive oveadlie gog_gite;%%ineous social networksfetwork, IEEE vol. 28, no. 1, pp.
without compromising each individual's trust level. Thghu (23] E. Daly and M. Haahr, “Social network analysis for infeation flow in

security analysis and experimental evaluation, we havenisho  disconnected delay-tolerant manefgiobile Computing, IEEE Transac-

; ihili tions on vol. 8, no. 5, pp. 606 —621, may 2009.
the security and feaSIb"Ity of the proposed scheme. [24] W. Chen and S. Fong, “Social network collaborative fiitg framework

and online trust factors: A case study on facebookDigital Informa-
tion Management (ICDIM), 2010 Fifth International Confece on July

REFERENCES 2010, pp. 266-273. o
[1] A. Mislove, M. Marcon, K. P. Gummadi, P. Druschel, and B: B [25] C. Wei, R. Khoury, and S. Fong, “Web 2.0 recommendatienvise
hattacharjee, “Measurement and analysis of online so@alarks,’ by multi-collaborative filtering trust network algorithim]nformation

in Proceedings of the 7th ACM SIGCOMM conference on Internet  Systems Frontiersvol. 15, no. 4, pp. 533-551, Sep. 2013.
measurement ACM, 2007, pp. 29-42. [26] M. Li, N. Cao, S. Yu, and W. Lou, “Findu: Privacy-preséryg personal

[2] C. Zhang, X. Zhu, Y. Song, and Y. Fang, “A formal study ofist- profile matching in mobile social networkdNFOCOM 2011. The 30th
based routing in wireless ad hoc network®lFOCOM 2010. 29th IEEE Conference on Computer Communications. IERf 2435-2443, Apr.

International Conference on Computer Communications.BEEp. 1 — 2011. . . . .
9, Mar. 2010. [27] W. Dong, V. Dave, L. Qiu, and Y. Zhang, “Secure friend atigery

[3] B. Zhou and J. Pei, “Preserving privacy in social netveorkgainst in mobile social networks,INFOCOM 2011. The 30th Conference on
neighborhood attacks,” ilbata Engineering, 2008. ICDE 2008. IEEE Computer Communications. |EERp. 1647-1655, Apr. 2011.
24th International Conference on IEEE, 2008, pp. 506-515. L. Guo, X. Liu, Y. Fang, and X. Li, “User-centric privateatching

[4] T. H.-J. Kim, A. Yamada, V. Gligor, J. Hong, and A. PerritRela- for ehealth networks - a social perspective,"Giobal Communications
tiongram: Tie-strength visualization for user-contrdllenline identity Conference (GLOBECOM), 2012 IEEE012, pp. 732-737.

authentication,” inFinancial Cryptography and Data Security 2013 [29] L. Guo, C. Zhang, J. Sun, and Y. Fang, “PAAS: Privacyspreing
2013. attribute-based authentication system for ehealth nétyoin The 32nd

3 D 5 O 0 B
Number of Hops Number of Hops

(a) Querier (b) Recommender

Fig. 11. Computational Cost of the Proposed Scheme.

Copyright (c) 2014 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee



This is the author’s version of an article that has been published in this journal. Changes were made to this version by the publisher prior to publication.

The final version of record is available lattp://dx.doi.org/10.1109/TDSC.2014.2355824

IEEE International Conference on Distributed Computingt8gns ser.
ICDCS 2012. Macau, China: IEEE, 2012.

——, “A privacy-preserving attribute-based autheation system for
mobile health networks,Mobile Computing, |IEEE Transactions on
vol. 13, no. 9, pp. 1927-1941, Sept 2014.

M. McPherson, L. Smith-Lovin, and J. M. Cook, “Birds offeather:
Homophily in social networks,/Annual Review of Sociologyol. 27,
no. 1, pp. 415444, 2001.

L. Guo, C. Zhang, H. Yue, and Y. Fang, “A privacy-presegv social-
assisted mobile content dissemination scheme in dtnsTha 32nd
IEEE International Conference on Computer Communicatiossr.
INFOCOM 2013. Turin, ltaly: IEEE, 2013, pp. 2349-2357.

——, “Psad: A privacy-preserving social-assisted eontdissemination
scheme in dtns,Mobile Computing, |IEEE Transactions owol. PP,
no. 99, pp. 1-1, 2014.

O. Richters and T. P. Peixoto, “Trust transitivity incéd networks,”
CoRR vol. http://arxiv.org/abs/1012.1358, 2010.

A. Groce and J. Katz, “A new framework for efficient passdrbased

(30]

(31]

(32]

(33]

(34]
(35]

14

Linke Guo received his B.E. degree in electronic
information science and technology from Beijing
University of Posts and Telecommunications in
2008. He received M.S. and Ph.D. degree in
Electrical and Computer Engineering from the
University of Florida in 2011 and 2014, respec-
tively. He has been an assistant professor in the
Department of Electrical and Computer Engi-
neering, Binghamton University, State University
of New York from August 2014. His research

! interests include network security and privacy,
social networks, and applied cryptography. He has served as the
Technical Program Committee (TPC) members for several conferences
including IEEE INFOCOM, ICC, GLOBECOM, and WCNC. He is a
member of the IEEE and ACM.

authenticated key exchange,”Rmoceedings of the 17th ACM conference

on Computer and communications secyrgr. CCS '10. New York,
NY, USA: ACM, 2010, pp. 516-525.

D. Boneh and M. Franklin, “Identity-based encryptiororh the weil
pairing,” Advances in Cryptology —CRYPTO 20@p. 213-229, 2001.
E.-J. Goh, “Encryption Schemes from Bilinear Maps,”.Phdisserta-
tion, Department of Computer Science, Stanford UniverSgp 2007.
Y. Zhang, W. Liu, W. Lou, and Y. Fang, “Mask: anonymousdemand
routing in mobile ad hoc networksWireless Communications, IEEE
Transactions onvol. 5, no. 9, pp. 2376 —2385, september 2006.

D. Balfanz, G. Durfee, N. Shankar, D. Smetters, J. Stad@énd H.-C.
Wong, “Secret handshakes from pairing-based key agresrh&etcurity
and Privacy, 2003. Proceedings. 2003 Symposiumppn 180 — 196,
may 2003.

T. P. Pedersen, “Non-interactive and informationetieéic secure veri-
fiable secret sharing,” ifProceedings of the 11th Annual International
Cryptology Conference on Advances in Cryptologgr. CRYPTO '91.
London, UK, UK: Springer-Verlag, 1992, pp. 129-140.

W. Wong, D. Cheung, B. Kao, and N. Mamoulis, “Secure krume
putation on encrypted database®foceedings of the 35th SIGMOD
international conference on Management of daip. 139-152, 2009.
N.Cao, C. Wang, M. Li, K. Ren, and W. Lou, “Privacy-pregag multi-
keyword ranked search over encrypted cloud dafsFOCOM, 2011
Proceedings |IEEEpp. 829 —837, april 2011.

W. Sun, B. Wang, N. Cao, M. Li, W. Lou, Y. T. Hou, and H. LRfivacy-
preserving multi-keyword text search in the cloud suppgrgimilarity-
based ranking,” irProceedings of the 8th ACM SIGSAC Symposium
Information, Computer and Communications Securitgr. ASIA CCS
'13.  New York, NY, USA: ACM, 2013, pp. 71-82.

E. Shi, T.-H. H. Chan, E. G. Rieffel, R. Chow, and D. Sotgrivacy-
preserving aggregation of time-series datdDSS 201,12011.

A. J. Menezes, P. C. van Oorschot, and S. A. Vanstétandbook of
Applied Cryptography CRC Press, 2001.

Facebook. [Online]. Available: http:/iwww.sleepstdr.com/
social-media-case-study/

A. L. Traud, P. J. Mucha, and M. A. Porter, “Social sturet of facebook
networks,” 2011, arXiv:1102.2166.

J. Scott, R. Gass, J. Crowcroft, P. Hui, C. Diot, and A.aidlreau,
“CRAWDAD trace cambridge/haggle/imote/infocom2006 (@02-05-
29),” May 2009.

S. Trifunovic, F. Legendre, and C. Anastasiades, “8lotiust in op-
portunistic networks,” inNINFOCOM IEEE Conference on Computer
Communications Workshops , 20Xfarch 2010, pp. 1 —6.

A. Vahdat and D. Becker, “Epidemic routing for partjattonnected ad
hoc networks,” Duke Univeristy, Tech. Rep., 2000.

A. Lindgren, A. Doria, and O. Schelén, “Probabilisticuting in inter-
mittently connected networks SIGMOBILE Mob. Comput. Commun.
Rey, vol. 7, no. 3, pp. 19-20, Jul. 2003.

F. Hess, “Efficient identity based signature schemesethan pairings,”
Selected Areas in Cryptographgp. 310-324, 2003.

(36]
(37]
(38]

(39]

[40]

[41]

[42]

[43]

[44]
[45]
[46]
[47]
(48]

[49]

[50]
[51]

[52]

Copyright (c) 2014 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee

o]

Chi Zhang received the B.E. and M.E. degrees
in Electrical and Information Engineering from
Huazhong University of Science and Technolo-
gy, China, in 1999 and 2002, respectively, and
the Ph.D. degree in Electrical and Computer
Engineering from the University of Florida in
2011. He joined the University of Science and
Technology of China in September 2011 as an
Associate Professor of the School of Information
Science and Technology. His research interests
are in the areas of network protocol design and
performance analysis, and network security particularly for wireless
networks and social networks. He has published over 60 papers in jour-
nals such as IEEE/ACM Transactions on Networking, IEEE Journal on
Selected Areas in Communications, and IEEE Transactions on Mobile
Computing and in networking conferences such as IEEE INFOCOM,
ICNP, and ICDCS. He has served as the Technical Program Committee
(TPC) members for several conferences including IEEE INFOCOM, ICC,
GLOBECOM, WCNC and PIMRC. He is the recipient of the 7th IEEE
%omSoc Asia-Pacific Outstanding Young Researcher Award.

Yuguang Fang (F'08) received a Ph.D. degree
in Systems Engineering from Case Western Re-
serve University in January 1994 and a Ph.D
degree in Electrical Engineering from Boston
University in May 1997. He was an assistant
professor in the Department of Electrical and
Computer Engineering at New Jersey Institute
of Technology from July 1998 to May 2000. He
then joined the Department of Electrical and
Computer Engineering at University of Florida

! in May 2000 as an assistant professor, got an
early promotion to an associate professor with tenure in August 2003
and a professor in August 2005. He has published over 350 papers
in refereed professional journals and conferences. He received the
National Science Foundation Faculty Early Career Award in 2001 and
the Office of Naval Research Young Investigator Award in 2002. He
won the Best Paper Award at IEEE ICNP’2006. He has served on
many editorial boards of technical journals including IEEE Transactions
on Communications, IEEE Transactions on Wireless Communications,
IEEE Transactions on Mobile Computing, Wireless Networks, and IEEE
Wireless Communications (including the Editor-in-Chief). He is also
serving as the Technical Program Co-Chair for IEEE INFOCOM'2014.
He is a fellow of the IEEE.




