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Abstract—The advanced metering infrastructure (AMI) in the
smart grid provides real-time information to both grid oper-
ators and customers, exploiting the full potential of demand
response (DR). However, it introduces new privacy threats to
customers. Prior works have proposed privacy-preserving meth-
ods in the AMI, such as temporal or spatial aggregation. A main
assumption in these works is that fine-grained data do not need
to be attributable to individuals. However, this assumption does
not hold in incentive-based demand response (IDR) programs
where fine-grained metering data are required to analyze indi-
vidual demand curtailments, and hence, need to be attributable.
In this paper, we propose a privacy-preserving scheme for IDR
programs in the smart grid, which enables the DR provider to
compute individual demand curtailments and DR rewards while
preserving customer privacy. Moreover, a customer can reveal
his/her identity and prove ownership of his/her power usage pro-
file in certain situations, such as legal disputes. We achieve both
privacy and efficiency in our scheme through a combination of
several cryptographic primitives, such as identity-committable
signatures and partially blind signatures. As far as we know,
we are the first to identify and address privacy issues for IDR
programs in the smart grid.

Index Terms—Billing, customer baseline (CBL), data privacy,
demand response (DR), smart grid.

I. INTRODUCTION

THE SMART grid is a modernized power grid that
uses the information and communication technolo-

gies to improve the efficiency, reliability, economics, and
sustainability of the generation, transmission, distribution, and
consumption of electricity. In the smart grid, a full mea-
surement and collection system called the advanced metering
infrastructure (AMI) replaces traditional electromechanical
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meters. The AMI collects fine-grained, time-based information
and transmits them to various parties through a commu-
nication network, enabling the integration of demand-side
resources into the wholesale market and hence the demand
response (DR).

According to the U.S. Department of Energy, DR refers
to “changes in electric use by demand-side resources from
their normal consumption patterns in response to the varying
electricity price, or to incentive payments designed to reduce
electricity use when wholesale market prices are high or when
system reliability is jeopardized” [1]. In the power grid, gen-
eration and consumption should be balanced instantaneously.
The load-following strategy, where a power plant adjusts its
power supply to match the fluctuating demand, has been dom-
inant in the traditional power grid operations. However, this
strategy incurs a high cost in terms of environment, grid reli-
ability, and operational efficiency. On the contrary, the smart
grid places great emphasis on the DR strategy where con-
sumers shape their power demand to match the supply [2].
DR supports high penetration of renewable energy genera-
tion by shaping the demand to match the intermittent and
unpredictable power output of renewable generation, and it
also brings other benefits such as peak shaving, reliability
enhancement, and generation cost reduction.

Generally speaking, there are two types of DR programs:
1) price-based demand response (PDR) programs that motivate
customers to change their consumption patterns according to
time-varying electricity prices; and 2) incentive-based demand
response (IDR) programs that reward participating customers
for reducing their electricity usage in response to DR requests.
Although more utilities offer some types of PDR programs to
customers than IDR programs, PDR accounts for just a small
part of the total DR resource base [3]. Since IDR programs
can be tailored to specific operational goals such as localized
load reduction during transmission congestion, they diversify
the ways in which demand-side management contributes to
reliable and efficient grid operations. In IDR programs, the
time interval of measurements varies from hours to seconds
based on different trigger conditions [4], which poses a seri-
ous threat to customer privacy [5], [6]. It has been shown
that power usage profiles at a granularity of 15 min may
reveal whether a child is left alone at home and at a finer
granularity may reveal the daily routines of customers [7].
Despite its importance, the privacy issues in IDR programs
have never been addressed before. The unique challenge of
IDR programs lies in the fact that the meter measurements
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should be both attributable and fine-grained, excluding some
popular privacy-preserving approaches that address privacy
issues in PDR programs. In IDR programs, there is a new party
called the demand response provider (DRP), who aggregates
demand-side resources of customers and rewards customers
based on their demand curtailments in DR events. The DRP
can either be the electric utility company or a third party,
and it collects fine-grained metering measurements in order to
calculate the customer baseline (CBL) and hence the demand
curtailments.

In this paper, we aim at preserving customer privacy for IDR
programs in the smart grid. We propose a scheme that enables
the DRP to profile, reward, and provide feedback to customers
in IDR programs without violating customer privacy. The
DRP is able to analyze fine-grained metering data to calculate
CBLs, schedule demand curtailments, and correctly reward
customers, but it cannot link the real identity of a customer to
the fine-grained metering data. Our scheme is constructed by
cryptographic primitives. Individual metering data are signed
with a special technique such that the authenticity can be ver-
ified without revealing the real identity of the signer. When
customers want to inquire their metering data or claim their
DR rewards, they prove their eligibility to the DRP but reveal
no additional information about themselves. With these tech-
niques combined, the anonymity of customers is guaranteed
throughout the IDR processes. As far as we know, we are the
first to address the privacy issues in IDR programs.

The rest of this paper is organized as follows. Section II
presents the cryptographic primitives used in our scheme. We
provide some background on IDR programs and describe the
components, system flow, and design goals of our scheme in
Section III. Section IV elaborates on the proposed scheme,
where we design privacy-preserving protocols for different
processes in IDR programs. Practical considerations and use-
ful extensions are presented in Section V. Sections VI and VII
analyze the security and the efficiency of the proposed scheme,
respectively. Related work is provided in Section VIII. Finally,
Section IX concludes this paper.

II. CRYPTOGRAPHIC PRIMITIVES

This section gives an introduction to the cryptographic
primitives used as the building blocks in our scheme.

A. Identity-Committable Signature

The identity-based signature scheme [8] avoids the use of
certificates in conventional public key infrastructure by deriving
the public key of a signer from his public identity information
such as e-mail address and telephone number. The scheme
designed in [9] makes use of a bilinear pairings on elliptic
curves, a popular technique in identity-based public key cryp-
tography. Let G be an additive group with generator P and GT

be a multiplicative group. A mapping ê : G × G = GT is
called a bilinear pairing if it satisfies the following.

1) Bilinearity: ê(aP, bP) = ê(P, Q)ab for all a, b ∈ Zp and
P ∈ G.

2) Nondegeneracy: If P is a generator of G, then
ê(P, P) �= 1.

3) Computability: There exists an efficient algorithm to
compute ê = (P, Q) for all P, Q ∈ G.

Based on the identity-based signature scheme,
Chu and Tzeng [10] constructed an identity-committable
signature (ICS) scheme which allows a signer to sign a
message on behalf of an organization or a group.

The scheme is setup as follows. The private key genera-
tor (PKG) chooses a master secret key (x, y) : x, y ∈R Zp and
three hash functions H1 : {0, 1}∗ → G, H2 : {0, 1}∗ × G → Zp,
and H′

2 : {0, 1}∗ × G × G → Zp. Then it computes PX = xP,
PY = yP and publishes (G, GT , ê, P, PX, PY , H1, H2, H′

2) as
the public parameters. For identity I, the DRP calculates
QI = H1(I), Q′

I = xQI , and SI = xyQI . The public and private
key pairs for the user are QI and (Q′

I, SI), respectively. To gen-
erate an ICS on message m, the signer randomly selects a value
r ∈ Zp, computes h = H2(m, U), and generates UI = rQ′

I ,
VI = (r + h)SI . The signer then chooses a secret μ ∈ Z∗

p \ {1}
and computes Q = μQI, Q′ = μQ′

I, U = μUI , and V = μVI .
The ICS on message m is δIC = (Q, Q′, U, V). To verify
the signature, the verifier calculates h = H′

2(m, Q, U ) and
accepts the signature if and only if ê(Q, PX) = ê(Q′, P) and
ê(U, PY) = ê(V, P)ê(Q′,−PY)h hold.

B. Zero-Knowledge Proof

The notion of zero-knowledge proof (ZKP) is introduced
by Goldwasser et al. [11], in which the prover takes inter-
active input from the verifier and responds based on this
input. With the Fiat-Shamir [12] heuristic, the ZKP can be
transformed into the noninteractive form where interaction
is not needed between the verifier and the prover. We fol-
low the notions introduced by Camenisch and Stadler [13] to
describe the ZKP protocols and let PK{·} denotes the ZKP of
a statement. For instance, PK{α : C = gα} is used to prove the
knowledge of the discrete logarithm of C with base g. This is
equivalent to the knowledge of α that satisfies the expression
on the right side of the colon.

C. Partially Blind Signature

Commitment schemes enable one to commit a chosen value
without revealing it. A well-known commitment scheme is the
Pedersen commitment [14]. Let G be a group of prime order
p and g and h be generators of G. To commit a value x ∈ Zp,
the committer randomly chooses r ∈ Zp, computes C = gxhr,
and outputs C as the commitment. To reveal x, the committer
discloses x, r. The verifier can verify if C = gxhr. Multiple
values can be committed in a single commitment. For exam-
ple, the commitment for x1, x2 is C = gx1

1 gx2
2 hr, where g1, g2

are generators of G. We denote the Pedersen commitment on
message x as CM(x).

An application of commitment schemes is the BBS+ sig-
nature designed in [15] and [16]. The construction of BBS+
signature is partially blinded: the signer can sign messages in
a commitment without knowing their values. Let G, GT be
two cyclic groups of prime order p and ê : G × G → GT be
a bilinear pairing function. Let g, g0, g1, g2 ∈ G be genera-
tors of G, which are public parameters. The signer randomly
chooses γ ∈ Zp as his secret key and computes ω = gγ as
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Fig. 1. Electricity market for IDR.

Fig. 2. Example baseline and performance measurement for DR asset [4].

his public key. To sign messages m1, m2, the signer randomly
chooses c, z ∈ Zp, computes A = (ggz

0gm1
1 gm2

2 )1/(c+γ ), and out-
puts (A, c, z) as the signature. One can verify a BBS+ signature
by checking if ê(A, ωgc) = ê(ggz

0gm1
1 gm2

2 , g) holds.

III. SYSTEM MODEL

We describe the system model of the proposed privacy-
preserving scheme in this section.

A. Background

As shown in Fig. 1, the electricity market for IDR involves
three entities: 1) the market operator; 2) the DRP; and 3) the
customers. The market operator manages the electricity market
and triggers DR events based on the status of the power grid.
When a DR event is triggered, the DRP schedules load cur-
tailment among customers and aggregates these demand-side
resources. Participating customers reduce their load during a
DR event as scheduled. The market operator pays the DRP
for its aggregate curtailment, and the DRP then allocates the
reward among participating customers. Since customers have
unequal contributions to the aggregate load curtailment, they
should be rewarded based on their contributions so that active
customers are encouraged.

Individual customer contribution is calculated as the
difference between his real-time power consumption and his
CBL, which represents the “behave-as-usual” usage pattern of
a customer. Calculation of CBL is among the most important
factors in an IDR program because it should neither reward
nor penalize a customer for his natural load variances. Fig. 2
(depicted by [4]) gives an example of CBL, where the initial
baseline is adjusted according to the actual load on that day
so that the effort of demand reduction of the customer can be
fairly estimated. In order to estimate the “behave-as-usual”
usage pattern for a specific day, the input of the CBL

calculation algorithm is an extensive data set including both
fine-grained historical meter measurements and peripheral
data (e.g., weather and time of the day) [4], [17]. However,
these fine-grained metering data as required by the DRP in
the CBL and curtailment calculation raise serious customer
privacy concerns.

B. Components

To address these privacy concerns, we propose a scheme
which enables the DRP to perform all the required operations
without linking customer identity and fine-grained metering
data. The scheme involves four components: 1) smart meters;
2) proxy; 3) DRP; and 4) customer devices.

1) Smart Meters: The utility company installs smart meters
at customer premises, one for each customer. Smart meters are
assumed to be tamper-resistant and able to perform elemen-
tary cryptographic operations, but they cannot store long-term
metering data or perform CBL calculation due to limited
storage and computation capabilities.

2) Proxy: The proxy plays the role of an anonymizer which
hides the static IP address of smart meters. It can be either
the gateway or a trusted third party. The proxy is semi-trusted,
meaning curious but not malicious, in the sense that it may
attempt to learn the customer privacy, but it will faithfully relay
the metering data and hide the smart meter IP address from the
DRP. From now on, when we refer to “anonymous channel,”
we mean an anonymous communication channel established
by the proxy.

3) DRP: The DRP schedules DR events among customers,
records customer performance in DR events, and calculates
their corresponding rewards. The DRP is semi-trusted, mean-
ing that it may attempt to learn the customer privacy, but it
will faithfully follow protocol specifications.

4) Customer Devices: Customers query the DRP to learn
their own metering data and claim DR rewards through cus-
tomer devices (e.g., personal computers or smartphones).
Customers are assumed to be curious and potentially
malicious. They may impersonate other customers or collude
with the DRP to learn power usage profiles of other customers,
or cheat to gain undeserved rewards.

There may be external attackers who launch
denial-of-service attack, man-in-the-middle attack, or
eavesdrop. However, addressing these attacks is beyond the
scope of this paper.

C. System Flow

The scheme includes the following processes. In the regis-
tration process, the DRP creates two accounts for a customer,
one associated with his real identity and the other associated
with his pseudonym. The real identity can be any information
that uniquely identifies the customer, such as the account num-
ber or telephone number. Since a customer can only enroll in
a single IDR program at a time, the DRP needs to make sure
that a customer does not register multiple pseudonyms. This
is achieved with the anonymous ticket: the customer obtains
a ticket when he registers the real identity and presents it to
the DRP when he anonymously registers the pseudonym. In
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the metering process, the smart meter collects metering data,
constructs signatures on them, and sends them together with
its pseudonym to the DRP through the anonymous channel.
The DRP stores the data by pseudonym in the database and
analyzes the data for operational and settlement purposes. The
ICS signature ensures the authenticity of the metering data,
while the ZKP ensures that adversaries cannot change the
pseudonym in the message. The ZKP also enables customers
to prove ownership of their pseudonyms when making per-
sonal inquiries for CBLs or metering data in the querying
process. Customers claim rewards with a partially blinded sig-
nature (BBS+) which hides the real identity but ensures the
integrity in the settlement process. The pseudo accounts of cus-
tomers are revoked in the revocation process when customers
leave the DRP programs.

D. Design Goals

We intend to design a scheme that guarantees privacy,
integrity, and availability.

1) Privacy: Customers need to register their real identities
for security reasons. However, they want to remain anony-
mous when querying their metering data or claiming their
rewards. We guarantee this by allowing no other party except
the customer himself to know his fine-grained power usage
profile.

2) Integrity: We also need to ensure the integrity of the
scheme. Misbehaviors such as falsifying the metering data or
double spending should be detected immediately.

3) Availability: Guaranteeing the availability of IDR pro-
grams means that all the features required by IDR programs
are fulfilled and the efficiency is guaranteed. Specifically, the
DRP can gather information to profile, reward, and provide
feedback to customers while customers can learn their DR
performance and claim their rewards. Moreover, since the
metering data should be transmitted and processed with low
latency, the metering process should have low computation
and communication overhead.

IV. BASIC PROTOCOL DESIGN

We describe the basic protocols in this section. Due to page
limit, we leave the detailed construction of the protocols and
ZKPs in our technical report [18]. The DRP plays the role of
the PKG and sets up the master key and public parameters
for the ICS scheme and the BBS+ scheme as described in
Section II.

A. Registration Process

Fig. 3 describes the registration process. The customer
reveals his identity I to the DRP for registration. After veri-
fying his eligibility, the DRP computes and sends the public/
private key pair (Q′

I, SI) (ICS signature) to the smart meter
of the customer. Moreover, the customer commits a random
secret s and sends commitment CM(s) to the DRP. The DRP
then creates and returns δRG

s , a BBS+ signature on s, where
label “RG” denotes registration ticket. The value of s remains
hidden during the process. After the customer receives δRG

s ,
he stores (δRG

s , s) as the registration ticket for his pseudonym.

Fig. 3. Registration process.

Fig. 4. Metering and querying process.

The customer also registers a pseudonym. To this end, the
customer selects a random number λI as his secret and com-
putes his pseudonym PI as PI = gλI

4 . After a random delay,
the customer sends PI and (δRG

s , s) to the DRP through an
anonymous channel. He proves to the DRP that (1) δRG

s is a
valid signature on s, and (2) PI = gλI

4 with a ZKP PK1

PK1

{(
λI, A, c, z, I, z′) : PI = gλI

4

∧ ê
(
A, ωgc) = ê

(
ggz

0gI
1gs

3, g
)}

. (1)

If the DRP verifies the validity of the ZKP, it establishes a
pseudo account associated with PI . To initiate the balance
in the pseudo account, the customer randomly selects a new
value of s, sends commitment CM(I, B, s) to the DRP via
the anonymous channel, and obtains δBL

s , a BBS+ signature
on (I, B, s), where label “BL” denotes balance ticket. Here, B
denotes the balance and is initialized to 0. The customer stores
(δBL

s , I, B, s) as the balance ticket. Note that s is updated every
time, and hence a customer cannot use the same ticket twice.

After the registration of pseudonym PI , the customer inputs
the pseudonym into the smart meter. The smart meter stores the
pseudonym locally and only uses the pseudonym for metering
purposes.

B. Metering and Querying Processes

Fig. 4 describes the metering and querying processes. At
each reporting cycle t, the smart meter collects metering
data mt and generates an ICS signature δIC on the meter-
ing data. It then attaches the pseudonym of the customer to
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Fig. 5. Settlement process.

the message and sends the entire message (mt, t, PI, δIC) to
the DRP through the anonymous channel. Upon receiving the
message, the DRP checks the validity of δIC. If δIC passes the
verification, the DRP stores (mt, δIC) as the metering record
at time t for the pseudo account PI . Otherwise, the DRP
discards the message. The metering records associated with
PI can be used to calculate individual CBL and allocate DR
rewards.

In the querying process, the customer proves his knowledge
about the secret key λI of pseudo account PI with a ZKP PK2

PK2

{
λI : PI = gλI

4

}
. (2)

The customer sends a querying request together with PK2 to
the DRP via the anonymous channel. If PK2 is correctly con-
structed, the DRP locates the requested data in the database
and sends it back over the established anonymous channel.
Otherwise the request is rejected and the corresponding request
is ignored.

C. Settlement Process

The DR rewards are allocated to pseudo accounts by the
DRP-based on individual curtailments. Customers may claim
their rewards in two steps, as described in Fig. 5. First,
a customer adds the reward into his balance ticket through
the anonymous channel. Suppose his old balance ticket is
(δBL

s̃ , I, B̃, s̃). To transfer reward d from the pseudo account,
the customer first checks if the reward in his pseudo account
is larger than d. If yes, he selects a random secret s and
sends commitment CM(s, I, B, B̃) to the DRP, together with
the following ZKP PK3:

PK3

{(
λI, Ã, c̃, I, z̃, B̃, s̃

)
: PI = gλI

4 ∧ B − d > 0

∧ C = gz′
0 gI

1gB̃
2 gs

3 ∧ ê
(

Ã, ωgc̃
)

= ê
(

ggz̃
0gI

1gs̃
3, g

)}

which shows that his pseudonym is PI , the new balance is
positive, and the balance ticket is correctly formed. Now the
DRP verifies if both s̃ is never shown before and PK3 is true.
If yes, it replies with a new BBS+ signature δBL

s on the tuple
(I, B, s). The customer stores (δBL

s , I, B, s) as the new balance
ticket.

Second, the customer redeems reward from the balance
ticket with his real identity. The customer selects a new s and
sends the balance ticket δBL

s̃ , the withdrawal amount d, and a
ZKP PK4 to the DRP, which is a combination of PK2 and PK3.

The DRP then verifies the validity of PK4 and checks if s̃ is
never used before. If both are true, it returns a new BBS+ sig-
nature δBL

s on (I, B, s) and the customer stores (δBL
s , I, B, s)

as the new balance ticket.

D. Revocation Process

When the customer quits from an IDR program, the DRP
needs to ensure that both the identifiable and the pseudo
accounts of the customer are closed. This is guaranteed
through a revocation ticket. When the customer revokes the
pseudo account through the anonymous channel, he obtains
a revocation ticket δRV

s from the DRP. The revocation ticket
contains a BBS+ signature on (I, s) with s being the random
secret selected by the customer. After a random period, the
customer presents his real identity, the revocation ticket, and
a ZKP PK5 together to the DRP, where

PK5
{(

A, c, z, I, z′) : ê
(
A, ωgc) = ê

(
ggz

0gI
1gs

3, g
)}

.

This ticket proves the revocation of the pseudo account
associated with customer I. Then, the DRP can continue to
complete the rest of the revocation process.

V. PRACTICAL CONSIDERATIONS AND EXTENSIONS

In this section, we discuss some practical issues and provide
useful extensions to solve them.

A. Cloaking Mechanism

In the metering process, all the metering records of a
customer are associated with the same pseudonym, which
enables the DRP to link the metering data and perform basic
operations. In theory, the DRP only knows the pseudonym of
the power usage profiles, and thus the real identity of the cus-
tomer is hidden. In practice, however, the DRP may still infer
the real identity of the customer by mining the relationships
between rewards and withdrawals. For example, if a customer
withdraws all the available rewards in his account every settle-
ment cycle, the withdrawals will equal the rewards. The DRP
can then use the rewards as a quasi-identifier to find the real
identity associated with the pseudo account. To avoid such a
linkage, customers can use cloaking mechanisms when they
withdraw from the balance tickets.

In general, the cloaking rules hide the relationship between
withdrawals and rewards by reducing the withdrawal amount
and frequency. Ideally, if a customer withdraws once per
year and leaves some balance unredeemed, the DRP can only
learn an estimate of his total reward through the year. This
information does not reveal the relationship between the real
identity and the pseudonym since it applies to many customers.
However, customers usually want to use rewards whenever
they are available, and redeeming rewards motivates them to
be more active in future DR events. Hence, we need to balance
privacy and timeliness.

In the following, we propose two cloaking mechanisms,
i.e., floor function withdrawal (FFW) mechanism and parti-
tion and random selection (PRS) mechanism. Without loss of
generality, we assume that withdrawal decisions are made once
per settlement cycle.
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Fig. 6. Anonymity for (a) FFW with p = 0.2, (b) PRS with p = 0.2, and (c) PRS with p = 0.5.

The FFW divides the range of rewards into nonoverlap-
ping intervals. Each customer falls into one interval based on
their remaining balance in the balance ticket. At the end of a
settlement cycle, a customer withdraws the floor value of
his interval. In this way, customers in the same interval are
indistinguishable because they withdraw the same amount of
rewards. The achieved anonymity is determined by interval
size: intervals of larger size may include more customers, and
therefore provide stronger anonymity guarantee. Intervals do
not need to be of the same size. For intervals which contain
a dense population, the size can be chosen smaller, while for
other intervals, the size should be larger.

The PRS defines a set of cells, say {5, 10, 20, 40}.
Customers first partition the rewards into cells. Then they
select each cell with a probability p and withdraw an amount
equal to the sum of the selected cells. For example, if the
reward is 45, the customer may divide it into {5, 10, 10, 20},
choose a subset of it with selection probability 0.8, and finally
select cells {5, 10, 10}. The withdrawal is the sum of these
cells, which is 25.

B. Pseudonym Update

Cloaking schemes can reduce information leaked to the
DRP. However, in the long run, the DRP can still gain enough
information for de-anonymization. Suppose that Alice receives
rewards R1, R2, . . . , RN and withdraws W1, W2, . . . , WN in the
first N settlement cycles. The DRP learns that

n∑
k=1

Wk ≤
n∑

k=1

Rk, n = 1, 2, . . . , N (3)

where Wk is the kth withdrawal and Rk is the kth reward of
Alice. If the withdrawals of customer Bob also satisfy (3),
that is

n∑
k=1

Wk ≤
n∑

k=1

R′
k, n = 1, 2, . . . , N (4)

where R′
k is the kth reward of Bob, then Alice and Bob are

indistinguishable from the DRP side. However, as N becomes
large, it becomes harder to find a “Bob” who is indistinguish-
able from Alice. With cloaking mechanisms, customers can
slow down this process but not stop it. Hence, Alice needs to
update the pseudonym after a few settlement cycles. Updating
the pseudonym includes revocation of current pseudonym

(Section IV-D) and registration of the new one (Section IV-A).
To avoid linkage of the two pseudonyms, after revocating the
old one, the customer waits a certain period before registering
the new pseudonym.

C. Reidentification

There are scenarios where the customer needs to provide his
power usage profiles to others. For example, a customer may
use his power usage profile to justify in a legal dispute. This
is especially important when the DRP is not a third party,
but the utility company itself. In this case, the DRP should
enable the customer to prove ownership of his profile. In other
words, the customer should be able to prove to the DRP or
other parties that the power usage profile is linked to his real
identity. This feature can be provided through the ICS scheme.

To prove his ownership of a metering record, the customer
presents the secret λI together with the metering data, corre-
sponding ICS signatures, and the real identity I to the verifier.
The verifier parses the ICS of the metering data in the record
as δIC = (Q, Q′, U, V), computes the public key for the cus-
tomer as QI = H1(I), and checks if QI = λ−1

I Q holds. If
the result is yes, then the verifier is convinced that the signed
metering data is generated by the customer with identity I.
Hence, the customer with identity I is reidentified to be the
owner of the power usage profile.

Since the DRP already knows the linkage between the
pseudonym PI and the metering data, it can now readily link
the real identity to the pseudonym. If a customer wants to
keep his future power usage profile hidden after the reidenti-
fication process, he needs to update his pseudonym following
the update protocol in Section V-B.

VI. SECURITY AND PRIVACY ANALYSIS

In this section, we show that the proposed scheme achieves
the security goals of integrity and privacy and analyze the
unlinkability achieved though our cloaking mechanism.

A. Data Integrity

Data integrity of the proposed scheme is guaranteed in the
following aspects.

1) Defending Cheating Customers: We model the interac-
tion between a cheating user A and an honest DRP C as
a game. Let the DRP C record the balance B remained in
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Fig. 7. Evaluation of cloaking mechanisms.

the account of A. A wins the game if A can get a nega-
tive balance of B. We use reduction argument for our proof.
Specifically, we show that if adversary A can win the game,
then a forgery attack can be constructed against the BBS+
signature. However, BBS+ signature has been shown to be
unforgeable in [16]. Thus, there does not exist such adver-
sary A. In other words, cheating customers cannot win in our
system. Due to space limit, we leave the detailed formal proof
in our technical report [18].

2) Authenticity: The authenticity of the metering data,
ensured by the ICS scheme, allows the DRP to verify that the
data are generated by a genuine and registered smart meter.
No attackers can forge or tamper the metering data since
they cannot forge the ICS under adaptively chosen message
attack [10]. Tickets are used in our scheme for registration
process, revocation process, and settlement process. The tick-
ets, or BBS+ signatures, have been proven to be secure against
existential attack [16]. Hence, attackers cannot forge tickets to
gain monetary benefits. Besides, the attackers are not able to
replay used tickets as the secret s in the ticket is updated when-
ever it is shown to the DRP, and the DRP can easily determine
whether a ticket has been used or not by looking it up in the
database.

3) Confidentiality: In addition to protocols we described
in this paper, standard asymmetric and symmetric encryptions
are used to provide confidentiality. For normal communication,
either encryption scheme is good. For anonymous commu-
nication, asymmetric encryption schemes are required. For
example, in the metering process, smart meters need asym-
metric encryption to ensure confidentiality. To this end, they
encrypt messages with the public key of the DRP, who then
decrypts them with its private key. This ensures end-to-end
confidentiality of the metering data.

B. Privacy

We preserve customer privacy by ensuring the anonymity of
fine-grained metering data. Each customer registers both a real
identity and a pseudonym, and only pseudonyms are attached
to metering data. The DRP can neither infer the real identities
from the metering data in the metering process nor link real
identities and pseudonyms in other processes.

1) Privacy in Registration, Querying, Settlement, and
Revocation: We use a game to model user privacy in

registration, querying, settlement, and revocation. Let the curi-
ous DRP interact with C who acts on behalf of two users. User
privacy is provided in these processes if the DRP cannot tell
which of the two users is responsible for a particular interac-
tion under the condition that all other interactions have been
identified by the curious DRP. The particular interaction could
be during pseudonym registration, settlement, querying, and
revocation, but not during real identity registration, because
real identity is to be known in real identity registration. Our
definition also guarantee that the interactions cannot be linked.
Due to space limit, we include the details of the proof in
our technical report [18]. In the following, we provide an
intuitive description of the privacy guarantee provided by
our scheme.

In the registration process, BBS+ signatures are used to hide
the relationship between the real identity and the pseudonym.
A customer obtains a BBS+ signature (i.e., the registration
ticket in Section IV) after he registers his real identity. In a
separate communication session, the customer uses this sig-
nature to prove his eligibility of enrollment and to register
his pseudonym. Since the BBS+ signature hides the value of
the real identity, the DRP does not know his real identity
when registering the pseudonym and thus cannot link these
two identities. The same conclusion can be given for the set-
tlement process and the revocation process. In the querying
process, customers inquire their data through pseudonyms and
no information of real identity is involved.

Since information involving pseudonyms is sent through a
proxy who hides the static physical address of a smart meter
from the DRP, anonymity is also ensured in the physical
layer.

2) Anonymity in Metering: During the metering process,
smart meters only attach pseudonyms to metering data. To
verify the authenticity of the metering data, they sign the
metering data with ICS. The secret value μ of the ICS is
stored locally at the smart meter, and the DRP does not
know it. Hence, due to the anonymity property of the ICS,
the DRP can verify the data source, but it cannot identify the
customer [10].

C. Unlinkability Between Pseudo Accounts and
Identifiable Accounts

In Section V, we show that the relationship between rewards
and withdrawals may compromise anonymity and propose two
cloaking mechanisms to mitigate the attack. The cloaking
mechanisms divide customers into several sets and customers
in the same set are indistinguishable. Denote the set as S. A set
with larger size provides stronger anonymity.

Suppose the DRP has 500 subscribed customers and
customers withdraw money once per settlement cycle
(e.g., a month). We assume that DR rewards follow a Gaussian
distribution with mean 50 and variance 20. We simulate the
withdrawal behaviors of customers with the FFW mechanism,
and the PRS mechanism under two parameter settings: 1) PRS
with cells {1, 5, 10, 50} and probability p = 0.2, and 2) PRS
with cells {1, 5, 10, 50} and probability p = 0.5. We demon-
strate the ratio of customers with different sizes of S in Fig. 6.
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TABLE I
NUMBER OF PAIRING AND EXPONENTIATION OPERATIONS

Overall, most of the customers are indistinguishable at least
from nine others. However, as the DRP gradually gains more
information, the sets are becoming smaller, and customers
need to update their pseudonyms. We compare their average
undrawn amounts on a monthly basis in Fig. 7. We can see that
the FFW mechanism requires the fewest amount of undrawn
rewards among all the three approaches, while the PRS mech-
anism with selection probability p = 0.5 requires the most.
This illustrates the tradeoff between privacy and timeliness:
if you want better privacy, you should withdraw less
frequently.

VII. PERFORMANCE ANALYSIS

In this section, we analyze the efficiency and cost of
the proposed scheme. The computation cost comes mainly
from pairings and exponentiations in signature schemes (ICS,
BBS+) and ZKP (PK1–PK5). We summarize number of these
two operations in basic protocols for smart meters, customers,
and the DRP in Table I.

From this table, we can see that smart meters do not
need to perform any of the two operations. The most time-
consuming processes performed by smart meters are ICS
generation in the metering process, which involves no paring
or exponentiation operations and can be handled by existing
smart meters efficiently. The customer devices or DRP servers
are assumed to be powerful enough to conduct computation-
intensive operations. Nonetheless, some of the operations,
such as the exponentiations that have constant base (e.g., gz′

0 )
and the pairings with one of the parameter being constant
[e.g., ê(ggz

0gI
1gs

3, g)], can be preprocessed, which expedites the
calculation greatly.

Based on the simulation results of [19] that uses similar
cryptographic tools, we can estimate the computation time
of our algorithm. If we use a smartphone HTC Desire HD
with QSD8255 1 GHz CPU and 1.5 GB ROM to simulate
the customer device, the registration time for the customer is
less than 3 s, and the settlement time is less than 6 s. If we
use a desktop with Q6600 2.4 GHz CPU and 3 GB RAM
as the server of DRP, the registration time for the DRP is
0.2 s, the metering time is 0.05 s, and the settlement time is
0.3 s. Since registration and billing processes happen at low
frequency, the processing time in the order of a few seconds
is insignificant. Since smart meters are not involved in any
computation intensive operations such as exponentiation or
pairing operations, our proposed protocols can be implemented
efficiently.

VIII. RELATED WORK

While instrumental to the implementation of DR, fine-
grained metering data collected by the AMI can be used
to determine occupant activities, raising serious privacy
concerns [20]. Research studies on nonintrusive load moni-
toring [6], [21], [22] have shown the possibility of deducing
appliance usage patterns from fine-grained metering data. The
appliance usage patterns can be further analyzed to learn the
health status, daily routines, or unusual behaviors such as “you
slept late at night” and “your child is left alone at home” [7].
Hence, a growing number of research activities have been
carried out to address privacy issues in the AMI.

The approaches to address privacy issues in the AMI can
be divided into three categories. The first category proposes
to aggregate individual metering data before sending them
out to utility companies since most benefits of the smart grid
can be achieved with the aggregate data. Aggregation can be
either performed at a central point [23]–[25] or distributed
in the network [26]. The second category uses cryptographic
tools to hide sensitive information, mainly adopted for pri-
vate billing purposes in PDR programs [7], [24], [27]. These
works intend to calculate bills at the customer side and ask cus-
tomers to prove the correctness of their bills to utilities. The
third category uses anonymity to protect user privacy [28].
The aforementioned approaches share a common assump-
tion: metering data for operational purposes do not need
to be attributable to a specific customer, and metering data
for billing purposes do not require to be in fine granularity.
This assumption, however, no longer holds for IDR programs.
Fine-grained metering data are required when the DRP sched-
ules demand curtailments, calculates CBLs, and allocates DR
rewards for individual customers. Hence, both fine granu-
larity and attributability are required for IDR programs. In
this case, aforementioned privacy protection mechanisms such
as aggregation are not applicable, and a new approach is
needed.

Anonymous credentials have been proposed to preserve pri-
vacy in [29] and [30]. Specifically, a user obtains a credential
from an issuer and demonstrates the possession of the cre-
dential to a verifier who only has the public information of
the issuer. The verifier can learn nothing beyond the fact that
the user owns a credential granted by the issuer, even when it
colludes with the issuer. “ANONIZE” [31] is an anonymous
survey system where users can create an anonymous single-
use token (or credential) and use it to answer a given survey.
However, single-use token fails to serve the billing purpose
in our scenario, where the balance should be inherited and
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updated repeatedly across different settlement cycles. On the
other hand, “OPAAK” [32] provides an authentication frame-
work with privacy-preserving and single sign-on properties.
This is similar to our solution, however, besides identity man-
agement, our scenario also requires management of a running
balance and authentication of metering data which can not be
addressed by their work.

IX. CONCLUSION

In this paper, we have identified and addressed the unique
privacy issues in IDR programs. We have proposed a scheme
which provides fine-grained metering data to the DRP for
basic operations, ensuring data integrity throughout all the
processes. The scheme protects customer privacy by sepa-
rating the real identity and the fine-grained metering data,
i.e., the DRP can only learn either the real identity or the fine-
grained metering data at a time but cannot link them together.
In the case when reidentification is required, the linkage
between real identity and metering data can be easily restored.
Hence, our scheme provides an integrated solution for privacy-
aware IDR programs, which promotes the acceptance of IDR
programs.
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