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Abstract—Recent advance of Intelligent Reflecting Surface
(IRS) introduces a new dimension for secure communications
by reconfiguring the transmission environments. In this paper,
we devise a secure transmission scheme for multi-user MISO
systems by leveraging multiple collaborative IRSs. Specifically, to
guarantee the worst-case achievable secrecy rate among multiple
legitimate users, we formulate a max-min problem that can
be solved by an alternating optimization method to decouple
it into multiple sub-problems. Based on semidefinite relaxation
and successive convex approximation, each sub-problem can
be further converted into convex problem and easily solved.
Extensive experimental results demonstrate that our proposed
scheme can adapt to complex scenarios for multiple users and
achieve significant gain in terms of achievable secrecy rate.
Compared to the traditional single IRS scheme, the proposed
scheme can achieve better performance at the range of 2.4-6.4
bps/Hz with the increase in the number of reflecting elements
in the multi-user scenarios. We also evaluate the gap between
the secrecy rate for our proposed scheme under continuous
phase shift/amplitude control and discrete phase shift/amplitude
control, and our results show that the secrecy rate obtained
from discrete approximation method converges to that achieved
from the proposed scheme when increasing the discretization
granularity.

Index Terms—Physical layer security, intelligent reflecting
surface, secrecy rate.

I. INTRODUCTION

Due to the broadcast nature of radio channels, wireless
signals can be captured by both legitimate and malicious
users, and hence legitimate users’ transmissions can be eas-
ily intercepted, which may compromise confidentiality and
privacy. To safeguard communication security, physical layer
security, which can be traced back to 1970’s Wyner’s seminal
work [1, 2, 3], has been regarded as a key complement to
higher-layer encryption techniques [4, 5, 6]. In traditional
communication systems, beamforming and Artificial Noise
(AN) are considered as two effective approaches to defending
against wiretapping channel and achieving secure commu-
nication [7, 8, 9, 10]. By exploiting multiple antennas and
shaped beams, beamforming technology can be implemented
to direct the signal towards the legitimate user and thus
reduce the signal leakage. In addition to beamforming, AN
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technology can create significant interference and lower the
SINR at eavesdroppers by properly designing AN signals.
Thus, the achievable secrecy rate, which is a widely used
performance metric to capture the difference between mutual
information of intended transmitter-receiver user channel and
transmitter-eavesdropper wiretap channel in order to measure
the security level, can be effectively improved especially
when the channel states for transmitter-user and transmitter-
eavesdropper channels are highly correlated. Nevertheless, due
to the complex environment of wireless communications, the
proposed approaches do not always work as expected.

As a promising technology to achieve smart radio environ-
ment/intelligent radio environment in next generation cellular
systems [11, 12], Intelligent Reflecting Surfaces (IRSs) can
provide reconfigurable signal propagation environments to
support cost-effective and power-efficient wireless communi-
cation services. Specifically, IRS is a metasurface composed
of a large number of passive reflecting elements, which con-
sumes much lower energy compared with traditional active
relays/transceivers [13, 14, 15]. By adaptively adjusting the
reflection amplitude and/or phase shift of each element, the
strength and direction of the incident electromagnetic wave be-
comes highly controllable [16, 17]. Thus, IRS is regarded as a
novel solution to achieving configurable wireless transmission
environment/intelligent radio environment/wireless 2.0 with
low hardware/energy cost, and has been applied in various
wireless applications such as coverage extension, interference
cancellation, and energy efficiency enhancement [11, 13]. Due
to the aforementioned advantages, the IRS-assisted commu-
nication systems have great potential to enhance physical
layer security. By jointly optimizing operations on transmitter
and passive reflecting elements of IRS, the transmitter-user
channel state can be reconfigured to lower the signal leakage
to eavesdroppers. Intuitively, users geographically close to the
IRS are more likely beneficial from IRS by receiving the tuned
signal, whose achievable secrecy rate can be significantly
improved.

Recently, some efforts have been made to study IRS-assisted
systems for physical layer security. Cui ef al. [18] investigated
an IRS-aided secure wireless communication systems where
a simple scenario with one eavesdropper is investigated to
show the effectiveness of IRS. To explore the effectiveness
of traditional approach in IRS-assisted scenarios, Guan et
al. [5] further considered AN in an IRS-assisted system,
whose performance was verified with the significant gain
on secrecy rate. To improve the algorithm efficiency, Dong
et al. [19] proposed an efficient algorithm adopting block
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coordinate descent and minorization maximization method for
faster convergence for Mutiple-Input Mutiple-Output (MIMO)
systems. Lyu et al. [20] considered a potential IRS threat
called IRS jamming attack, which can leverage signals from
a transmitter by controlling reflected signals to diminish the
signal-to-interference-plus-noise ratio at the user. Since the
IRS jammer operates in a passive way, it can be even harder
to defend. The multiple IRS-assisted system considered in
this paper provides a possible solution. Since IRS jamming
is effective based on the knowledge of the CSI, the base
station can randomly select an IRS from multiple ones to
transmit the signal to the user. In this case, the attacker can
hardly acquire the CSI on the BS-IRS-user channel because
the attacker does not know which IRS is used in the next
time slot, so the minimization of the received signal at the
user can hardly be optimized, and the IRS jamming attack can
be hardly effective. Xu et al. [21] studied resource allocation
design in multi-user scenarios and also considered AN at
transmitter. Due to the non-convexity of the optimization
problems in the IRS-aided wireless communication systems,
there also exist some research works that apply learning-based
methods to address these challenging problems. To maximize
the downlink throughput and achieve secure communications
against eavesdroppers in MISO systems, Feng et al. [22]
and Yang et al. [23] respectively developed deep reinforce-
ment learning-based approaches. Their simulation results also
validate the effectiveness of such learning-based approaches
by demonstrating significant performance gains in terms of
throughput and security. However, the aforementioned efforts
only focus on the proof-of-concept study by implementing a
single IRS, and the learning-based approaches still lack the
generalization ability. Thus, the security gain from leveraging
multiple collaborative IRSs has not been thoroughly explored
as yet, and it is also paramount to jointly optimize wireless
transmission environments and allocate resources for legiti-
mate users in multiple IRSs-assisted systems.

To enhance the security transmission from users, in this
paper, we study secure transmission schemes for multi-user
Mutiple-Input Single-Output (MISO) systems assisted by mul-
tiple collaborative IRSs. Compared to the traditional sin-
gle IRS scheme, on the one hand, the proposed multi-IRS
scheme not only needs to solve the transmission strategies,
but also should select appropriate IRS to adapt to the complex
environment, which enlarges the solution space and makes
the problem more difficult to solve. On the other hand, the
multiple IRSs can also provide environmental diversity to
further improve the performance, which is attractive for users
to achieve secure transmissions in wireless systems. To ensure
the security for legitimate users, we adopt achievable secrecy
rate as the performance metric and formulate an optimization
problem. Motivated by the Cannikin Law!, if one legitimate
user’ security performance cannot be guaranteed and his/her
security is compromised, the whole communication system
will be insecure because no one knows who is the victim.
Thus, we attempt to ensure the worst achievable secrecy rate

ICannikin Law is also known as Liebig’s law or the Wooden Bucket Theory,
which states that a bucket’s capacity is determined by its shortest stave [24].

equally for all users through solving a max-min problem.
The main contributions of this paper are summarized as
follows.

« To deal with the threat from potential eavesdroppers, we
propose a secure communication scheme in multiple IRSs
assisted systems. Considering the security requirement for
each legitimate user, we formulate a max-min problem
to maximize the lower bound of the secrecy rate to
optimize the worst performance of multiple users in case
eavesdroppers attempt to “steal” useful information from
a user.

« To efficiently solve the formulated max-min problem,
we propose an alternating algorithm to decouple it into
multiple sub-problems. In each iteration, we apply Semi-
Definite Relaxation (SDR) and Successive Convex Ap-
proximation (SCA) methods to solve convex optimization
problems.

o To verify the effectiveness of the proposed scheme,
extensive numerical evaluations are conducted. Based on
the results obtained from the proposed scheme and the
traditional single IRS scheme, we further evaluate the
performance of the proposed scheme under constraints
with imperfect CSI and discrete phase/amplitude ad-
justment, and compare our scheme with the traditional
sum-rate maximization to show the gap in the security
performance.

Symbol Notation: Boldface lowercase and uppercase letters
denote vectors and matrices, respectively. For a vector a, ||a||
denotes the Euclidean norm. For matrix A, the conjugate
transpose, rank and trace of A are denoted as A", Rank(A)
and Tr(A), respectively. For a complex number ¢, |c| denotes
the modulus. Z(x) denotes the phase of the complex value
x. The set of n-by-m real matrices, complex matrices and
complex Hermitian matrices are denoted as R, C™ and
H™™  respectively. A > 0 means A is a positive semidefinite
matrix, and N (u,Y,) denotes the Gaussian distribution with
mean u and covariance matrix ..

II. SYSTEM MODEL

We consider a wireless communication system as shown
in Fig. 1, a base station equipped with M antennas intends
to transmit secure messages to [ legitimate users equipped
with single antenna. Moreover, K IRSs have been deployed in
advance to assist wireless communications, and each IRS has
N reflecting elements.

Adversary Model: With respect to the transmitted secure
messages, one eavesdropper (Eve) wants to wiretap/intercept
transmitted signals through wiretap channel, and further crack
the secure messages to steal users’ private information or hack
users’ equipments. For legitimate users, the communication
link with the base station is setup after authentication. Since
the activities of legitimate users can be tracked by the base
station, we assume all legitimate users are honest and do not
collude with the eavesdropper.

To eliminate the potential threat from the eavesdropper
and protect the security of legitimate users, the base station
and IRSs need to collaboratively transmit signals to increase
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Fig. 1. A typical IRSs-assisted communication system with multiple users
under eavesdropping.

received signal power at legitimate users while mitigating the
signal leakage at the eavesdropper. In this paper, we attempt
to adjust the transmission strategy both at base station and on
IRSs to enhance the security level.

Channel Model: For the channel model between the base
station and user/Eve, two cases are considered, i.e., direct
channel (transmitter to user/Eve) and reflecting channel (trans-
mitter to IRS to user/Eve). The composite reflecting channel
is modeled as a combination of three components, i.e., the
base station to IRS link, IRS’s reflection with phase shift and
IRS to user/Eve link. The equivalent channels from the base
station to the k-th IRS, the i-th user and Eve are denoted
by G e CNVM | pfl e M | pH e C*M | respectively. The
equivalent channels from the k-th IRS to the i-th user and Eve
are denoted by gi’, € C™V, gl € C™N respectively. Since
IRS is a passive reflecting device, we consider a Time Division
Duplexing (TDD) protocol? for uplink and downlink transmis-
sions and quasi-static (constant within the transmission frame)
flat-fading model® is adopted for all channels. As discussed in
[5, 13, 26], by applying various channel acquisition methods,
we can acquire all channel information, and hence here for
the current study, we also assume that the Channel State
Information (CSI) of all channels are perfectly known. Linear
transmit precoding is considered at the base station similar
to [14], and each user served by the base station is assigned
with one dedicated beamforming vector. To further enhance
the physical layer security, additional AN is also adopted.
Thus, the signal transmitted from the base station to the i-
th user can be described as:

si=widi +z;,i €U, (D

where w; € CM*! is the beamforming vector for the i-th user,
d; is the corresponding transmitted data, z; € CM*! is an AN

2Due to the channel reciprocity provided by TDD protocol between uplink
and downlink, both transmission links are assumed to match well, thus CSI
for downlink can be obtained at the base station from the uplink channel
based on the channel reciprocity [25].

3For flat fading model, the coherence bandwidth for the channel is larger
than that for the signal. Therefore, all frequency components of the signal
will experience the same fading.

vector, and U represents the user set.

Since multiple IRSs have been deployed in the system, each
legitimate user can be served by a selected IRS to receive
tuned signal, which is effective especially when there exists
an obstacle and no Light-of-Sight (LoS) channel between
the base station and a user. Let a;x € {0,1} denote the
IRS selection for the i-th user, i.e., the i-th user can receive
reflecting signal through the k-th IRS if @; x = 1. Meanwhile,
let @ = diag(Ax1e/%1, ..., Ax ne/%N) € CN*N denote
the diagonal phase-shifting matrix of the k-th IRS, while
Arxn € [0,1] and 6r, € [0,27) denote the amplitude
reflection coefficient and the phase shift of the n-th element
on the k-th IRS. In practice, each element of an IRS is usually
designed to maximize the signal reflection [14]. Thus, we set
Ag.n = 1 in this paper. In this case, for the i-th user, the
received signal from base station and IRSs can be represented
by:

K
i = @i kgl @G + bl (wid; +2)+
k=1

K
Z(Z aj,kgfk@kaH + h?)(wjdi +zj) + ng, 2)
TE k=l

where ng € CN(0,0?) is the complex Additive White Gaus-
sian Noise (AWGN). For an eavesdropper, the received signal
can be represented by:

K
8= aingl OkGH + ki) (wid; +2)
k=1

K
DO kgl OG +h ) (wjdi+2)) +no.  (3)
J# k=1

. K
For notational simplicity, let D; ; = 3. aj,kngk@kGf +hf' €
k=1 ’

K
cM p,i=3 ai,kgka)kaH + hf € C™M  Accordingly,
=1 >

k=
the Signal-to-Interference-plus-Noise Ratio (SINR) of received
signal at the i-th user can be calculated by:

K
(X ol OGY + hf ol
— ~ , “)
2D jwil>+ X |D; jzj|>+ No
J#i Jjeu
where Ny is the power of AWGN. Similarly, the SINR of the
i-th user’s signal at the eavesdropper can be calculated by:

SINR; =

K
(2 kg™ G +h oy

Y IDejwil?+ X |Dejzi|>+No
J#U jeu

SINRS =

(&)

III. PROBLEM FORMULATION AND SOLUTION

Considering the security requirement for each legitimate
user in the system, we want to guarantee the worst per-
formance of all legitimate users in case an eavesdropper
might wiretap/intercept too much useful information from
a certain user. Thus, in this paper, we aim to maximize
the minimum achievable secrecy rate of legitimate users in
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Algorithm 1: BCD-based Algorithm
Input: Number of elements N, number of antennas M,
number of surfaces K;
QOutput: Beamforming vector @, AN vector z, phase
-shift matrix ®@ and IRS selection vector @:;
1 Initialize:
« Initialize @©, z_(o), (:)(0) and @©;
o« t=0, AD = Intmax;
2 while A®) < § do

3 Solve each sub-problem to find solution for @*!),
F(+D) (:)(Hl) and @+ for given @, 7\, (:)(t)
and @), respectively;

4 Calculate p*! = min [RY — R{]:

5 Update r =7+ 1 and AW = p(t+D) _ (),
6 end

the system. By jointly configuring the beamforming matrix
® = [wi,w;...,w7] and AN matrix Z = [z1,22...,27] at the
base station, phase shift matrix 0= [@1,0,,...,0] at IRSs
ay,1 (AW ¢
and surface selection matrix @ = between
ag,1 aj K
users and IRSs, the optimization problem can be formulated
as:
Problem 1:

max min

52,0, 1

(R - R{]" (6)

st will? + 1zill? < Pmax, Vi € U, (C1)
0<0n<2m, ke[l,K],¥Yne[l,N], (C2)
(C3)

Dlaik=1, ax € {0,1}, Viel,
k

where (C1) represents the transmission power constraint, (C2)
implies the unit modulus for each element, i.e., |e/%n| = 1,
and (C3) indicates that each user should be served by one
IRS in the system. Considering the SINR expression in (4),
(5) and applying the Shannon capacity theorem, the achievable
secrecy rate (bits/s/Hz) in (6) can be calculated by:

K
H
|(kZ1 @i k81 OkGY + i w;|?
— = )
Y |(Dijw;>+ ¥ |D;jz* + No
J# jeu

R} — R =log,(1+

K
(3 ig?, 0:GH + o

s
).
> (D, jwi>+ ¥ |D. jz;|*+ No
J#i Jjeu

—log,(1+ (7

It is intuitive that variables @, Z, ® and @ in Problem 1 are
coupled, which makes Problem 1 hard to solve. However, if
only one variable is considered, the original problem becomes
solvable. Inspired by the alternating optimization approaches
in [5, 14, 19, 20, 21, 27], we adopt Block Coordinate Descent
(BCD) method to decouple variables and obtain the sub-
optimal solution efficiently. As a powerful and computation-
ally efficient optimization technique to solve multi-variable

involved problems, BCD method has been widely adopted
in wireless communication and signal processing. By using
the BCD method, we can transform the original problem
into several solvable (e.g., convex) sub-problems in an itera-
tive manner. To optimize a multi-variable objective in BCD
method, we optimize the objective in terms of one of the
coordinate blocks while the other blocks are fixed at each
iteration. Thus, Problem 1 is divided into three sub-problems
and each sub-problem is solved iteratively as descried in
Algorithm 1. For each sub-problem, we utilize SDR and SCA
to convert the original problem into a convex problem. The
detailed solving process of each sub-problem is descried in
the following sub-sections.

A. Sub-Problem for Beamforming and AN

At first, beamforming and AN matrices are considered to be
solved. For given phase shift operation @ and surface matching
@, with [x]* = max{0,x}, we can rewrite Problem 1 as:

Problem 2a: max min [R)-R{]" (8)

®,Z i

st o>+ |zi]* € Pmax. Vi€ U. (C1)

Due to the max function in (8), we can rewrite the objective
as
0’ wi’ zi e ﬂ,

R — R¢1* =
[ ! l] R;/t _R,-e,wi,Zi € ﬂ+’

©))

where A and A* denote the solution space for non-positive
and positive values, respectively. Once A™ is non-empty, the
optimal solution must satisfy (w;‘,z;‘) € A", In this case, we

can rewrite (8) as RY — RY when A* # 0.

Since SDR is a powerful computationally efficient approx-
imation technique, it has been successfully applied to solve
many difficult optimization problems in communications and
signal processing [14, 28, 29, 30], especially the problem con-
taining quadratic terms as in Problem 2a. Thus, to solve this
sub-problem for beamforming and AN, we plan to apply SDR
in the next. So we start to reformulate the objective with some

mathematical transformations. Let W; = wiwfl € CMxM
K

Z; = ziz! € CMM_ D; = ¥ 08", 0GY + ] €
k=1 ’

K

IXxM B — H H H IxM —
ct* , Di’j = Zaj,kgl.k@ka +hi e C* , De,i =
k=1 ’

K
> gl 0GH + hl' e CMo*M | Then, the achievable
k=1 ’

secrecy rate can be reformulated as:

w e Tr(W,DED;)
R; _Ri:10g2(1+ ~H A ~H A )
2 (Te(W ;DD ) + 3 Te(Z;D; D j) + No
J#i Jjeu

Tr(WiDgiDe,i) :
> (Tr(W»,-DZjDE,_,-) + _zﬂTr(z_,-Dg{jDe,_,-) +Ny
JE

—log, (1 +
J#

H AH A ~AH A

TI‘(WiDi Di) + Z Tr(WjDi‘jDi,j) + Z(uTr(ZjDi,jDi,j) + Ny
J#i je ;

=log,( ~H
Z Tr(Wle-

J#

,éi Tr(WngjDe,j) + _ezﬂTr(sznge,j) +Ny
J

: )s
Te(W:DH Do)+ ¥ Tr(WjD‘;{jDe,j) + zﬂ Tr(Z,Dj{,.De,,) + Ny
J#i Jje -

~ ~H A
,jD[,j) + Z Tr(ZjDi’jD;,j) + N()
Jjeu

=F'+F?-F?-F}, (10)

1536-1233 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieeeorglgublicationsﬁstandards/Eublications/rights/indexhtml for more information.
Authorized licensed use limited to: University of Florida. Downloaded on September 23,2021 at 18:

2:56 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TMC.2021.3114167, IEEE

Transactions on Mobile Computing

Yw, FF(Wi,Z;) =0, Vz, F;(Wi,Z;) = —

1

Yw, F{ (W, Z;)

1

5
AH A

1 (Di,jDi,j)H (1

~H A AH A )

25 (t(w,;D; ;D ;) + ¥ T(Z,D;;D; ;) +No

J# jeu
_ (D;De )" 12
2 Te(W; DY D, ;) + 3 (Te(W,; D D, ;) + zﬂ Te(Z, DY D, ;) +No
J#EL JjE
(DH D, HH

ey (13)

vz, Ff(Wi, Z))

J#i

T In2 Te(W;DZ D, ;) + Y (Te((W;DZ D, ;) + Z(uTr(ZjDZJ.DeJ) +No
JjE€

1 2 13 4 .
where F;, F7, F; and F} are represented by:

F! = log, (Tr(W ;D D;)

~H ~H A
+ Z(Tr(W_,—D,»,jDi,_,-) + Z Tr(Z;D; ;D ;) + No), (14)
J#L JeUu

F? =logy (). Tr(W ;DY D, j) + 3" Te(Z;DY D j) + No),  (15)

J#i Jjeu

~AH A ~H A

F} =logy (). (Tr(W ;D Dy j) + Y Te(Z;D;;Di j) + No),  (16)

J#i Jjeu

F =logy (Tr(W ;DY D, ;)

+Z(Tr(W,-D§{jDe,j) + Z Tr(Z ;DY D, ;) + No). a7

J# jeu

However, the secrecy rate R — RY in (10) is still in the
form of Difference of Convex (DC) functions. Since the
non-convexity of the DC problem prevents the application
of standard primal/dual decomposition techniques for convex
problems, we have to find an efficient method to convert the
DC problem to a convex one. To solve the DC problem in (10),
we adopt SCA method [21, 31, 32, 33] to obtain a convex
upper bound for the DC objective in an iterative manner.
The main idea of SCA method is to generate a sequence of
feasible solutions (Wft), th)) by successively solving convex
conservative approximation problems. At first, we construct
global upper bound of F’ 1.3 and Flf1 , respectively. For any fea-
sible solution (W;t), Z;t)), the differentiable convex functions
F i3 (W;,Z;) and Ff (W, Z;) satisfy the following inequalities*:

F(W.z) <Fw",z")
+ Te(vw, F2(W 2 H (W, - wiy)
+Te(vz, F2 (W, 2 (2, - "))
=P W, z,w?",z"),

FHW,Z;) < Fﬁ(WEI)’ZEI))
+ Te(vw, FHWD, 2 H (W, - w?))
+Te(vg, FHW, 2 (z, - Z2"))
=F{ (Wi 2, W, Z),

(18)

(19)
where the right hand side terms in (18) and (19) are global

4Since F. l.3 and F/ i4 are concave functions, according to the definition of con-
cave function, we have (1-2) f (x)+Af (y) < f ((1-2)x+Ay). In this case,
we can construct global upper bound f (y) < f((lf’l)x”b/’l)’(]”l)f (€I
fx) + LD (x) 4 vf (x)(y — %) as 2 — 0 [34,
Proposition 1.8].

upper bound of Fl.3 and Fl.4 by using first-order Taylor ap-
proximation, respectively. The gradients of functions Fl.3 and
Ff with respect to W; and Z; are given in (11)-(13). Hence,
a convex lower bound of objective function in (10) can be
obtained as R — RY = Fl.1 + Fl.2 - 17f - 1‘7;4. Let f;(W;,Z;) =
F' +F? - F’ - F} and g/(W;,2;) = F! + F> - F} - F".
Since f;(W;,Z;) > gi(W;, Z;) according to (18) and (19), as
long as we guarantee g;(W;,Z;) >0, f;(W;,Z;) > 0 must be
satisfied.

After deploying SCA, the objective function becomes con-
vex. In order to further solve the max-min problem, we also
introduce an auxiliary variable x into the formulation. By
doing so, the original Problem 2a can be transformed to:

Problem 2b : max x (20)

xW.Z
s.t. Tr(W;)+Tr(Z;) < Puax, Vi€ U, (ChH
0<x<F'+F-F-F'Viel, (C4)
Rank(W;) =1, Rank(Z;) =1, Vie U, (&)}
W; >0, Z; >0, Viel, (Co)

where W = [Wl, Wz, ceey W]],Z = [Zl, Zz, veey Z]] €
CIMXIM gince constraint (C5) is non-convex, we drop this
rank-1 constraint by applying SDR. If the obtained solution
(WE’),ZY)) are of rank-1, they can be written as Wlm =
w;wf and ZE’) = z;z, then the optimal beamforming vector
w; and AN z; can be obtained by applying eigenvalue decom-
position®. Otherwise, we can adopt Gaussian Randomization
to recover w; and z; approximately from higher rank solution
(W, Z") [28, 29, 30]. In this case, Problem 2b becomes
a convex optimization problem. In Algorithm 2, Problem 2b
can be efficiently solved at each iteration by using convex
optimization solvers, e.g., SeduMi and CVX [35, 36]. In the
following, we prove that SCA-based approach in Algorithm 2
can reach the optimal solution at each iteration.

Proposition 1. Algorithm 2 generates a sequence of non-
decreasing feasible solutions that converge to a point (W",Z")

SFor an SDR solution W, the eigen-decomposition can be applied to obtain
W =3 Auq,q, where r = Rank(W), 4; > ... > A, > 0 are the
eigenvalues, and g, ..., q,, € C™™! are the respective eigenvectors [28]. Thus,
the optimal and the only one solution for the original problem, i.e., w =
VA1q1, can be obtained from the eigenvalue decomposition if W satisfies the
rank-1 condition.
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satisfying the KKT conditions of the original problems in (8).

Proof. For notational convenience let f;(W;, Z;) = Fl.1 + Fl.2 -
Fl.3 - Fi4 and g;(W;,Z;) = F[.1 + Ff - I*:f - IFL.“. The constraint
(C4) can be rewritten as x < min{g;(W;, Z;)}.

Accordin to (18) ancll (19), we can obtain
m?x{ﬁ(W,?’ ZOY > m?x{g,»(wl?”,zlf”)},vw,z €
CIMXIM " gince constraints (C1), (C4) and (C6) are always
satisfied, the optimal solution (W', Z'")) of the approximated
problem (20) at the ¢-th iteration always belongs to the feasible
set of the original problem (8) At each iteration, it follows
that [37, 38]:

max{f;,(W;". Z}")} = max{g;(W,". Z]"))
= min max{g;(W;,Z;)}
w.Z 4
> max{g/(W;"™",Z{""")}
1

- miax{ﬁ(wﬁ"”, )y,

where the second inequality holds because (W(t), Z (t)) is the
global optimum of (20) at the #-th iteration, and the last equal-
ity holds because gi(WEt_l), th_l)) = fi(WE’_l), Z}t_l)). This
means that {max{fi(WEt),ZEt))Ht =0,1,...} is a monotoni-
cally increasinlg sequence. As the actual objective value in
(20) is nondecreasing after every iteration, Algorithm 2 will
eventually converge to a point (W",Z") as 7 increases.

Next, we prove that (W*,Z*) satisfies the Karush-Kuhn-
Tucker (KKT) conditions® of the original problem. From (20),
the optimal solution can be found when x = miin{gi(Wi, Z)},

thus, Problem 2b can be rewritten as:

max (21)
x,W.Z

min{g;(W;, Z;)}

s.t. (C1),(C6).
Then, the Lagrangian for (21) is:

L(W,Z,0) = min{g; (W, Z;)} + Z o (Te(W;) + Te(Z))),
! el
where oy is the Lagrangian multiplier for each constraint.
Similar to (20), by adopting mathematical transformations
and introducing auxiliary variable x, the Lagrangian for the
original problem (8) can be written as:

L'(W.Z,0) = min{f;(Wi. Z)} + ", oo(Te(W)) + Tr(Z)),
ieU
For a feasible point (W"™", Z") obtained from Algorithm
2 at the (#—1)-th iteration, it is the global optimum for (21), the
KKT conditions of (21) must be satisfied, i.e., (V_V(t_l), Z(t_l))
is feasible for (21) and there exist nonnegative real values
0,1 € U satisfying:

5,(1-1) (-1
vLw' ™, z2"Y o)wz =0,
SKKT condition is the first derivative test for a solution to a nonlinear

programming problem to be optimal, provided that some regularity conditions
are satisfied [39].

6

Algorithm 2: SCA-based Algorithm

Input: Number of elements N, number of antennas M,
number of surfaces K;

Output: Beamforming W*, AN Z";

1 Initialize:
« Initialize W(O), Z(O), t=1, A = Intmax;

2 while A < § do
3 Solve problem (20) to find solution w® z0.
4 Update 7 =7+ 1 and AW = x(1+1) _ x(®),
5 end

o (Tr(W ™y +Te(z" V) =0, Vie U.

Since the gradient of the first-order Taylor approximations
F>(W;,Z;) and F}(W;, Z;) are the same as F;(W;, Z;) and
FH(W;,Z;), we can also verify that:
vL (W, Z, 0')|W:W(H) =VvL(W,Z,0)|
v L/(W’ Z7 O-)IZ:Z(‘*') = VL(Wr 27 0-)|

sz(tfl),
=701

which implies that (W™, Z"™V) satisfies the KKT condi-
tions for (8). The results imply that the KKT conditions of the
original problem will be satisfied after the series of approxi-
mations converges to the point (W, Z"). This completes the
proof.

O

B. Subproblem for Phase Shift

For given beamforming matrix @, AN matrix Z and surface
selection matrix @, we can rewrite Problem 1 as:

Problem 3a: max min [R} - R{]* (22)
(0] L
st. 0<Op,<2n ke[lLK,Vne [LLN].  (C2)

Next, similar to the procedures in the previous section III-
A, we also transform the objective function to a solvable
convex function by applying SDR and SCA. Let G, ; =
; diag(gf )G € CNVM TG, 1 = a; idiag(gh )G €
CNXM. Let Kik = gi,kwi S CNXI, k\i,j,k = gAi,j’ka)j S CNXl,
= [e/9,e7%, .. /0N € C*N and Uk.n = e/%n. Then,
the power of received signal at the i-th user in (4) becomes:

K K
H H H 2 H 2
1O @ixglOcGH o+ Yol = Y s+ bl il
k=1 k=1

Accordingly, the power of the received signal of the i-th user
at the eavesdropper in (5) becomes:

K K
O aikgl OkGHwi + hf Yooil =1 Y ke s+ hE w;il?.
k=1 k=1

Furthermore, let v = [u, iy, ...,,u,%; e CIXNK,
_ . Kxl 4 _

and a; = [Kiiskio..kixk] € C , di; =
TThis is due to A - diag(e/?1, /%, ... e/N) = [e/01 e/%2  lON].

diag(A) when matrix A € C*N and diag(e/91,e/%2, ..., e/N) e CN*N |
Thus, transmitter-IRS-user channel gives gtHkaGf = pkdiag(gflk)GkH.
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CNKXI

[ki,j,l; k,"j’z; R ki,j,K] € Thus, we have

K

H _ _ pH » _ pH —
D Hy Kik = va,. Let b; = hi wi, bi,j = hi wj, gik =
=1

@ kdiag(g )G, b¢ = bl w;. Also, let R3¢ = G; iz €

CNXI anqise — [Knoise. noise. . gnoise e CNKXI,

’ i,j i,j,1 27,52 ""’Ki,j,K
Cij = th z;. Then, the achievable secrecy rate in (7) can be
reflormulated as:

K

|val- + b[ |2

RY — R{ =logy(1+ — -
L T véij+bi |+ Zy vaj i€ +ci ;1> + No
J€ X

J#i
e e|2
[va? + b7 |

PATEGTE va%i5¢ + co ;2 + Ny
J J

—log, (1 + )- (23)

Note that |va; + b;|*> =77 R;7, and 77 R, = trace(R;7v").
Define V = 7977, which needs to satisfy V > 0 and Rank(V) =
1. Note that R; = [a,-af,al-th; biafl,0] € CNK+HIXNK+

_ A AH A H . ~H NK+1xNK+1

R[,j = [a,-,jai’j,a,-,jbi’j, b,-,jai’j,O] e C ,
noise _ noise ,noiseH _noise H .,  , noiseH

R} = [al.,j al’ al e e al ,0] €

5] i
CNE+IXNK+1 5 = [y 117 e CNK+IXI Then (23) can be

further reformulated as:

RY—R¢ =F! +F} - F, - F}, (24)

where F!, F?, F} and F} are:

F} =logy(Tr(RV) + |bil” + )" (Tr(Ri ;V) + bi ;I)
J#i
+ 3 (Tr(RISHV) + e ;) + No),
Jjeu
Fi2 = ]ng(Z(Tr(I’ée’jV) + |Ee’j|2)
JE
£ (TrRIDV) + lee ;) + No),
jeu
Fi3 = logz(Z(Tr(i\;i,jV) + |Bi,j|2)
J#i
+ 0 (TrRIV) + fei i) + No),
Jjeu
F} = logy(Tr(RV) + |6{1* + D (Tr(Re ;V) + |be ;)
Jj#i
+ 3 (Tr (R V) + e 1)+ No).
Jjeu

(25)

(26)

27)

(28)

Similarly, we apply the SDR method to remove rank-one
constraint Rank(V) =1 and SCA method to construct global
upper bounds of Fi3 and Fl.4 and make (24) become a convex
function:

FX(V) < FP(VO) 4 Te(vy F(VO)YH (v — v (D))

= F(V, V), (29)
FYV) < FA VD) + Te(vy FHVOYH (v - v(1)y)
=V, v, (30)

Thus, Problem 3a is transformed into a convex problem by
introducing auxiliary variable x:

Problem 3b: max x

x,V

€2y

7

sit. 0< 0k, <2n, kell,K],Vnel[l,N], (C2)
0<x<F'+F}-F -F'Viel, (C7)
V>0. (C8)

To restore the desired solution @ = diag(v) from the convex
Semi-Definite Programming (SDP) solution V, eigenvalue
decomposition with Gaussian randomization can be used to
obtain a feasible solution based on the higher-rank solution
obtained by solving Problem 3b. Since unit modulus con-
straint (C2) for each element on IRS should be satisfied, the
reflection coefficients can be obtained by [5, 14]:

Hic,n )

‘IZ(I‘NKH

,uk’n:e ,n=1,2,...,NK, (32)

where /(x) denotes the phase of x and the obtained solution
can satisfy |ug n| = 1.

C. Subproblem for Surface Selection

For given beamforming vector @, AN vector Z and phase
shift of IRS @, the original problem becomes a 0-1 integer
programming problem, and we can rewrite Problem 1 as:

max min (33)

« i

Problem 4a: [RY — R{]*

st Ylaik=1 ape{01}, Viel.  (C3)
k

At first, according to the constraint described in (C3), each user
is served by one specific IRS, and thus, we have «; ra@; » =0
K

K
when k # k' and 3, Y @;raix = 2 air. Then, we can
o k=1 k'#K k=1 )
simplify the expression in (4) and the power of the received
signal at the i-th user becomes:

K
H H, pHy 12
1O @i e Gy + h il
k=1
K
H H, \HpH
=Z Z @i k@ ko (Ti, 1k @i) " Tj gwi +(h;" i)™ hi” o;
k=1 K%K

k2

K K

HyH H, \H

+ § @; 1 (T; pwi)” by w; + E a; 1 T; rwi(h; ;)
k=1 k=1

K
H H \HpH
:Zai,k(Ti,kwi) T; rwi +(h;" w;)™ hi’ w;
k=1

k

K K
HpH H, \H
+ 3 i (T ) hf w; + ) 0 i T gwi (B ;)

k=1 k=1
K
1 ~2 2
= > k(@ + T ) + bl (34)
k=1
where T;; = ggk(BkGf, Te = ggk@kGH,

N o H
T = Guo)iTiw; T2, = (Taw)"hio; +

Ti,kwj)(th w J-)H . Similarly, the power of the received signal
for the i-th user at eavesdropper in (5) can be expressed as:

K K
1O aixg OG +hE)wi P = ai i (1), +T2, )+ 1bi . (35)
k=1 k=1

1536-1233 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.or; /Eublicationsﬁstandards/Eublications/rights/indexhtml for more information.

Authorized licensed use limited to: University of Florida. Downloaded on September 23,2021 at 1§

2:56 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TMC.2021.3114167, IEEE

Transactions on Mobile Computing

A1 A2
Furthermore, let TN; ;;, = (Tikz )" T; 1z, TN;jr =

(Ti,ij)thHZj +7},kzj)(h{1zj)H. In this case, the achievable
secrecy rate in (7) can be reformulated as:

RY-R¢=F!'+F} - F - F!,

1 2 3 4 .
where F;, F7, F; and F; are represented by:

K
+ 1200+ 1bil* + Z Z @k (T + T2 50

K
Fl =1og, ()" e i (T},
k=1 J#i k=1

K
~ A1 A2
+1bi ;1> + E § @ik (TN j i + TNy j 1)+ leij|* + No).

(36)
jeU k=1
K
F2 = logz(z Z @i (T} + T2 )+ 1be j
G k=1
K 1 2
+ Z Zai,k(TNg,jyk+TNe’j’k)+ ce.i 1+ No), (37)
JEU k=1
K
FP=logy (). Y v w (B, + T2 )+ 1bi ;I
T k=1
X 1 2
+ 3 @ (TN, j +TNG ) + i j 2+ No), 38)

JeU k=1

K K
Fi=log, (3 ain (B, +T2, ) +10i P+ " > arx (T, +T2, )
k=1 J#i k=1

K
lbe P+ Y D @k (TN +TNG 4 + e j P+ No).  (39)
JEU k=1
In order to solve this subproblem, we first relax integer
variable @, then we solve the problem by using convex
optimization. After rounding the relaxed solution, we can get
feasible @ for Problem 4a. Similarly, we adopt the SCA
method to construct global upper bounds of Fl.3 and Fi4:

F3 (&) < F2(@&) + Tr(vq, F2 (@) (@; - a"))

= F(an,a"), (40)

FH @) < FH@) + Te(va, (@) (@ - &)
= FXa;,a\"), (41)
where @; = [a;1,...,@;k]. Thus, Problem 4a can be
transformed into a convex problem by introducing auxiliary

variable x:
Problem 4b: max «x 42)
X,

st. 0<x<F'+F}-~F - F'Viel, (C9)
(C10)

Zai,k =1, aix €[0,1], Vi € U.
k

In this case, Problem 4b becomes a general convex problem.

IV. NUMERICAL EVALUATION

A. Evaluation Setups

To evaluate the performance of the proposed scheme, we
conduct a number of numerical evaluations in this section.
The overall setup is shown in Fig. 2, we consider the base
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Fig. 2. The illustration of our evaluation setups, the users and IRSs are located
on a circle with the center being the base station.

station is located at (10, O, 10)8, IRSs and legitimate users
are uniformly distributed around base station with a constant
angle 6*. The first user and IRS are located at (5, 67, 5) and
(8, 67, 2), respectively. Eve is located at (10, 60, 5) where in
the middle between the base station and the first user. We also
assume that the direct channel between the base station and
users is blocked by obstacles, which implies the channel state
between the base station and a user is much worse than the
channel state between the IRS and the user. Specifically, the
channels from base station to IRS/users/Eve are assumed to
follow the distance-dependent path loss model, which can be

generated by h = ,/Lod;f h*, where Lo denotes the reference
path loss at 1 meter, 8 denotes the path loss exponent, d,p
denotes the distance from location a to location b, and &A™ is the
small-scale fading component with Rician fading [40, 41, 42]:

% K’ * 1 *
h™ = \/ mhms + \/ thLOS’

where K’ represents the Rician factor, h}; ¢ and hy, ¢
represent the deterministic Line-of-Sight (LoS) and Rayleigh
fading/Non-LoS (NLoS) components, respectively. The LoS
components are expressed as the responses of the N-elements
uniform linear array h}, ¢ = an(6)a,(0). The array re-
sponse of an N-elements IRS can be calculated by:

(43)

2
a,, = exp (j%d, (m — 1) sin ¢r,s, sin OL(,Sl) om=1,...M,

2 . .
a, =exp (]Tdr(m —1)sindros, s1n9L052) ,n=1,...,N,

where d; and d,- are the inter-antenna separation distance at the
transmitter and receiver, ¢r,s, and ¢,s, are the LoS azimuth
at the base station and the IRS, and 67,5, and 01,5, are the
angle of departure at the base station and the angle of arrival
at the IRS, respectively. The rest of parameter settings are
listed in Table I °. To validate the effectiveness and superiority
of our proposed scheme, we respectively consider the basic

8(x,y,z) coordinate is adopted and 3D distance is calculated in the
evaluation.

9The reference path loss is calculated by free-space path loss formula, i.c.,
Lo(dy) = 20 logm(%), where dj denotes the reference distance and A
denotes the wave length [43].
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TABLE I
EVALUATION PARAMETERS
Parameter Value
Carrier frequency 800MHz

Uniform rectangular array with
5 elements in a row and N/5
columns with 31/8 spacing

Bsu = Bee =4, Ber = Biu =
Bre =2, respectively

Ky = Kpp =0, Ky = Kjyy =
K}, = oo, respectively

IRS configuration

Path loss exponent

Rician channel factor

Path loss at 1 meter | Lo =—-30dB
Oth No = =174dBm, Tx = 4, § =
ther parameters 1073, 6% = 20°

transmission scheme in the traditional wireless systems and
IRS-assisted systems as the baselines. Thus two baselines
below are considered:

¢ Baseline I: Beamforming is considered at the base sta-
tion, and the IRS is not deployed in the system.

o Baseline 2: Beamforming is considered at the base sta-
tion, and only one IRS is deployed in the system.

B. Performance Comparison and Analysis

The achievable secrecy rate versus the number of users
is shown in Fig. 3. As we observe, the performance of all
schemes in terms of achievable secrecy rate are degrading
rapidly with the increase in the number of users. When there
are more than 2 users, the proposed scheme perform better
than AN-disabled scheme by up to 18.9%. Here, for a fair
comparison, we also set Spy = Bpe = 2 in baseline 1. The
result also shows that the beamforming scheme in baseline 1
cannot deal with multiple users scenarios. Moreover, since the
distance between the IRS and users significantly influences the
performance of IRS-assisted schemes, we also set up a friendly
scenario for baseline 2, i.e., all users are uniformly placed on
the line from (8, 67, 2) to (8, 75, 2). When only a single IRS
is deployed (baseline 2), the performance becomes even worse
than that for baseline 1. The reason is that the environmental
diversity provided by the single IRS is very limited. If the over-
all performance is considered, e.g., the sum of secrecy rate,
the system still can sacrifice a part of users’ performance to
achieve a better overall performance. If the worst performance
in the system is considered as the objective, it becomes hard
to optimize since each user matters. In this case, the algorithm
tends to sacrifice the users who have the highest secrecy rate
and make up for the users who have the worst secrecy rate,
but the compensation is not significant enough due to the lack
of environmental diversity. In this case, a poor performance
is observed. When only beamforming is considered at the
base station (baseline 1), even when it has better channel
condition over direct channel (transmitter to users) than that
for the proposed scheme, without the assistance of IRSs and
reflecting channels, the wireless signals through direct channel
can be easily intercepted by the eavesdropper who is located

)
+

—©&— Proposed w/ AN
Proposed w/o AN
Baseline 1
Baseline 2

» [&)]
T T
|

w
T
|

i

Achievable Secrecy Rate (bps/Hz)
=

L L ."’\ = I\ = At
1 2 3 4 5
Number of Users

o

Fig. 3. The achievable secrecy rate vs the number of users (Py,qx = 40dBm,
N =20).

in between the base station and the first user, which results in
worse performance than that for the proposed scheme.

Fig. 4 shows the influence of different number of reflecting
elements N on each IRS. Due to the existence of obstacles, the
LoS component is relatively poor for wireless transmissions
between the base station and the user. When only one user
is considered, the proposed scheme with AN has almost the
same performance as the one without AN, which is is also
verified in [14]. When there are 2 or more users, additional
AN can help improve secrecy rate about 4-6% especially with
the increase in N. Without the assistance of IRSs and AN,
baseline 1 has the worst performance compared with other
schemes since the direct channel between the base station
and the user is blocked (nearly zero when Sy = Be = 4).
For fair comparison, we further change Spy = Bpr = 2 for
the beamforming scheme. Since the eavesdropper, located in
between the base station and the first user, can easily intercept
the signals, the result in Fig. 4 also shows that the performance
of beamforming scheme is relatively poor. For baseline 2,
since users are distributed further apart from each other, the
environmental diversity provided by the single IRS cannot
meet the requirement for secure communications.

The reason why the performance of the proposed scheme
with AN and without AN are similar can be explained as
follows. Since the total transmission power is shared by both
user signal and AN, the usage of AN will also sacrifice the
power of user signal. The gain brought by AN can be very
limited. Thus, the performance of AN-enabled scheme and
AN-disabled scheme are similar. However, when multi-user
scenarios are considered, the interference is introduced among
users and the achievable rate R, at the user is therefore
degraded. Even adopting the same beamforming direction,
AN-enabled scheme can further leverage the reflecting channel
provided by IRSs and create additional noise at the eavesdrop-
per while decreasing the interference since part of the power
of useful signal is allocated to AN. Thus, AN-enabled scheme
does provide better performance under multi-user scenarios.
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The performance of achievable secrecy rate versus trans-
mission power is shown in Fig. 5. The maximum transmission
power ranges from 7W (38.45dBm) to 10W (40dBm). With
the increase in transmission power, the performance of all
schemes increase linearly. Similar to the results in Fig. 3, the
proposed scheme outperforms the AN-disabled scheme when
there are more than 2 users in the system. To have a fair
comparison, we also consider LoS channel is not blocked by
obstacle and set By = Bpr = 2 for baseline 1 with 2 users.
However, the result shows that the performance of baseline
1 is much lower than IRS-assisted schemes. For baseline 2,
since the performance is mainly limited by environmental di-
versity, it remains relatively steady and increases linearly from
0.9bps/Hz to 0.96bps/Hz with the increase in transmission
power.

To explore the influence of positioning to the security per-
formance, we further evaluate the performance of the proposed
scheme with different position settings as shown in Fig. 6.
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Fig. 6. The achievable secrecy rate vs position setting (Pax = 40d Bm,
N =20, User =2).

Here, we set four different locations for the eavesdropper:

o Setup A: The eavesdropper is located in the middle
between the base station and the first user at (10, 60,
5).

e Setup B: The eavesdropper is located under the base
station at (10, 0, 0).

o Setup C: The eavesdropper is located in the middle
between the first user and the second user at (19, 64,
5).

o Setup D: The eavesdropper is located at the other side of
the base station at (10, -60, 5).

Based on the location setting we mentioned before, the lo-
cations of users and IRS are further adjusted through Y-
axis translation, e.g., users’ coordinates are transformed as
(x,y+1,z) for location offset /. For different locations of the
eavesdropper, we observe that the best security performance
is obtained when the eavesdropper is faraway from the base
station and users at (10, -60, 5), and the secrecy rate linearly
increases with the decrease of the distance between the base
station and users. For other locations, the worst performance
is obtained when the eavesdropper is the closest to the first
user, and the performance of the proposed scheme increases
with the increase of the distance between the eavesdropper
and the first user. For different locations of users and IRSs,
when the eavesdropper is faraway from users, i.e., Setup B and
Setup D, we also find that the performance increases with the
decrease of the distance between users and the base station,
which implies that the performance is mainly dominated by
the communication distance since the eavesdropper hardly
intercepts useful signals. Meanwhile, when the eavesdropper
is close to users, i.e., Setup A and Setup C, the slope on the
right side of the inflection point is smaller than the one on the
left side, which implies that the leakage to the eavesdropper
is even worse when the eavesdropper is located behind users.

According to the results given above, some deployment
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Fig. 7. The achievable secrecy rate with imperfect CSI model (Ppax =
40dBm, User = 2).

strategies can be designed to offer guidance in practice.
For multi-user scenarios, multiple surfaces (greater than the
number of users) are desired to be deployed to achieve
secure transmission with a higher secrecy rate. Meanwhile,
considering the nonlinear relationship between secrecy rate
and the number of elements, it may not be beneficial to deploy
as many elements as possible on each surface, and rather a
certain number of elements with the highest performance-cost
ratio is preferred. Furthermore, due to the linear relationship
between secrecy rate and transmission power, higher trans-
mission power is always preferred. Finally, even though the
exact location of the eavesdropper can hardly be known in
real-time, the deployment location of surfaces should be as
far as possible from potential locations of the eavesdropper in
statistics, which can also lead to a more secure transmission
environment.

C. Performance with Imperfect CSI and Discrete Adjustment

Considering hardware limitations in practical systems, the
perfect channel state information may not be available, espe-
cially considering an eavesdropper passively wiretaps signals.
Thus, we conduct some performance comparisons in order to
evaluate the impact of such practical constraints. First, due to
the existence of channel estimation error in practice, CSI error
should be further estimated. Here, we adopt a statistical CSI
error model in our analysis. Let CN (y, C) represent Circularly
Symmetric Complex Gaussian (CSCG) random vector with
mean p and covariance matrix C. According to the existing
works [44, 45, 46], we assume the CSI in the reflecting channel
from the transmitter to IRS then to Eve is imperfect, and the
CSI on gZ . and GkH considered in our previous system model
can be respectively characterized as

gl =gl +hgll), (44)

hH = hH 4 ARH (45)
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Fig. 8. The achievable secrecy rate with discrete phase shift (Ppax =
40dBm, N = 10).

where gZ X and hf denote the mean of the channel gain, and
Agf’  and Ahf capture the uncertainty (i.e., CSI error vectors)
in the channel. The CSI error vectors Agf . and AR are
assumed to follow the CSCG distribution. Here, the parameter
setting of CSCG distribution is similar to [44, 45], g = 0 is
adopted, and the variance matrix of Vec(Aggk) and veC(Ah?)
is defined as C = si’kl, where si,k = 6e,k||vec(AgeH’k)|| and
g2 = 6.|lvec(AR)||, and 6, € [0,1) is the normalized CSI
error, which measures the relative amount of CSI uncertainties.
Fig. 7 shows the performance impact on the proposed scheme
under imperfect CSI. We observe that the secrecy rate for the
proposed scheme under imperfect CSI can also be improved
with the increase of the number of elements on IRSs. These
results imply that the eavesdropper information does help
optimize the minimum secrecy rate since imperfect CSI error
can decrease the minimum secrecy rate in the system, but the
impact due to imperfect CSI error on the sum of secrecy rates
is limited.

Considering the practical constraint with discrete phase
shift, we adopt a discrete phase shift model used in the existing
works [42, 47, 48]. Accordingly, the diagonal phase-shifting
matrix of the k-th IRS we considered in Section II can be
further modeled as

0O = diag(Ay e/ %1, ., Ap yelO%N) e CVN | (46)

where 6y, € {0,2%, .., 2ZU=Dy ith Ly = 29, je., the
discrete phase-shift values are assumed to be equally spaced
in the interval [0,2n), and Ay, € {ai,...,ar,} denotes the
controllable amplitude set which satisfies L, = 29«. When
qa = 0, the space of amplitude control reduces to the case
of full reflection, which is considered in our previous system
model, i.e., Ax,, = 1, when g, = 1, the space of amplitude
control represents on/off reflection, i.e., Ax, € {0,1}.

Fig. 8 shows the performance comparisons between the
cases under continuous phase shift and discrete phase shift.
Note that “Continuous Phase Shift” in the figure represents
the proposed scheme, “Discrete Phase Shift” in the figure
denotes the proposed scheme with discrete phase shift con-
straint by executing Algorithm 1, and “Discrete Phase Shift
Approximation” in the figure captures the discretization of the
results obtained from “Continuous Phase Shift”’. Based on the
performance under continuous phase shift obtained from the
proposed scheme, the performance under discrete phase shift,
has a constant gap to the continuous one. Meanwhile, by taking
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discrete approximation based on the continuous phase shift, the
performance of discrete phase shift approximation converges
to the performance of the case under the continuous phase shift
as Lg increases. Hence, by taking discrete approximation, the
proposed scheme can easily achieve a similar performance in
practical systems under the constraint of discrete phase shift.

To evaluate the influence of the amplitude control, we also
conduct the performance comparison with discrete amplitude
control in Fig. 9. Note that “Unit Modulus” in the figure
denotes the proposed scheme, “Discrete Amplitude Control”
in the figure represents the proposed scheme with discrete
amplitude constraint by executing Algorithm 1, and “Am-
plitude Control Approximation” in the figure indicates the
product of modulus coefficient times the results obtained from
“Unit Modulus”. We add the reflecting amplitude limitation
to the phase shift @, obtained from the proposed algorithm,
the modulus coefficient for amplitude control scheme in the
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figure will be applied to all Ay, in ®. Intuitively, we can
see that there is no gain when reducing reflecting amplitude
on the IRS. Meanwhile, compared to the performance of the
proposed scheme with unit modulus (blue line in the figure),
the performance of the discrete amplitude control (including
L, =2 and L, =4) by using brute-force searching also shows
that the additional amplitude control cannot bring performance
improvement in the proposed scheme.

D. Performance with sum-rate Problem

In general, overall security performance is a common objec-
tive considered in related works. To compare the performance
of the max-min problem proposed in this paper with the
commonly studied sum-rate maximization, we plot Fig. 10-
11 to show the difference in terms of the minimum secrecy
rate and the sum of secrecy rate, where the problem in (6)
with constraints (C1)-(C3) can be reformulated as:

(47)

st (C1) = (C3).

Note that “MSR” and “SSR” in the legend represent the min-
imum secrecy rate and the sum of secrecy rate, respectively.
As shown in Fig. 10, for the performance in terms of the
minimum secrecy rate and the sum of the secrecy rates, the
gap between the proposed scheme and the traditional sum-
rate maximization is limited. This phenomenon implies that
a max-min problem can achieve better minimum secrecy rate
and also reach similar performance in overall secrecy rate in
an IRS-assisted system. Meanwhile, in Fig. 11, the sum of
secrecy rate increases with the number of users. Even though
it can sacrifice some users’ performance to improve overall
performance, the curve shows that the gain becomes less and
the sum secrecy rate reaches a threshold with the increase in
the number of users, which represents the maximum secrecy
capacity in the system. For the gap between two different
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objectives, it also becomes larger with the increase in the
number of users, which is reasonable since the solution space
becomes larger with more users in the system, and different
solutions obtained from the aforementioned objectives do
impact more users.

V. CONCLUSION

In this paper, we have focused on physical layer security
in wireless systems with IRSs, and investigated a max-min
problem regarding secrecy rate under one typical eavesdropper
scenario. By placing multiple collaborative IRSs in complex
environment, the base station could leverage the environmen-
tal diversity to achieve significant improvement in terms of
secrecy rate through joint optimization of beamforming and
phase shift on the IRS. Based on our numerical evaluation,
when multiple users are considered, the additional AN has
been proven to effectively create interference at the eaves-
dropper and further improve the performance in terms of
secrecy rate. Compared with the secrecy rate for our proposed
scheme under discrete phase shift/amplitude control, we have
observed that, with the increase of discretization granularity,
the secrecy rate obtained from the discrete approximation
method converges to that achieved from the proposed scheme.
In the future, we plan to extend our study by considering a
general adversary model and explore the specific collaborative
protocols/mechanism among multiple IRSs.
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